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# ATTL4S

• Daniel López Jiménez (a.k.a. ATTL4S)
• Twitter: @DaniLJ94
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• Very curious, he enjoys understanding complex and weird things

• Mind behind all the low-level contents of my talks

This has been written by ATTL4S
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The goal of this talk is being a resource for comprehending the meaning of OPSEC 

and creating awareness in your operations, so as you can successfully face – and 

improve – experienced security teams and their detection capabilities
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Agenda

1. Introduction

2. Become your Adversary

3. Facing a Mature Adversary

4. Why you should be using a C2
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Adversary Simulation

• You probably heard of Red Team assessments

“Emulation of adversarial behaviours and techniques used by 

real-world threat actors”

• The goal of these assessments is improving the organisation’s security team

• One of the most important things a threat actor will take care of is not getting 
caught!
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This is Charles, Senior Red Team Analyst (OSCP/OSCE/OSWP/CEH/BB)

He is doing a Red Team engagement for a client
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A successful Phising campaign gave him a juicy Meterpreter’s session
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He started doing a local 
enumeration within the 

compromised system



www.crummie5.club

But suddenly…
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Charles’ response to this:
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Once Charles got informed about this, he learnt something

…well, or maybe not
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OPSEC… What’s This?
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Operational Security (OPSEC)

You may be thinking
• Avoiding too much “noise”

• AV / EDR evasion

• Using legitimate / built-in tools instead of malware

• In fact, when we talk about OPSEC the scope is usually wider

Identification and protection of data that could be useful for an adversary
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Robbing a Bank (Easy & Fast)

Do not get detected Do not raise suspicions Do not leave forensic traces

1 2 3
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Robbing a Bank (Easy & Fast)

Do not get detected Do not raise suspicions Do not leave forensic traces

1 2 3

Understand your tools

Understand your procedures

Understand your adversary
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Understand your Tools
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• Does this tool depend on executing other binaries? (cmd.exe, wmic.exe, 
powershell.exe…) 
• Can I implement the same behaviour without executing them?

• Well-known signatures or patterns? 
• Can I configure or modify them easily?
• Obfuscation? encryption?

• Do I really need THIS tool for THIS purpose?
• Do I really need Mimikatz to dump LSASS?
• Do I really need SharpHound to check if this user has DCSync rights?
• Do I really need to create a new service to move laterally to that system?
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Understand your Procedures
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• There is no perfect solution for every-single situation
• E.g. Sometimes working in memory is the safest place. Other times might be better writing a 

file to disk

• Obsessing with OPSEC can be a double-edged sword
• There must be a balance between effort and efficiency

• Please do not forget we are here to improve Blue Team’s detection capabilities!

• How mature your adversary is will mark the minimum security you’ll need in the 
operation
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Become your Adversary
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The Adversary

• The organization’s security team A.K.A Blue Team

• Blue Team tasks often include:
• Hardening the environment (patching, logging…)

• Monitoring unusual behaviour (IOCs, suspicious activity…)

• Responding to incidents (system isolation, account lockouts…)  

• Investigating the origin of those incidents (forensic traces, artifacts…)

• Understanding these as an attacker will help us in terms of OPSEC
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Data is Key

• The lowest common denominator of most Blue Team activities is 
data

• Defenders depend on the data belonging to the assets they want to 
protect
• How do you protect something if you don’t know what’s happening there?

https://threathunterplaybook.com/pre-hunt/data_management.html
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• This data should be relevant for its purposes (data quality)

“Nowadays, while most organizations are great at collecting data, they usually do not 
manage it well to make sense of it” – Roberto Rodriguez (@Cyb3rWard0g)

• It is used to create defensive capabilities 
• Creating timelines and data correlations
• Configuring alerts for suspicious patterns and behaviours
• Blocking well-known patterns and behaviours
• …

• This applies to how AVs / EDRs work

https://threathunterplaybook.com/pre-hunt/data_management.html
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But… 

How is this data obtained?
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Data Sources
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Some Recommended Data Sources

Quantify Your Hunt: Not Your Parents’ Red Team - SANS Threat Hunting Summit 2018
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How is this Data Obtained?

• Defenders need mechanisms to gather the appropriate data for those 
systems they want to protect
• Sysmon
• EDR agents
• Logs
• …

• These mechanisms often leverage features and techniques such as:
• Event Tracing for Windows (ETW)
• Callback objects
• Hooking techniques
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ETW, Callbacks n Hooks
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ETW, Callbacks n Hooks

• Not an in-depth explanation. We are going to see a brief overview of 
how these work

• The intend is showing the amount of information available to 
defenders for threat hunting and other activities

• Getting in touch with these will naturally create a feeling of security 
awareness on us
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ETW

https://medium.com/palantir/tampering-with-windows-event-tracing-background-offense-and-defense-4be7ac62ac63

• Mechanism in Windows to trace and log system events

• Think of it as an Event Factory

• ETW is the data source for many Blue Team’s alerting and detection 
strategies
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• Controllers: start and stop event tracing sessions and enable providers

• Tracing sessions: collect events from providers and serve them to consumers 
and logs

• Providers: provide events from different components (e.g. PowerShell)

• Consumers: consume events from one or more providers
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• More than 1000 providers in Windows 10 can offer huge visibility for 
defenders

• Processes, threads, image loads, network, PowerShell, WMI, WinRM, RDP, Firewall, 
Defender, .NET…

• For example, Sysmon registers a new ETW provider when you install it

• Name: Microsoft-Windows-Sysmon

• Sysmon itself also uses existing ETW providers (e.g. the Windows Kernel Trace) for 
some of its own events
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Microsoft-Windows-PowerShell provider:

• A command starts/ends

• A Runspace object is constructed

• Runspace connections

• Named pipe usage

• …
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Callback Functions

https://developer.mozilla.org/en-US/docs/Glossary/Callback_function

• A callback is a function invoked within another function, to complete some kind 
of routine or action 
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Kernel Callbacks

https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/callback-objects

• Windows has a callback mechanism in the Kernel 
• One of the Microsoft’s responses to prevent Kernel hooking

• This mechanism provides a way for drivers to receive notifications when certain 
conditions are satisfied
• Drivers can define callback objects with a name and a set of attributes
• Drivers can register callback routines for those callback objects

• When conditions are met for a callback, the System calls all the routines registered in it
• Pre-operation callbacks
• Post-operation callbacks

• User-mode callbacks not as heavily used as kernel ones
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• Callbacks can be used to obtain knowledge or carry out actions when certain 
conditions are met

• Object Callbacks: associated to objects such as processes, threads or desktops (e.g. process 
creations or deletions)

• Registry Callbacks: associated to the registry (e.g. modifying or creating hives / keys)

• Filesystem Callbacks (Mini-Filters): associated to interactions with the NTFS filesystem (e.g. 
creating or deleting a file)

• …
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GetComputerNameExW (KernelBase.dll)

BasepGetNameFromReg (KernelBase.dll)

BasepGetValueFromReg (KernelBase.dll)

ZwQueryValueKey (ntdll.dll)

NtQueryValueKey (ntoskrnl.exe)

CmpCallCallbacksEx (ntoskrnl.exe)
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Hooking

• Technique used to alter a process’ execution flow and behaviour

• Kernel hooking is restricted in 64-bit thanks to Kernel Patch Protection (KPP)
• Anti-Rootkit Measurement
• Microsoft implemented the Kernel callback mechanism along with ETW modifications as 

alternatives

• For user-mode hookings, there are a lot of approaches
• Inline hooks
• IAT/EAT hooks
• ...

• EDR/AV agents are widely-known for performing user-mode hookings
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YourProcess.exe

Calls…

Kernel32!CreateProcess

CreateProcess tries to call 

NtCreateProcess but…

ntdll!NtCreateProcess

User-Mode Kernel-Mode

edr.dll!CheckProcess

KiFastSystemCall

ntdll!NtCreateProcess is 

hooked and redirected to 

edr.dll

If the EDR thinks is safe, it calls 

the real syscall
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Sum Up

• Defenders need different mechanisms to achieve wider visibility
• These mechanisms are likely leveraging things like ETW, kernel callbacks and user-land hooks

• They can therefore provide huge visibility of what is happening in a system

• As an attacker, it is important to be aware of these mechanisms so as to adapt 
our operations properly

• Remember

“How mature your adversary is will mark the minimum security you’ll need in the operation”
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Facing a Mature Adversary
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Facing a Mature Adversary

• The following slides will show different things a mature Blue Team will be looking 
nowadays

• The idea is understanding the impact a mature Blue Team can have through 
different examples

• Areas that will be covered
• Disk indicators
• Memory indicators
• Process indicators
• Network indicators
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Disk Indicators

Defensive mechanisms (and defenders) are often actively looking for 
new and modified files

• Mini-Filters  

• ETW (e.g. Microsoft-Windows-Kernel-File provider)
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Common indicators they will be looking in those files 

• Are there any public signatures associated to malware?

• Offensive-related strings within the file? (e.g. common patterns or names)

• Offensive-related API functions in the import table? (e.g. VirtualAlloc, 
VirtualProtect…)

• Valid signature from a trusted entity?

• Location where those files were dropped?
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OPSEC 

• Your file drops should appear legit! 
• Drop location
• Filename
• Import Table
• Description
• Company
• …

• Want to avoid signatures and suspicious strings? 
• Modify your code or use some kind of obfuscation / encryption
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Interesting Links 

• Hashing vs. Encryption vs. Encoding vs. Obfuscation
• https://danielmiessler.com/study/encoding-encryption-hashing-obfuscation/

• Engineering antivirus evasion
• https://blog.scrt.ch/2020/06/19/engineering-antivirus-evasion/

• HELK - SIGMA rules
• https://github.com/Cyb3rWard0g/HELK/tree/46f3f984466bec09380cc4cb65dbfec8af567a3a/docker/helk-jupyter/notebooks/sigma

• Tracking Malware with Import Hashing
• https://www.fireeye.com/blog/threat-research/2014/01/tracking-malware-import-hashing.html

• Using Custom Covenant Listener Profiles & Grunt Templates to Elude AV
• https://offensivedefence.co.uk/posts/covenant-profiles-templates/

• Cobalt Strike - The Artifact Kit
• https://www.youtube.com/watch?v=yWVzTooJGTo
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Process Indicators

Defensive mechanisms (and defenders) are often actively looking for 
new processes and their behaviour

• Kernel Callbacks
• PsSetCreateProcessNotifyRoutine, PsSetCreateThreadNotifyRoutine…

• ETW 
• Microsoft-Windows-Kernel-Process, EventLog-Microsoft-Windows-Sysmon-Operational, 

Microsoft-Windows-Threat-Intelligence…

• User-land hooks
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Common indicators they will be looking in processes

• Parent / child relationships 
• Word -> PowerShell

• Processes never seen in the system 
• Legitimate tools used by malware (LOLBAS)

• Suspicious command-line arguments 
• wmic process call create “powershell.exe -enc …”

• Suspicious API usage 
• Process injection, .NET CLR reflections…

• Processes accessing other key processes 
• LSASS
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OPSEC 

• Avoid creating new processes as much as possible
• Can you execute your capability within your process? Local injections might help
• PPID spoofing might help for parent/child relationships

• Try to blend in – avoid weird behaviours as possible
• Your process needs Internet? Try working in the context of a process that does this
• Avoid common offensive patterns
• Avoid remote code injections as possible

• Command-line arguments? 
• Command-line spoofing might help
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Interesting Links 

• Will Burgess - Red Teaming in the EDR age
• https://www.youtube.com/watch?v=l8nkXCOYQC4

• Securi-Tay 2017 - Advanced Attack Detection
• https://www.youtube.com/watch?v=ihElrBBJQo8

• Raphael Mudge - Session Prepping and Session Passing
• https://www.youtube.com/watch?v=4xnBn5ZVkKE

• Adam Chester – How to Argue like Cobalt Strike
• https://blog.xpnsec.com/how-to-argue-like-cobalt-strike/

• ired.team - Parent Process ID (PPID) Spoofing
• https://www.ired.team/offensive-security/defense-evasion/parent-process-id-ppid-spoofing
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Memory Indicators

Defensive mechanisms (and defenders) are often actively looking for 
suspicious activity in memory through memory scans
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Common indicators they will be looking in memory:

• PE files in memory not associated with a module on disk
• MZ header, “This program cannot be run…”

• Module-less threads (A.K.A injected threads)
• The start address of the thread points to a location with no module associated

• Suspicious memory permissions such as RWX

• Malware-associated strings

• In-memory vs on-disk comparisons 
• Process hollowings, dll hollowings…
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OPSEC 

Raphael Mudge - In-memory Evasion (3 of 4) - Evasion

• Your thread’s start address points to a location with no module associated?

• Update the address to a more convenient location (e.g. using SetThreadContext)

• Memory injected PE files with no module associated?

• Module stomping might help

• Avoid stagers!

• Stagers require several requirements that will reduce your OPSEC. Use stageless payloads

• Avoid RWX memory permissions

• Watchout your memory contents 

• PE headers, sneaky strings…

• Obfuscate memory when it is not in use
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Interesting Links 

• The Art of Memory Forensics: Detecting Malware and Threats in Windows, Linux, and Mac Memory

• Taking Hunting to the Next Level: Hunting in Memory - SANS Threat Hunting Summit 2017
• https://www.youtube.com/watch?v=EVBCoV8lpWc

• Adam Chester - Understanding and Evading Get-InjectedThread
• https://blog.xpnsec.com/undersanding-and-evading-get-injectedthread/

• Raphael Mudge - In-memory Evasion
• https://www.youtube.com/playlist?list=PL9HO6M_MU2nc5Q31qd2CwpZ8J4KFMhgnK

• Cobalt Strike – Malleable PE, Process Injection, and Post Exploitation
• https://www.cobaltstrike.com/help-malleable-postex

• Elastic - Hunting In Memory
• https://www.elastic.co/es/blog/hunting-memory

• Bypassing Memory Scanners with Cobalt Strike and Gargoyle
• https://labs.f-secure.com/blog/experimenting-bypassing-memory-scanners-with-cobalt-strike-and-gargoyle/
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Network Indicators

Defensive mechanisms (and defenders) are often actively looking for 
suspicious network activity within systems

• ETW 
• Microsoft-Windows-Winsock-AFD, Microsoft-Windows-TCPIP…

• Callbacks
• WskAcceptEvent, WskReceiveEvent…

• IDS/IPS solutions, WAFs, corporate proxies…
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• Common indicators they will be looking and doing

• Traffic inspection 

• SSL/TLS inspection

• Domains and IPs accessed

• Domain categorization? Cert information? Weird names?

• Amount of traffic

• Processes beaconing

• Fixed times
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OPSEC

• Your traffic should look legit!
• Try to impersonate common services that are reaching the Internet
• C2’s like Covenant or Cobalt Strike have configurable network profiles

• Cook your domains over low heat
• Domain categorization, domain age, domain names…

• Route your traffic through high-trust domains
• Domain fronting

• Take care of your C2 infra
• Use redirectors between your backend and your targets

• Agent beaconing? 
• Configure proper delay and jitter percentages! 
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Interesting Links 

• SSL/TLS Interception Challenge from the Shadow to the Light
• https://www.sans.org/reading-room/whitepapers/covert/ssl-tls-interception-challenge-shadow-light-38870

• Being a Good Domain Shepherd
• https://posts.specterops.io/being-a-good-domain-shepherd-57754edd955f

• https://posts.specterops.io/being-a-good-domain-shepherd-part-2-5e8597c3fe63

• Tom Steele - Escape and Evasion Egressing Restricted Networks 
• https://www.optiv.com/explore-optiv-insights/blog/escape-and-evasion-egressing-restricted-networks

• Cobalt Strike – Malleable Command and Control
• https://www.cobaltstrike.com/help-malleable-c2

• https://posts.specterops.io/a-deep-dive-into-cobalt-strike-malleable-c2-6660e33b0e0b

• https://github.com/rsmudge/Malleable-C2-Profiles

• Covenant – Listener Profiles
• https://github.com/cobbr/Covenant/wiki/Listener-Profiles

• Red-Team-Infrastructure-Wiki
• https://github.com/bluscreenofjeff/Red-Team-Infrastructure-Wiki
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Paths of Execution
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• Defensive actions are not usually consequence of a single heuristic, as it would 
lead to a good amount of false positives

• Defenders and defensive products often require a combination of different
heuristics for alerts and actions

• A good detection will try to cover an attack capability as a “whole”, instead of 
just focusing on specific tools or signatures
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• Defensive actions are not usually consequence of a single heuristic, as it would 
lead to a good amount of false positives

• Defenders and defensive products often require a combination of different
heuristics for alerts and actions

• A good detection will try to cover an attack capability as a “whole”, instead of 
just focusing on specific tools or signatures



www.crummie5.club

Capability Abstraction

Jared Atkinson’s Capability Abstraction is a good example of what a good detection 
approach may look like:

“The idea is that an attacker’s tools are merely an abstraction of their 
attack capabilities, and detection engineers must understand how to 
evaluate abstraction while building detection logic” – Jared Atkinson

https://posts.specterops.io/capability-abstraction-fbeaeeb26384
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OK but… why are we talking about this?
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Paths of Execution

• When you execute a tool (e.g. Mimikatz), different things are 
executed under the hood 

• Capability Abstraction decomposes tools into different layers of 
execution
• Each layer holds key functionality related to the tool and its main purpose 

(technique) 

• Each layer also represents each context where the execution flow passes 
through (unmanaged, managed, userland, kernel, RPC, network...)
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• You can think of these as Paths of Execution

• As an attacker, you should be aware of your Paths of Execution: 

• Is there any step in my path that might not be essential?

• Would it be interesting to avoid certain steps by starting the execution from a 
lower level?

• Lower level of execution means smaller detection surface?
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Process 1 (cmd.exe)

Meterpreter.exe -> cmd.exe -> net.exe -> net1.exe

Process 2 (net.exe)
Process 3 (net1.exe)

Arguments

Domain Users



www.crummie5.club

Can we potentially improve this? 
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But… new reflective DLL

No new processes, no arguments! 
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• Studying Paths of Execution is something like performing a threat modelling of 
your tools (where the risk is being detected)

• We want to identify all the obvious weaknesses associated to our paths
• Useless process executions
• Useless usage of arguments 
• Unnecessary calls
• …

• But as we may be thinking… weaknesses will not always be obvious 
• It might depend on the context or situation we are operating
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We will use syscalls as an example of something that can be extremely useful in 
some cases, but not so much in others
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System Calls

• Commonly called syscalls, they are the lowest level of execution available from user-
mode

• They switch the execution from user-mode to kernel-mode

• They offer considerable advantages to offensive tooling

• Avoiding userland hooks, avoiding certain signatures and heuristics detections…

• We are essentially avoiding multiple steps from our Path of Execution

• As with everything, they also entail certain OPSEC considerations
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ZwOpenProcess (custom stub)

NtOpenProcess (ntoskrnl.exe)

ZwCreateFile (custom stub)

NtCreateFile (ntoskrnl.exe)

PssCaptureSnapshot (Kernelbase.dll)

MiniDumpWriteDump (Dbghelp.dll)

ZwReadVirtualMemory (ntdll.dll)

NtReadVirtualMemory (ntoskrnl.exe)

ZwDuplicateObject (ntdll.dll)

NtDuplicateObject (ntoskrnl.exe)

OpenProcess (kernel32.dll)
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CreateFile (kernel32.dll)
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ZwReadVirtualMemory (ntdll.dll)

NtReadVirtualMemory (ntoskrnl.exe)
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System Calls - OPSEC

• If you are doing a dynamic extraction of service numbers, watchout how you do 
it!
• Freshycalls’ way of extracting these numbers might be of interest for you

• Manual Syscall executions can be detected using ETW
• Masked Syscalls might help

• Virtualization can be used to hook Syscalls, be aware of that!

https://www.crummie5.club/freshycalls/
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Why Should I Use a C2?
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Why Should I Use a C2

• You probably have noticed we’ve been talking about Cobalt Strike, Metasploit and 
even Covenant

• Adversary Simulations require: 
• Operators to simulate real-world theat actors

• Reliable tools that offer the necessary functionality in a customizable way

• That’s why we want to use a C2!
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• Working with agents allows us to centralize all the functionality and 
customizations in one single place

• We don’t want millions of tools, and new processes are expensive!

• Including everything within a custom-made agent or framework requires a 
lot of time though

• Mature tools such as Metasploit or Cobalt Strike offer reliability and years
of work on their shoulders, give some love to them
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Is anybody still awake?

MANY THANKS!
Any Question?


