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The aim of this presentation is understandihg art of user impersonatioim Windows
systems. This knowledge will be handy when performaitegal movementsnd other
Interesting tasks within Windows and Active Directory networks
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Windows Authentication

attl4s.github.io



Ways of Authentication

AThere are different ways to authenticate on a Windows system, and each has its
Implications

A Authenticating withocal userss not the same as authenticating widomain
users

ALikewise, authenticating to a computehysically(in person) has different
requirements than doing so through tmetwork

attl4s.github.io



Local Authentication

ALocal users are only present isgecific system
A Only the system knows about them (e@pmputerACharles)

ATwosystemsmayhaveuserswith similarusernamesand passwords
A ComputeA\ Charles an€ComputeB\ Charles

ARecords of local users are stored within 8ecurity Account Manag¢BAM)
database

A Windows verifies such records when someone tries to authenticate to the system

attl4s.github.io



Local Authentication (cont.)
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Domain Authentication

ADomain users and groups are present gpacific AD domain

AAIl domainjoined systems (or systems from trusted domains) will know how to
handle authentication

A They will essentially delegate this task to an authentication server (Domain Controller)

ADomain user and computer records are stored within ¥ Directory Services
(NTDS) database

A Domain Controllers verify such records when an identity tries to authenticate

attl4s.github.io



Domain Authentication (cont.)
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Physical Authentication

AWhen physically in front of a Windows computer, if you havala accountyou
should be able tdog in

AThis applies both to local users and domain users (as long as the target system
knows about the account)

AlIn default configurations of Active Directoanyy domain usecan physically log in
Into any domain computer
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Remote Authentication

AUnlike physical, remote authenticationsquire privilegedy default
A. SAYy3 YSYOSNI 2F ! RYAYAAUNI G2NARSX wSY20S 5Sa

AWhen doing a Pentesiye are nottypically going to be in a position to perform
physical authentications

AlIn terms of moving laterally within a network, we usually care alpeniote
authentications

attl4s.github.io
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Windows Authentication

Aln order to understand the art of impersonating users, it is important to be
familiar with the Windows authentication mechanism

Aln the following sections we will examine:

A Authentication Packages (APs) / Security Support Providers (SSPs)
Alnteractive and Nofinteractive Authentications
ALogon Sessions

AAccess Tokens

attl4s.github.io



Authentication Packages
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Authentication Packages

A Authentication Packages (APs) authenticate Windows useasddysingheir
logon data
A Also known as Security Support Providers (SSP)

ADifferent APs provide support forvariety of logon processesid authentication
protocols

AAPs come in the form of DLLs, which are loaded and used hyptad Security
Authority (LSA) component

https://learn.microsoft.com/enus/windows/win32/secauthn/authenticatiospackages attl4s.github.io



Authentication Packages (cont.)

AAPs present by default in Windows:

SSP Packages Provided by
Microsoft

Article - 01/07/2021 = 2 minutes to read + 5 contributors &y Feedback

Following are the SSP authentication packages provided by Microsoft.

Credential Security Support Provider
Microsoft Negotiate

Micrasoft NTLM

Microsoft Kerberos

Microsoft Digest SSP

Secure Channel

https://learn.microsoft.com/enus/windows/win32/secauthn/ssgpackagegrovidedby-microsoft attl4s.github.io



Authentication Packages (cont.)

AAPs provide the logic needed for Windows to act esemtand as an
authentication server

A Client- Want to connect to a service with Windows authentication?

A Windows will transparently select the appropriate Authentication Package and leverage your
cached credentials

A Server- Your service/program supports Windows authentication?

A Windows will transparently authenticate clients with the appropriate Authentication Package and
credential database

attl4s.github.io



Local Security Authority

AAs shown in the image below, the LSA component orchestrates everything

SECURITY

Active Directory SAM

FIGURE 7-20 Components involved in logon.

Windowsinternals Part1 attl4s.github.io




SSP Interface

AMicrosoft provides the Security Support Provider Interface (SSPI) to easily
Integrate applications with this authentication system

Application MET Application Internet Application
MET Framework Explorer Layer

https://Idapwiki.com/wiki/Security%20Support%20Provider%20interface attl4s.github.io



SSP Interface (cont.)

SSPI Functions

Security Support Provider Interface (SSPI) functions fall into the following major categories.

Package management

Functions that list the available security packages and select a package.
Credential management

Functions that create and work with handles to the credentials of principals.
Context management

Functions that use credentials handles to create a security context.
Message support

Functions that use security contexts to ensure message integrity and privacy during message exchanges over the
secured connection. Integrity is achieved through message signing and signature verification. Privacy is achieved

through message encryption and decryption.

https://learn.microsoft.com/enus/windows/win32/secauthn/authenticatiofiunctions
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Successful Authentication

AWhen anauthentication succeedshe selected Authentication Package carries
out two important tasks:

1. Creates a newogon sessiomithin the system

2. Providessecurity informatiomrabout the authenticated user to LSA

ALSA uses that information to create Aocess Toked KA OK NB LINB & Sy
local security contexbn that system

attl4s.github.io
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Interactive and Non -Interactive
Authentications
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Yet Another Differentiation

ALocal/domain and physical/remote were not enough
A It is also important to differentiate betweenteractive and norinteractiveauthentications!

AMicrosoft differentiates these based on whether the user inputs its logon data or
not

AUserspecifiescredentialsh Interactive

AUserdoes not specifgredentialshA NorrInteractive

https://learn.microsoft.com/enus/windows/win32/secauthn/Isaiserlogon-authentication attl4s.github.io



Interactive

ACeLIAOIFfteée 6o0dzi y20 fAYAUSR G20 6KSY
A E.g. physical authentication Wsinlogon+ LogonUl

AThe important bit here is thaiser credentials are cachedthin the memory of
the LSA procests@ss

A Credentials are cached and prepared for each Authentication Package

ACached credentials allow Windows providing a Single@ig(SS0O) experience to
users

https://learn.microsoft.com/enus/windows/win32/secauthn/interactiveauthentication attl4s.github.io



Interactive (cont.)

Arco Capaz

Lsalaganlser

function
Authentication
Package

https://learn.microsoft.com/enus/windows/win32/secauthn/interactiveauthentication attl4s.github.io



Non -Interactive

Ad/ | OKSR ONBRSYuUuAlfa | ff26nE30)dxEedeace LIN
U2 dza SN&Ac¢
A Such statement makes sense when talking aboutintgractive authentications

ARather than the user moving a finger, the application in use leverages the cached
credentials on behalf of the user

AThat is, norinteractive authentications are only supposed to wafter an
Interactive authentication

A When cached credentials are available!

https://learn.microsoft.com/erus/windows/win32/secauthn/noninteractiv@uthentication attl4s.github.io



Non -Interactive (cont.)

AHow does this work Such applications leverage the Security Support Provider
Interface (SSPI) to perform these authentications

Authentication
Fackage

https://learn.microsoft.com/erus/windows/win32/secauthn/noninteractiv@uthentication attl4s.github.io



Non -Interactive (cont.)

B| Metwork » fileserver »
I Favorites Lol
B Desktop PerfLogs
4 Downloads Program Files
*| Recent places Program Files (x86)
0L 5erver2017Media
M This PC Users

Windows

t:‘u Metwork

File folder
File folder
File folder
File folder
File folder
File folder
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Logon Sessions
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Logon Sessions

ALogon sessions are created on the target sysafier a successful authentication
A Does not matter whether it is physical/remote/domain/local/interactive/nomneractive

AThe important bit here:

AP cached credentials are tied to logon sessions!

A In which situations are logon sessions going to have cached credentials?

https://docs.microsoft.com/enus/windows/desktop/secauthn/Isdéogon-sessions attl4s.github.io



mimikatz

Authenticati
Session
User Name
Domain
Logon Server
Logon Time
SID
msv
[e0
* U
* D
* N
* g
*D

* U
*p

* U

ssp

on Id :

000003 ]
sername
omain
TLM

HA1
PAPI

tspkg :
wdigest :

sername

* Domain

assword

kerberos :

sername

* Domain
* Password

credman :

© ; 2027349 (©000LEe0:00leef55)
NewCredentials from @
Vegeta_sa

CAP

(null)

S$-1-5-21-272438138-3995100478-3847831165-1126

Primary

: bulma_da

: capsule.corp

: bd35111ab3b8d46129efbdbabeeb49c4

: 5bae942c34d956a9481c7cl2ead7bldeef49a006
: df28de711d8f41402f2994ced82f8blf

: bulma_da
: capsule.corp
: (null)

: bulma_da
: CAPSULE.CORP
: (null)

lAuthentication Id

1 @ ; 2027349 (©00L0E08:e0leefs5s5)

Session : NewCredentials from @
User Name : Vegeta_sa

Domain : CAP

Logon Server : (null)

Logon Time

SID

: 5-1-5-21-272438138-3995100478-3847831165-1126

* Username : bulma_da
* Domain : CAPSULE.CORP
* Password : (null)

Group © - Ticket Granting Service

[eeeeepee]
Start/End/MaxRenew: )
Service Name (©2) : HTTP ; dcel ; @ CAPSULE.CORP
Target Name (©2) : HTTP ; dcel ; @ CAPSULE.CORP
Client Name (©1) : bulma_da ; @ CAPSULE.CORP

Flags ©0a500ee : name_canonicalize ; ok_as_delegate ; pre_authent ; renewable ;

Session Key ! 9xee000012 - aes256_hmac
fa6bdee34b4812dbce93faef23acle@@a?SlaGZdbSbe?S?2614dbcc4e422bd9

Ticket . @x00000012 - aes256_hmac ; kvno = 23 [...]

Group 1 - Client Ticket ?

Group 2 - Ticket Granting Ticket
[eeeceeeee ]
Start/End/MaxRenew:
Service Name (©2) :
Target Name (©2) :
Client Name (©1) :

krbtgt ; CAPSULE.CORP ;

krbtgt ; capsule.corp ; @ CAPSULE.CORP

bulma_da ; @ CAPSULE.CORP ( capsule.corp )

Flags ©eeleeee : name_canonicalize ; pre_authent ; initial ; renewable ;

Session Key ! Ox00000012 - aes256_hmac
7a374816668582dd2266233135befc6379686cd14Qeaf8934affb43548d1e335

Ticket : ©xeeeeee12 - aes256_hmac ; kvno = 2 [..-1

@ CAPSULE.CORP

attl4s.github.io




Logon Sessions (cont.)

ALogon sessions will typically haseched credentialafter aninteractive
authentication

AOn the other handpon-interactive authenticationsommonly result in logon
sessionsvithout cached credentials

Al & @2dz YlIé KIS y20A0SR OGiU@LAOITfTfe:
A Sometimes interactive does not result in cached credentials
A Sometimes nosinteractive may result in cached credentials

https://docs.microsoft.com/enus/windows/desktop/secauthn/Isdéogon-sessions attl4s.github.io



Logon Types

AFor reference, there are different types of logon sessions (link in the footnotes)

Logon type #  Authenticators Reusable credentials in LSA Examples
accepted session

Interactive (also known as, 2  Password, Smartcard, Yes Console logon;

Logon locally) other RUNAS;

Hardware remote control solutions (such as
Network KVM or Remote Access / Lights-
Out Card in server)

IIS Basic Auth (before 1IS 6.0)

Network 3 Password, No (except if delegation is NET USE;
NT Hash, enabled, then Kerberos tickets  RPC calls;
Kerberos ticket present) Remote registry;

IIS integrated Windows auth;
SQL Windows auth;

Batch 4  Password (storedas  Yes Scheduled tasks
LSA secret)

Consro C PacownrAd fetnrad ac Voo Windrwe conviroae

https://learn.microsoft.com/enus/windowsserver/identity/securingprivilegedaccess/referencéools-logontypes attl4s.github.io



Example - Interactive

Arco Capaz

https://github.com/leechristensen/Random/tree/master/PowerShellScripts

PS C:\UsersZacapaz\Desktop>» Get-LogonSession

Domain
Description
UserName
InstallDate
Computeriame

| mem e T A

e S

LogonType

Name
StartTime
Caption

: CAPSULE
: Acapaz

: FILESERVER

AACTIO A

Ll BTy

: Interactive
FULhEHLiLHLiUHFHLﬁHgE :

REDENUS

: 5/18/2819 18:18:13 AM

attl4s.github.io




Example - Network

Windows PowerShell

indows PowerShell
opyright <C» 28013 Microsoft Corporation. All rights reserved.

P: C:sUsers-acapaz’> wvhoami
apsule~acapaz
PSS C:slserssacapaz? Enter-PSS8ession —ComputerName fileserver
[fileserverl: PS5 CoxlzerssacapazsDocuments?* hostname
FileServer

[fileserverl: PS5 Cislzerssacapaz“Documents>

https://github.com/leechristensen/Random/tree/master/PowerShellScripts

Domain
Description
Userlame
InstallDate
Computerhiame
LogonId
LogonType

MName
StartTime
Caption

: CAPSULE
: Acapaz

: FILESERVER
: 1133194
: Network
AuthenticationPackage :

Kerberos

: 5/18/2919 18:21:48 AM

attl4s.github.io
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Access Tokens
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Physical NTLM
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X

Security information
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Access Tokens

AWhen a logon session is created, information is returned to LSA that is used to
Create anmaccess token

AAn access token ispaiotected objectthat contains thdocal security contexbf an
authenticated user

AEvery access token is tied to a logon session

AAccess tokens are associated to processes or threads

https://docs.microsoft.com/enus/windows/desktop/secauthz/accegskens attl4s.github.io



Access Tokens (cont.)

SSPI
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https://docs.microsoft.com/erus/windows/desktop/secauthz/accedekens attl4s.github.io



What 0s I nsi de a Toker

AAccess tokens contain important data about the user and its execution context:

A The user security identifier (SID)
A Groups the user is a member of
A A list of privileges

A Logon session ID

A Integrity level

A Type of the token
A X

https://learn.microsoft.com/enus/windows/win32/secauthz/accedskens attl4s.github.io



cmd.exe:3004 Properties O

Image Performance Performance Graph Disk and Netwark

TCR/IP Security Environment Strings

Token Properties

= L = — . = .
General Advanced Capabilties Claims Attibutes  Security

|, Mandatory

Type:

Impersonation level:
NT AUTHORITY\NETWORK

NT AUTHORITYY Taoken LLID:

Authentication LUID:

Group SID:  nfa

Memary used:

ge Default En

Mimfe b Cm

https://docs.microsoft.com/erus/windows/security/identityprotection/accesscontrol/security-principals attl4s.github.io



Multiple Security Contexts

AWithin Windows, it is possible for the same user to have different execution
contexts

A E.g. User Account Control (UAC) splits execution between medium (regular) and high integrity
(admin)

AHow? Windows allows the same user to hadifferent access tokens and logon
sessionsn the same system

https://docs.microsoft.com/enus/windows/desktop/secauthz/accegskens attl4s.github.io
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Strings

Image e e Performance Graph  Disk and Network  GPU Graph
Threads TCP/IP Security Environment

724671-1106

Group

Authentica

NT AUTHORIT Y Auth
NT ALITHORITYLINTFR

Group SID: nfa
Flags

Default Enabled

Privilege

Dizabled

Permissions

Graph  Disk and Metwork  GPU Graph
Security Environment

4671-1106

ed identity

-al, Man

NT AUT Authenti
NT AlLITHORITYWNTFRA

Group SID: nfa

ult Enabled
It Enabled
e
vilege

Impersonate Privi
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Purpose of Access Tokens

AWindows usesccestokensto carryout accessontrol decisions

AWindowssecurableobjectshavea list of control rules(DACLjassociated

AProcessedhreadsaccessinguchobjectshavean accesgoken

AThetoken informationis comparedagainstthe control rulesof an objectto
determineif accesss allowedor denied

https://docs.microsoft.com/enus/windows/desktop/secauthz/accegskens attl4s.github.io



Passwords.tx’t
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Descriptor

Access Denied |
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Read, Write, Execute
s ) —
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N :
Write
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— —
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Access Token
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Token Types

APrimary Tokens (process tokens)
AEvery process has a primary token associated

AWhen a new process is created, the default action is to inherit the primary
token of its parent

Almpersonation Tokens (thread tokens)

AEnable a thread to run with a different security context (different token) than
the parent process

AUsually used for client and server scenarios

https://docs.microsoft.com/enus/windows/desktop/secauthz/accegekens - https://www.exploit-db.com/papers/13054 attl4s.github.io



Impersonation Tokens

service.exe

SvcAcc

Schcc§

Main Thread

Goku

Thread

Vegeta

Thread

A A new thread is created for every client
connecting to the service

A Thanks to impersonation tokens, threads
can run with the security context of clients

A This enables the service to control access
via ACLSs

https://es.slideshare.net/heirhabarov/huntinpr-privilegeescalationin-windowsenvironment attl4s.github.io



How does it work?

A Services which support Windows authentication carry out something azll
Impersonation

AWhen a client connects to a service of this kind:

1. Credentials are verified

2. An access token with the security context of the client is created
3. The service places a copy of that token into a new thread
4.

Such thread can act on behalf of the client and is subject to the restrictions
Imposed by ACLs

attl4s.github.io
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Vegeta

Process

Thread

Access Token

Vegeta

Auth

WebO01.capsule.corp

Impersonates

Web.exe

B
o

SvcAcc

!
O

Vegeta

Lists

ShareSupport Properties
General

Object name:

Group or user names:

& Vegeta ServerAdmin (Vegeta_sa@capsule comp)

a Administrator

To change permissions, click

ShareSupport

Edit

anced settings,

Customize

Edi...

Deny

Advanced
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Impersonation Levels

A Someservicegnayjust require limited information from their clientsandnot a

full iImpersonation

ADependingn the serviceandhow A {cdéhiigured impersonationtokens can

havedifferent impersonationlevels

Impersonation level  Description
SecurityAnonymous The server cannot impersonate or identify the client.

Securityldentification  The server can get the identity and privileges of the client, but cannot
impersonate the client.

Securnitylmpersonation  The server can impersonate the client’s security context on the local system.

SecurnityDelegation The server can impersonate the client's security context on remote systems.

https://docs.microsoft.com/erus/windows/desktop/secauthz/impersonatielevels

attl4s.github.io



User Impersonation
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User Impersonation

A Creatingor hijackingthe security context ofinother usetto act on its behalf in
the network
A Creating a security context commonly requiggedentials
A Hijacking a security context commonly requipgzileges

AWe will focus on leveraging thWindows componentstudied in previous
sections (APs, logon sessions, access tokens...)

A But we will also showlternative waygo perform user impersonation

attl4s.github.io



User Impersonation (cont.)

AThe following sections will talk about impersonation via:
A Access token manipulation
A Passwords
A NT hashes
A Kerberos tickets

ABear in mind that there exist other types @idential materiand protocols but
they will not be explained here

attl4s.github.io



Do | have hashes / tickets?

Creates Logon
Session | TOKEN |

User SID
o Logon Session ID
- w - Integrity
Groups
UserA HostA X
Security
Provides information

Do | have passwords?

U)
)

Can | manipulate interesting token:




Can | Manipulate
Interesting Tokens?
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Recap

A Starting with thisg useful for the next sections!

ARecall that credentials (if any) are tied to logon sessions
A Usually the result of an interactive authentication

Alf you want to use a token to access network resources, it must be associated to a
session with credentials
A Access tokens represent thacal security contexvf an authenticated user
A{ SaaArzy OF OKSR ONJXFR sefork setudity dorlteyg 6 S 4SSy | &

attl4s.github.io



Recap (cont.)

SSPI

Process.exe

Logon Session?2

é

ly Logon Sessionl e Cached Credentials

D

~_
LSA

~

https://docs.microsoft.com/erus/windows/desktop/secauthz/accegekens
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Access Token Manipulation

ATheWindows APprovides functionality tonanipulate access tokens
A9 dad RdzLJX AOF OGS G(G21Syazx ONBIGS | ySég LINROSa

ADepending what you are trying to achieyeu may need privileges

A As alocal admin or SYSTENu will be able to manipulate any token in the system

A As aservice accountyou will likely be able to escalate privileges using techniques like Hot
Potato and the like

A As anormal useryou will be able to manipulate your own stuff (more on this later)

attl4s.github.io



Common Approaches

AThere are two common approaches for when you want to hijack the security
context of an existing token:

1. Token Impersonation
A Duplicate the target token and apply it to your existing process or a new one

2. Process Injection
A Inject your payload/capability into the process where the target token is living

attl4s.github.io



Token Impersonation
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Process < > User SID

Logon Session |

Integrity

Groups
X

1. DuplicateToken

User SID
Logon Session |

Integrity
Groups 2. ApplytoX New Process
X or

ExistingThread



meterpreter > getuid

Server username: CAP\Vegeta sa
meterpreter >

meterpreter > ps | grep bulma
Filtering on 'bulma'’

Process List

PID PPID Name Arch Session

5864 5804 bulma process.exe xb4 1

meterpreter >

meterpreter > steal token 5864

Stolen token with username: CAP\bulma da

meterpreter >
meterpreter > getuid

Server username: CAP\bulma da
meterpreter >

User

CAP\bulma_da

Path

C:\bulma_process.exe




Process Injection

attl4s.github.io



Payload

1. Inject
User SID
Logon Session |
Process < > : _
Integrity
Groups

X




meterpreter > getuid

Server username: CAP\Vegeta sa
meterpreter >

meterpreter > getpid

Current pid: 1644
meterpreter >

meterpreter > ps | grep bulma

Filtering on 'bulma’

Process List

PID PPID Name Arch Session

5864 5804 bulma process.exe Xxb64 1

meterpreter >

meterpreter > migrate 5864

Migrating from 1644 to 5864...
Migration completed successfully.
meterpreter >

meterpreter > getuid

Server username: CAP\bulma da
meterpreter >

meterpreter > getpid

Current pid: 5864
meterpreter >

User

CAP\bulma da

Path

C:\bulma process.exe




Do | Have Passwords?
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RunAs.exe

Alf you are a Windows user, you are probably familiar with RunAs.exe

AThis tool enables the creation of processes using alternate credentials
A& L Vegétaand | want to create a process runningBagma

AA default execution dRunAswill verify the provided credentials via LSA

A Similar to an interactive authentication (i.e. credentials cached for all the supported APS)
A The computer must know how to handle authentication for the target user

attl4s.github.io



B Command Prompt

Microsoft Windows [Version 10.6.17763.167]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\vegeta_sa>runas /user:capsule.corp\bulma_da cmd

Enter the password for capsule.corp\bulma_da:
Attempting to start cmd as user "capsule.corp\bulma_da"

C:\Users\vegeta_sa>

B cmd (running as capsule.corp\bulma_da)

cap\bulma_da

C:\Windows\system32>whoami

1e/30/2021
09/15/2018
84/18/2020
11/e4/2022
18/38/2021
03/21/2021
06/21/2021
12/e8/2022

a7
a1

12
e7

10

187
a9:
145
146
107
e1:
e4:
188
@ File(s)
8 Dir(s)

19

15
3e

PM
AM
AM
PM
PM
PM

PM
PM

Directory of \\dc@l.capsule.corp\C$

<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

Microsoft Windows [Version 16.0.17763.107]
(c) 2018 Microsoft Corperaticn. All rights reserved.

C:\Windows\system32>dir \\dc@l.capsule.corp\C$
Volume in drive \\dc®l.capsule.corp\C$ has no label.
Volume Serial Number is 6C7C-FF33

inetpub

PerflLogs

PortQryUI

Program Files
Program Files (x86)
ShareSupport

Users

Windows

9 bytes

25,933,869,0856 bytes free

attl4s.github.io



Unknown ldentities

AWhat happens when you use credentials from an account thadtiknownby
the current system?

A E.g. local user from other system or domain user from an untrusted domain

BX Command Prompt

C:\Users\vegeta_sa>hostname
web@l

C:\Users\vegeta_sa>runas /user:sqlel\localadmin cmd

Enter the password for sgl@l\localadmin:
Attempting to start cmd as user "sgl@l\localadmin" .|.
RUNAS ERROR: Unable to run - cmd

1326: The user name or password is incorrect.

C:\Users\vegeta_sa>

https://blog.cobaltstrike.com/2015/12/16/windowsaccesdokensand-alternate-credentials/ attl4s.github.io



The Netonly Flag

ARunAoffers theNetonlyflagto allow the scenario described in the previous slide

AThis flag tellRunAghat the specified credentials are fegmote access only
A Credentials are not verified by LSA (i.e. you can specify wrong ones)

ANetonlyprocesses have therefotevo different security contexts
A Local levelthe process runs with the original identity that execufRdnAs
A Network levelthe process runs with the new identity (via cached credentials)

https://blog.cobaltstrike.com/2015/12/16/windowsaccesdokensand-alternate-credentials/ attl4s.github.io



E¥ Command Prompt — O

C:\Users\vegeta_sa>whoami
cap\vegeta_sa

C:\Users\vegeta_sa>runas /user:capsule.corp\bulma_da /netonly cmd
Enter the password for capsule.corp\bulma_da:
Attempting to start cmd as user "capsule.corp\bulma_da" ...

C:\Users\vegeta_sa>

B cmd (running as capsule.corp\bulma_da)

Microsoft Windows [Version 10.8.17763.167]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami

cap\vegeta_sa

C:\Windows\system32>powershell invoke-command -computername dc@l -scriptblock { whoami }
cap\bulma_da

C:\Windows\system32>

attl4s.github.io



User SID
Logon Session |

1. A newlogonsessioris createdwith the
specifiedcredentials

Integrity

Groups
X

User SID

New Logon
Session ID

Integrity

Groups
X

2. Thecurrenttokenis
duplicated andits logonsession
|ID updatedwith the new one

New Process

3. Thenew processrunswith suchtoken



cmd.exe:1096 Properties O

Image Performance Performance Graph GPU Graph Threads
Environment Job Strings

Virtualized: No

Group B Flags
BUILTIN\Administrators Deny
BUILTIN\Users Mandatory
CAP\Domain Users Mandatory
Tadmins Mandatory
OLE LOGON Mandatory
Everyone Mandatory
Mandatory Label\Medium Mandatory Level Integrity
NT AUTHORITY\Authenticated Use Mandatory
NT AUTHORITYIINTERACTIVE Mandatory
NT AUTHORITY\LogonSessionld_0 6836 Mandatory
NT AUTHORITY\LogonSessionld_0_2027347 Mandatory
NT AUTHORITY'\This Organization Mandatory

Group SID: nfa

Flags
Default Enabled

Permissions

Cancel

attl4s.github.io



mimikatz

Authenticati
Session
User Name
Domain
Logon Server
Logon Time
SID
msv
[e0
* U
* D
* N
* g
*D

* U
*p

* U

ssp

on Id :

000003 ]
sername
omain
TLM

HA1
PAPI

tspkg :
wdigest :

sername

* Domain

assword

kerberos :

sername

* Domain
* Password

credman :

© ; 2027349 (©000LEe0:00leef55)
NewCredentials from @
Vegeta_sa

CAP

(null)

S$-1-5-21-272438138-3995100478-3847831165-1126

Primary

: bulma_da

: capsule.corp

: bd35111ab3b8d46129efbdbabeeb49c4

: 5bae942c34d956a9481c7cl2ead7bldeef49a006
: df28de711d8f41402f2994ced82f8blf

: bulma_da
: capsule.corp
: (null)

: bulma_da
: CAPSULE.CORP
: (null)

lAuthentication Id

1 @ ; 2027349 (©00L0E08:e0leefs5s5)

Session : NewCredentials from @
User Name : Vegeta_sa

Domain : CAP

Logon Server : (null)

Logon Time

SID

: 5-1-5-21-272438138-3995100478-3847831165-1126

* Username : bulma_da
* Domain : CAPSULE.CORP
* Password : (null)

Group © - Ticket Granting Service

[eeeeepee]
Start/End/MaxRenew: )
Service Name (©2) : HTTP ; dcel ; @ CAPSULE.CORP
Target Name (©2) : HTTP ; dcel ; @ CAPSULE.CORP
Client Name (©1) : bulma_da ; @ CAPSULE.CORP

Flags ©0a500ee : name_canonicalize ; ok_as_delegate ; pre_authent ; renewable ;

Session Key ! 9xee000012 - aes256_hmac
fa6bdee34b4812dbce93faef23acle@@a?SlaGZdbSbe?S?2614dbcc4e422bd9

Ticket . @x00000012 - aes256_hmac ; kvno = 23 [...]

Group 1 - Client Ticket ?

Group 2 - Ticket Granting Ticket
[eeeceeeee ]
Start/End/MaxRenew:
Service Name (©2) :
Target Name (©2) :
Client Name (©1) :

krbtgt ; CAPSULE.CORP ;

krbtgt ; capsule.corp ; @ CAPSULE.CORP

bulma_da ; @ CAPSULE.CORP ( capsule.corp )

Flags ©eeleeee : name_canonicalize ; pre_authent ; initial ; renewable ;

Session Key ! Ox00000012 - aes256_hmac
7a374816668582dd2266233135befc6379686cd14Qeaf8934affb43548d1e335

Ticket : ©xeeeeee12 - aes256_hmac ; kvno = 2 [..-1

@ CAPSULE.CORP

attl4s.github.io




Under The Hood

ARunAwses the Win32 ARreateProcessWithLogduanction
A Creates a new process with the security context of the specified credentials

https://learn.microsoft.com/erus/windows/win32/api/winbase/nfwinbasecreateprocesswithlogonw attl4s.github.io



