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The goal of this talk is understanding the basis of Kerberos as the main mechanism 

of authentication in Active Directory environments. This will aid in comprehending 

how to leverage and abuse Kerberos offensively



www.crummie5.club

Why

• Microsoft Windows is the most popular Operating System

• Microsoft Active Directory is used in most organisations

• The Kerberos protocol is Active Directory’s main authentication protocol

• I think we have enough reasons
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Disclaimer

• This talk aims to offer a general overview of the Kerberos authentication 

protocol for those who are interested in studying it in depth later

• As this is not an easy subject, there could be mistakes here and there. If so, 

suggestions and corrections are very welcome

• I do really hope you enjoy this talk and learn something!!



www.crummie5.club

Agenda

1. Brief History

2. Designing an Authentication Protocol

3. Kerberos in Active Directory

4. (Ab)using Kerberos



www.crummie5.club

Brief History
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Project Athena

• Massachusetts Institute of Technology (MIT)

• How to provide students with systematic access to 
computers

• Single Sign-On (SSO) authentication

• Network shares (think of CIFS/SMB)

• Naming convention service (think of DNS) 

https://medium.com/@robert.broeckelmann/kerberos-and-windows-security-history-252ccb510137

This resulted in Kerberos
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Kerberos is AUTHENTICATION, not authorization

Kerberos is AUTHENTICATION, not authorization

Kerberos is AUTHENTICATION, not authorization

Kerberos is AUTHENTICATION, not authorization
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Kerberos Versions

• Kerberos v1 to v3
• limited to MIT internal use

• Kerberos v4 
• Released in 1989
• Problems with encryption (DES)

• Kerberos v5
• Released in 1993 (Updated in 2005)
• This is today’s version

https://medium.com/@robert.broeckelmann/kerberos-and-windows-security-history-252ccb510137
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Kerberos v5 Additions

• Generic Security Service Application Programming Interface (GSS-API)

• Support for cross-realm authentication

• Protocol extensibility (Kerberos extensions)

• New encryption types, Protocol based on ASN.1

• ...

https://medium.com/@robert.broeckelmann/kerberos-and-windows-security-history-252ccb510137
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Microsoft and Kerberos

• Kerberos v5 was introduced in Windows Server 
2000

• Replaced NTLM as the main authentication 
mechanism for domains

• Microsoft implemented the Security Support 
Provider Interface (SSPI)
• Similar to GSSAPI but with Windows-specific additions

• In 2006, Microsoft updated Kerberos (DES 
replacement)
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Designing an Authentication Protocol
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• One computer for multiple users

• Too much data in the same place

• If crashes then RIP organisation

The Problem
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SERVERS

• One computer for each user

• Network connecting everything

• Replicated info or software? 

• Servers!

Personal files
Software
Printers

Mail
…
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Authentication
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Passwords?
• Every server should know them

• Changing a password would be a 
nightmare

PasswDB

PasswDB

PasswDB

Charles

Charles

Secret Key
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PasswDB

Charles

WORKSTATION SERVER

AUTHENTICATION SERVER

Authentication Server

• Users and services have 
passwords (secret keys)

• All the secret keys stored in a 
single place

Secret Key
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Charles

PasswDB

How (not) to use a Service

Giving Services’ Secret Keys

• If you are identified, you 
obtain the secret key of 
the service

• This means controlling
the service

Secret Key
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Charles

PasswDB

How (not) to use a Service

Giving Services’ Secret Keys

• If you are identified, you 
obtain the secret key of 
the service

• This means controlling
the service

INSECURE

Secret Key
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Service Ticket (ST)  

• Contains your identity 
ENCRYPTED with the 
service’s secret key

• This approach requires 
entering your password 
each time 

PasswDB

Charles

How to use a Service

TS

Charles

TS Timestamp

Secret Key
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PasswDB

Charles

AS

TGS Ticket Granting Service

Single Sign-On (SSO)

Authentication Service

TSCharles

TS Timestamp

Secret Key

Ticket-Granting Ticket (TGT)

• Contains your identity ENCRYPTED with 
TGS’ secret key
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Improvements

• The Authentication Server (AS) allows centralising secret keys

• Service Tickets (ST) allow principals using a service without knowing its secret 
key

• Ticket Granting Tickets (TGT) allow single Single Sign-On possible, not requiring 
the password each time
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Tickets

• Tickets are reusable and renewable

• Expiration date (timestamp creation and lifespan)

• When you present a Ticket to a service

1. Decrypt the Ticket

2. Confirm Ticket expiration

3. Check if principal has privileges to use the service

• There is still one important concern…

https://web.mit.edu/kerberos/dialogue.html
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Tickets can be replayed as long as they haven't expired. A service 
cannot determine the ownership of a Ticket
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How can we prove that a user is the legitimate owner of a ticket?
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Authenticators

• Authenticators are a structure created by the client that includes its identity and 
a timestamp (among other things)

• When a client interacts with a service, it will now send Ticket + Authenticator

• The service will check the identity included in both items. If the identity shown 
in the Authenticator is the same as the one shown in the Ticket, the ownership is 
“confirmed”

https://web.mit.edu/kerberos/dialogue.html
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Authenticators (cont.)

• Authenticators are created and encrypted by the client with session keys 
provided by Authentication Services

• A session key is generated for each AS / TGS exchange
• A copy of the key is sent to the client along with the Ticket requested
• A copy of the key is also included within the Ticket requested

• Services receive Ticket + Authenticator
1. Decrypt Ticket
2. Extract session key from the Ticket
3. Use session key to decrypt Authenticator
4. Confirm ownership 

https://web.mit.edu/kerberos/dialogue.html
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Server Session Key
(TGS Exchange)

TGS Session Key
(AS Exchange)
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PasswDB

Charles

AS

TGS

TS
Charles

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key
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PasswDB

Charles

AS

TGS

TS 10:00

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key
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PasswDB

Charles

AS

TGS
Auth

Auth

Auth

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key
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PasswDB

Charles

AS

TGS

Auth

Info

Charles
15:00

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key
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PasswDB

Charles

AS

TGS
Auth

Auth

Auth

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key
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PasswDB

Charles

AS

TGS

Auth

Info

Charles
16:30

TS

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key
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PasswDB

Charles

AS

TGSTS 10:00

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key
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Kerberos in Active Directory
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Kerberos in Active Directory

• All Kerberos actors need to have the time synchronized to a central time source 
(otherwise ticket expirations and timestamps…)

• The Kerberos protocol uses port 88 (TCP/UDP)

• Kerberos does not – normally – work with IP addresses, it relies on DNS names

• In recent versions of Windows, Kerberos clients can be configured to support 
IPv4 and IPv6 hostnames in SPNs
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Components
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CAPSULE.CORP

PasswDB

AS

TGS

WORKSTATION SERVER

AUTHENTICATION SERVER
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CAPSULE.CORP

PasswDB

AS

TGS

Realm - Domain
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CAPSULE.CORP

PasswDB

AS

TGS

Realm - Domain
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CAPSULE.CORP

NTDS

AS

TGS
Key Distribution Center

(KDC)

Domain Controller
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CAPSULE.CORP

AS

TGS

Principals

Server01$

DC01$

Charles mailSvcws01$

NTDS
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CAPSULE.CORP

AS

TGS

Servers

Server01$

DC01$

Charles mailSvcws01$

NTDS
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servicePrincipalName (SPN)

• The servicePrincipalName (SPN) attribute allows registering Kerberos services
into domain accounts

• A SPN consists of (1) the name of a service and (2) the host serving that service
• DNS/dc01.capsule.corp → DNS service served by DC01

• When you want to request access to a service, you specify its SPN in the request
• For AS Exchanges, the SPN will always be krbtgt/[DomainController]
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CAPSULE.CORP

AS

TGS

Server01$

DC01$

Charlesws01$ mailSvc

ldap/dc01.capsule.corp
DNS/dc01.capsule.corp
cifs/dc01.capsule.corp
…

WSMAN/ws01.capsule.corp
TERMSRV/ws01.capsule.corp
cifs/ws01.capsule.corp
…

mailSvc/server01.capsule.corp
WSMAN/server01.capsule.corp
cifs/server01.capsule.corp
…

NTDS

servicePrincipalName

servicePrincipalName

servicePrincipalName
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Charles

AS

TGS

Kerberos Messages

Auth

AS-REQ

AS-REP

TGS-REQ

TGS-REP

A
P

-R
EP

A
P

-R
EQ

NTDS
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Playing with Wireshark!
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Charles

AS

TGS

Charles

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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Charles

AS

TGS

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS

PREAUTH PLS
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Charles

AS

TGS

TS
Charles

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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AS-REQ

• A timestamp is encrypted using the user’s secret key – this is Pre-
Authentication
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Charles

AS

TGS

TS 10:00

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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AS-REP

• The “enc-part” of ticket is the part of 
the ticket encrypted with the TGS’s 
secret key (krbtgt secret key)

• The “enc-part” below is the TGS 
session key encrypted with the user’s 
secret key
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What’s within a TGT
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Charles

AS

TGS
Auth

Auth

Auth

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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TGS-REQ

• The ticket and authenticator are in “pa-
data” (Pre-Authentication)

• Note the AP-REQ message format

• The “req-body” contains info about the 
desired service, encryption types… 
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What’s within an Authenticator
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Charles

AS

TGS

Auth

Info

Charles
15:00

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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TGS-REP

• The “ticket” part contains the Service 
Ticket

• The “enc-part” contains the server 
session key encrypted with the TGS 
session key
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Wait - Listing WS02
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New ST + SMB Traffic
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CIFS (SMB) Ticket
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What’s within a ST
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Charles

AS

TGS

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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Charles

AS

TGS
Auth

Auth

Auth

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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AP-REQ

• Kerberos data in the “Security Blob” 
structure

• We can see the AP-REQ message 
containing the ST and Authenticator
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Charles

AS

TGS

Auth

Info

Charles
16:30

TS

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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AP-REP

• AP-REP contains the timestamp encrypted with the Server Session Key
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Charles

AS

TGSTS 10:00

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS



www.crummie5.club

A Note About Wireshark Decryption
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(Ab)using Kerberos



www.crummie5.club

(Ab)using Kerberos

Credential Access User Impersonation

User Enumeration Ticket Replaying

Password Guessing Ticket Forging

Roasting Delegation
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Credential Access
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User Enumeration

• AS-REQ messages can be used to enumerate users

• The KDC complains about not knowing the specified principal in response to 
those messages

AS

TGS

Spiderman

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS

NotCharles
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User Enumeration

• AS-REQ messages can be used to enumerate users

• The KDC complains about not knowing the specified principal in response to 
those messages

AS

TGS

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS

NotCharles

DUDE IDK
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Password Guessing

• AS-REQ pre-authentication messages can be used to guess passwords
• Failing Kerberos pre-auth does not trigger Event 4625 (An account failed to log on) 

• The KDC complains about Pre-Authentication failing
• Event 4771 (Kerberos pre-authentication failure) is not enabled by default 

• Watchout AD has a lockout policy and counts bad logons
• Password spraying is usually the “best” approach
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NotCharles

AS

TGS

TS
Charles

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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AS

TGS

TS ?????

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS

NotCharles

PREAUTH WRONG
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Roasting

• Kerberos exchanges make use of user/service secret keys to encrypt 
certain parts of the messages

• If we capture one of these exchanges by sniffing the network or 
forcing it, we can try to crack and recover these secret keys
• AS-REQroasting

• AS-REProasting

• TGS-REProasting (Kerberoasting)

TS
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A Note About etypes
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AS-REQroasting

• AS-REQ requests with pre-authentication data contain a TimeStamp (TS) 
encrypted with the user’s secret

• If you happen to capture one of these messages, you can try to crack the 
encrypted TS
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Charles

AS

TGS

TS
Charles

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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TS

Password01

Password01

I can smell pepperoni in the air

Charles
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$krb5pa$18$<PRINCIPAL_NAME>$<REALM>$<SALT>$<CIPHER_BYTES>
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A Note About the Salt
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AS-REProasting

• AS-REP messages contain:

• A TGT encrypted with TGS’ secret key

• A TGS’ session key encrypted with the user secret key

• If you happen to capture one of these messages, you can try to crack the 
encrypted session key
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Charles

AS

TGS

TS 10:00

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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Password01

Password01

I can smell pepperoni in the air

Charles
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$krb5asrep$18$<SALT>$<FIRST_BYTES>$<LAST_12_BYTES>
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UAC and Preauth

• By default, the KDC service asks for pre-authentication data to confirm the 
requester identity

• However, Active Directory has an User Account Control (UAC) setting called 
“Do not require Kerberos preauthentication”

• You can send AS-REQ messages on behalf of these users even unauthenticated!

• One benefit of this attack is downgrading encryption
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Charles

AS

TGS

Bulma

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS

Bulma
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Charles
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TGS

TS

Auth
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TGS Session Key
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Bulma
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Password01

Password01

I can smell pepperoni in the air

Bulma
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$krb5asrep$<PRINCIPAL_NAME>:<FIRST_16_BYTES>$<REMAINING_BYTES>
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TGS-REProasting (Kerberoasting)

• As an authenticated user we should…

• Have a TGT 

• Be able to request a ST for any service (even those we don’t have access)

• We know a Ticket (TGT or ST) is encrypted with the secret key of the service to 
which it is targeted

• Why don't we try to crack these Tickets?
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This is krbtgt’s secret key and should not be crackable

TGS

krbtgt
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This is the secret key of the targeted service

SvcAcc
Server$
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Charles

AS

TGS

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS
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Domain services are normally run by two kinds of accounts:

• Computer accounts: CIFS/RDP/WSMAN… are services commonly offered by 
machines (e.g. dc01$)

• Service accounts: essentially, user accounts with a servicePrincipalName
(SPN) registered (e.g. krbtgt account)
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• As of computer accounts… their password is managed by AD, therefore it will be 
pretty big for cracking purposes 

• But service accounts… they are often managed manually by HUMANS

A.K.A REST IN PEPPERONI
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Password01

Password01

I can smell pepperoni in the air

mailSvc
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Charles

AS

TGS

TS

Auth

Timestamp

Authenticator

Server Session Key

TGS Session Key

Secret Key

NTDS

GIMME GIMME

mailSvc sqlSvc updateSvc fileSvc backupSvc accountSvc
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$krb5tgs$<ENCRYPTION_TYPE>$*<USERNAME>$<REALM>$<SPN>*$<FIRST_16_BYTES_TICKET>$<REMAINING_TICKET_BYTES>
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PS C:\> ./hashcat.exe -m 13100 .\hash.txt .\pass.txt
19600 for etype 17
19700 for etype 18
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Remember!

• If you manage to crack a ST, don't just look for common permissions (e.g. local 
admin on X system)

• You have the Key used to encrypt Tickets for that service
• You can forge Service Tickets for that service! (A.K.A. Silver Tickets)

• You can become ANYONE on that service
• SQL Server: impersonating DB admins
• Mail Server: impersonating other users and obtaining their messages
• File Server: impersonating other users and obtaining/modifying their files
• …
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User Impersonation
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Playing with Tickets

Do you have a user’s secret key(s)? 

1. Obtain a TGT! - AS-REQ / AS-REP

2. Obtain Service Tickets! - TGS-REQ / TGS-REP

3. Try to access services! - AP-REQ / AP-REP 
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Playing with Tickets

Do you have a TGT and its TGS Session Key? 

1. Obtain Service Tickets! - TGS-REQ / TGS-REP

2. Try to access services! - AP-REQ / AP-REP
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Playing with Tickets

Do you have a Service Ticket and its Server Session Key? 

1. Try to access services! - AP-REQ / AP-REP
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Forged Kerberos Tickets

• Tickets are encrypted with the secret key of 
the service to whom they are targeted

• If we know a service’s secret key, we can 
forge our own Tickets or modify legitimate 
ones!
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Golden Tickets

• A Golden Ticket is a forged TGT

• For TGTs, they are encrypted using Ticket-Granting Service’s (TGS) secret key

• This service is running with the krbtgt service account

• If you happen to obtain krbtgt’s secret key, you can forge TGTs as any user on the 
domain
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Silver Tickets

• A Silver Ticket is a forged Service Ticket (ST)

• For STs, they are encrypted using the secret key of the service to whom they are 
targeted 

• Services are often offered by
• Computers (e.g. CIFS, WS-MAN…) → Secret key of the specific computer
• Service accounts (e.g. MSSQL, Azure AD Sync…) → Secret key of the service 

account

• If you happen to obtain a service’s secret key, you can forge Service Tickets as any 
user for that specific service
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Kerberos Delegation

See you on “You do (not) Understand Kerberos” part 2!



Is anybody awake?

MANY THANKS!
Any Question?


