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The goal of this talk is understanding Kerberos Delegation as a mechanism for credential 

delegation and user impersonation in AD. This will aid in clarifying in which situations this 

feature should be used, as well as its most common weaknesses and risks
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Why

ÅCredential delegation is a very common and needed aspect in Active Directory 
environments 

ÅAbuses of this subject take advantage of its inherent functionality - not CVEs

ÅUnderstanding this talk will also help you in terms of Lateral Movement 
knowledge!
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Disclaimer

ÅThis is more about how Delegations work and less about their abuses. We will see some 

PoCstho!

ÅAs this isnot aneasysubject, there couldbe mistakeshereand there. If so, suggestions

and correctionsare verywelcome

ÅHope youenjoythis presentationand learnsomethingnew!
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Agenda

1. Introduction

2. The Double Hop Problem

3. Credential Delegation

4. Kerberos Delegation
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Introduction
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Letõs Supposeê

ÅWe are in the CAPSULE.CORP domain!

ÅThere is an internal web application for uploading/downloading files 
Åhttp://sharebrowser.capsule.corp

ÅThis application stores files locally in the same server where the application is 
running
ÅC:\Web\ShareSupport\
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Vegeta

Web01.capsule.corp

sharebrowser.capsule.corp
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Authentication

ÅIn order to interact with the 
application, you first need to 
log in!

ÅThe application supports 
Windows authentication 
through Kerberos
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Authorisation

ÅServices that support Windows authentication can act on behalf of clients

ÅWe can configure Windows ACLs for those objects the service interacts with

ÅFor example, this application:

ÅLists files of a folder (read permissions)

ÅAllows uploading/downloading/deleting files (write permissions)
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The application lists the C:\ Web \ ShareSupport folder 
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Permissions can be configured

Vegeta has access
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How does it work?

ÅServices that support Windows authentications carry out something called client
Impersonation

ÅWhen you connect to the web application:

1. Credentials are verified

2. An Access Token with the security context of your user is created

3. The service places a copy of that Token into a new thread

4. That thread can act on your behalf and is subject to the restrictions imposed 
by ACLs

wŜŦŜǊ ǘƻ ά¦ƴŘŜǊǎǘŀƴŘƛƴƎ ²ƛƴŘƻǿǎ [ŀǘŜǊŀƭ aƻǾŜƳŜƴǘǎέ - https://attl4s.github.io/
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Vegeta

Web01.capsule.corp

Process

Thread

Impersonates

Auth

Vegeta Access Token

Vegeta

Web.exe

SvcAcc

ShareSupport

Lists
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ALL GOOD SO FAR. EVERYTHING WORKS J
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The Double Hop Problem
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Letõs Supposeê

ÅWe are in the CAPSULE.CORP domain!

ÅThere is an internal web application for uploading/downloading files 

Åhttp://sharebrowser.capsule.corp

ÅIn this case, this application stores files in a network share served by another 
server

ÅThe application is served by web01.capsule.corp

ÅFiles are stored in a remote share served by sql01.capsule.corp
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Vegeta Web01.capsule.corp sql01.capsule.corp

The Idea
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Suddenly, when we access the application as VegetaΧ
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Denied?!
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Back to the Basics

Interactive authentication
ÅUser sends credentials and are (usually) stored in lsass.exe for SSO purposes

ÅNew user logon session(s) and access token(s) on the target system

ÅProcess/thread Ą Access Token Ą Logon Session ĄCredentials

Network Authentication
ÅUser proves has correct credentials but they are not (usually) stored in lsass.exe

ÅNew logon session(s) and access token(s) on the target system

ÅProcess/thread Ą Access Token Ą Logon Session ĄNo Credentials

wŜŦŜǊ ǘƻ ά¦ƴŘŜǊǎǘŀƴŘƛƴƎ ²ƛƴŘƻǿǎ [ŀǘŜǊŀƭ aƻǾŜƳŜƴǘǎέ - https://attl4s.github.io/
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Back to the Basics (cont.)

Access Tokens
ÅRepresent the local security contextof a user

ÅWindowsbases its access control decisions around the information given by your Access 
¢ƻƪŜƴ όȅƻǳǊ {L5Σ ȅƻǳǊ ƎǊƻǳǇ ƳŜƳōŜǊǎƘƛǇǎΣ ȅƻǳǊ ƛƴǘŜƎǊƛǘȅΣ ǇǊƛǾƛƭŜƎŜǎΧύ

Credentials(tied to logon sessions)
ÅwŜǇǊŜǎŜƴǘ ǘƘŜ άnetwork security contextέ ƻŦ ŀ ǳǎŜǊ

Å!ŎŎŜǎǎƛƴƎ ŀ ǊŜƳƻǘŜ ǊŜǎƻǳǊŎŜ ǊŜǉǳƛǊŜǎ ŎǊŜŘŜƴǘƛŀƭǎ όb¢[aΣ ¢ƛŎƪŜǘǎΧύ

ÅWindows SSO authentications require your credentials cached in lsass.exe

wŜŦŜǊ ǘƻ ά¦ƴŘŜǊǎǘŀƴŘƛƴƎ ²ƛƴŘƻǿǎ [ŀǘŜǊŀƭ aƻǾŜƳŜƴǘǎέ - https://attl4s.github.io/
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LSAAuth Auth package

Logon Session

Security information

Creates

Provides

TOKEN

User SID

Logon Session ID

Integrity

Groups

Χ

Creates

Vegeta

Interactive

Remote 

NTLM

Kerberos
Χ
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Network

LSASSLSASS

Vegeta

???

LSASS

???

Vegeta Vegeta

Process/Thread

Vegeta Access Token

What Happened

Denied

Secret Key

sql01.capsule.corpWeb01.capsule.corpClient

Web01 cannot act on behalf of Vegeta to access Sql01!
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Double Hop

Å¢ƘŜ ƛǎǎǳŜ ǎŜŜƴ ƛƴ ǘƘŜ ǇǊŜǾƛƻǳǎ ǎƭƛŘŜ ƛǎ ǳǎǳŀƭƭȅ ŎŀƭƭŜŘ ά5ƻǳōƭŜ IƻǇέ

ÅThe service does not have credential material to act on behalf of Vegetain the 
network

ÅIƻǿ Ŏŀƴ ǿŜ ǇǊƻǾƛŘŜ ǘƘŜ ǎŜǊǾƛŎŜ ǿƛǘƘ ŎǊŜŘŜƴǘƛŀƭǎΧΚ
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Credential Delegation
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Credential Delegation

ÅTo address Double Hop, a service needs a way to impersonate clients not only 
locally, but in the network

ÅAccess Tokens are for local purposes, for network authentications we need 
credentials

ÅCredential Delegationis the act of sending some kind of credential materialto the 
service, so that the service can use it to impersonate clients in the network
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Network

LSASSLSASS

Vegeta

LSASS

Vegeta Vegeta

Process/Thread

Vegeta Access Token

Secret Key

sql01.capsule.corpWeb01.capsule.corpClient

Network

Vegeta

The Client delegates Credential Material to the service !

Example
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Credential Delegation (cont.)

ÅAlthough we are going to study Kerberos Delegation ςwhich is a credential 
delegation feature ςthere are alternative approaches

ÅDifferent services have different offerings

ÅA good example is PowerShell Remoting (PS Remoting)
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[ŜǘΩǎ ǎŜŜ ǿƘŀǘ t{ wŜƳƻǘƛƴƎ ƻŦŦŜǊǎ ǘƻ ǎƻƭǾŜ ǘƘŜ 5ƻǳōƭŜ IƻǇΗ
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PS Remoting ðSolving Double Hop

https://docs.microsoft.com/en-us/powershell/scripting/learn/remoting/ps-remoting-second-hop?view=powershell-7.1

Configuration Note

CredSSP Serveris configured to support CredSSP
Clienttrusts server and passes full credentials without any constraint

Just Enough Administration (JEA) Serveris configured with credentials
Clientconnects and works with those credentials

PSSessionConfigurationusing RunAs Serveris configured with credentials
Clientconnects and works with those credentials

t{ wŜƳƻǘƛƴƎ ŎƳŘƭŜǘǎ ǿƛǘƘ ά-/ǊŜŘŜƴǘƛŀƭέ ŦƭŀƎ Serverdoes not need any configuration
Clientconnects and specifies credentials on the spot when needed

Kerberos Delegation Depending on the type, we will see them in next slides!
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Solving Double Hop 
with CredSSP
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At the end of the day, the goal of Credential Delegationis to provide a 
service with credentials, in one way or another
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Kerberos Delegation
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IƻƭŘ ƻƴΧ ǿƘȅ ƴƻǘ b¢[a ŘŜƭŜƎŀǘƛƻƴΚ
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NTLM Delegation?

ÅWould depend on the password / NTLM hash of clients

ÅCredentials would need to be verified on the Domain Controller on each 
authentication 

ÅIŀǾƛƴƎ ǘƻƴǎ ƻŦ b¢[a ƘŀǎƘŜǎ ŎŀŎƘŜŘ ƛƴ ŀ ǎŜǊǾŜǊ ƛǎΧ ǉǳƛǘŜ Ǌƛǎƪȅ
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Network

LSASSLSASS

Vegeta

LSASS

Secret Key

sql01.capsule.corpWeb01.capsule.corpClient

Network

NTLM
Check

NTLM Check

DC01.capsule.corp

NTLM Hash NTLM Hash

Two DC checks per access , and 
NTLM hashes cached in Web01
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hYΣ b¢[a ŘŜƭŜƎŀǘƛƻƴ ƛǎ ƴƻǘ ƛŘŜŀƭΦ ²Ƙŀǘ ŀōƻǳǘ YŜǊōŜǊƻǎΧΚ
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Kerberos Delegation

ÅDoes not depend on the original user password or NTLM hashes

ÅAuthentication is based on Tickets and session keys
ÅThese are trusted by default and not verified by a DC on each access

ÅHaving Tickets and session keys cached in a server is way better than having 
NTLM hashes
ÅNote: it is still very risky. Delegation services are always sensitive assets!



www.crummie5.club

Kerberos Delegation (cont.)

Three types of Kerberos Delegation available in Active Directory
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.ǳǘ ŦƛǊǎǘΧ ƭŜǘΩǎ ǳƴŘŜǊǎǘŀƴŘ Ƙƻǿ ƻǳǊ ǿŜō ŀǇǇ ƛǎ ŀŎǘǳŀƭƭȅ ŎƻƴŦƛƎǳǊŜŘ
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The service account that runs the service is cap \ sharebrowserSvc
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The service supports Windows authentication and Client 
Impersonation

Kerberos is the only provider available
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IIS Worker process running as cap \ sharebrowserSvc with local impersonation privileges
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cap \ sharebrowserSvc has the HTTP/sharebrowser.capsule.corp SPNregistered
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Vegeta

Web01.capsule.corp

Process

Thread

Impersonates

Authentication

Token Access Token

Vegeta

w3wp.exe

sharebrowserSvc

ShareSupport

Tries to list

sql01.capsule.corp

Requires Credential Material!
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Unconstrained Delegation
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Unconstrained Delegation

ÅWhen this delegation is configured on a service, the client delegates a copy of its 
TGT to the server

ÅThe service can act on behalf of the client in the network by using its TGT

ÅSetting up this delegation requires Domain or Enterprise Admin privileges 
ÅSeEnableDelegation
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The web app is offered by our sharebrowserSvc
account . Letõsconfigure ir with

Unconstrained Delegation
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Logging iné
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IT WORKS!
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Under the Hood

TGT
HTTP/sharebrowser.capsule.corp ST

Delegation TGT 

AP-REQ 
(ST + Authenticator + Delegation TGT)

CIFS/sql01.capsule.corp ST

10.11.3.12     - WEB01

10.11.3.5       - DC01

10.11.3.112   - CLIENT

Listing \ \ sql01.capsule.corp \ ShareSupport \
AP-REP + HTTP 

Response

10.11.3.10     - SQL01
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[ŜǘΩǎ ǎŜŜ ǘƘƛǎ ǎǘŜǇ ōȅ ǎǘŜǇΧ
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Vegeta

AS

TGS

TS
Vegeta

NTDS

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS
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AS

TGS

TS 10:00

NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

encASRep
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AS

TGS
Auth

Auth

Auth

NTDS

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

Vegeta

HTTP CIFS

HTTP

encASRep Info
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TGS-REQ - HTTP Ticket

ÅSending TGT + Authenticator

ÅTarget SPN:

ÅHTTP/sharebrowser.capsule.corp
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AS

TGS

Auth

Info

Vegeta
15:00

NTDS

Unconstrained Delegation

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

Vegeta encTGSRep

CIFS
TRUSTED_FOR_DELEGATION

HTTP



www.crummie5.club

TGS-REP - HTTP Ticket

ÅThe KDC notices Unconstrained 
Delegation 

ÅThe resulting HTTP Service Ticket has 
an ok-as-delegateflag

ÅThe client knows the service is 
suitable as a delegate 
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AS

TGS
NTDS

Vegeta

Info

Service is suitable as a 
delegate

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

encTGSRep
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AS

TGS
NTDS

VegetaAuthAuth

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

Auth krbtgt
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TGS-REQ - Delegation TGT

https://web.mit.edu/kerberos/krb5-1.5/krb5-1.5.4/doc/krb5-user/Kerberos-Ticket-Properties.html

ÅSending TGT + Authenticator

ÅTarget SPN:
Åkrbtgt/capsule.corp

ÅClient asks for a forwardedTGT to be 
sent to the service
Åά! ǎŜǊǾŜǊ ǘƘŀǘ ƛǎ ŀŎǘƛƴƎ ŀǎ ŀ ŘŜƭŜƎŀǘŜ Ƙŀǎ 

been granted a proxy or a forwarded 
¢D¢έ
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AS

TGS

Auth

Info

Vegeta
15:00

NTDS

CƻǊǿŀǊŘŜŘΧ ƘǳƘΚ

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

Vegeta

HTTP CIFS

encTGSRep
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TGS-REP ðDelegated TGT

ÅThe KDC expects this request as a 
follow-up of the previous one, as the 
service is Unconstrained

ÅThe resulting TGT has the expected 
forwardedflag 

https://web.mit.edu/kerberos/krb5-1.5/krb5-1.5.4/doc/krb5-user/Kerberos-Ticket-Properties.html
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AS

TGS
NTDS

Vegeta

Info

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

encTGSRep

Forwarded flag!
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

Auth
Auth

Auth
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AP-REQ 

ÅHTTP request with Negotiate header
ÅClient sends ST + Authenticator

ÅThe TGT and associated session key are 
within the Authenticator
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ÅTGT and session key inside the krb-cred 
structure

ÅSession key and other info is decrypted 
with subkey
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS
Info



www.crummie5.club

AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS
Auth

Auth
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

AuthAuth

Auth CIFS
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CIFS Ticket ðTGS-REQ

ÅJust a regular TGS-REQ on behalf of 
Vegeta

ÅTGT + Authenticator

ÅTarget SPN:

Åcifs/sql01.capsule.corp
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AS

TGS

Auth

Info

Vegeta
15:00NTDS

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

Vegeta

encTGSRep

HTTP CIFS
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CIFS Ticket ðTGS-REP

ÅJust a regular TGS-REP 
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS
encTGSRep Info
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS
AuthAuth Auth
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AP-REQ (SMB)

ÅAP-REQ through SMB on behalf of 
Vegeta

ÅCIFS ticket + authenticator
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

Auth

Info

Vegeta
15:00
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFSTS TSTS
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AP-REP (SMB)

ÅAP-REP through SMB

ÅST encrypted with session key

ÅMutual authentication between 
Web01 and Sql01
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

TS 15:00

TS

TSTS
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AP-REP (HTTP)

ÅAP-REP through HTTP

ÅST encrypted with session key

ÅMutual authentication between 
the Client and Web01



www.crummie5.club

AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

TS 15:00
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TGT
HTTP/sharebrowser.capsule.corp ST

Delegation TGT 

AP-REQ 
(ST + Authenticator + Delegation TGT)

CIFS/sql01.capsule.corp ST

10.11.3.12     - WEB01

10.11.3.5       - DC01

10.11.3.112   - CLIENT

Listing \ \ sql01.capsule.corp \ ShareSupport \

AP-REP + HTTP 
Response

10.11.3.10     - SQL01
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Abusing Unconstrained

ÅClients will drop their TGTs and keys when interacting with Unconstrained 
services

ÅIf you control an Unconstrained server, you will be able to extract everything

ÅSometimes you can even force principals to connect to your Unconstrained 
service 
ÅPhishing

ÅRPC (e.g. MS-RPRN), abusing other services (e.g. xp_dirtreeƻƴ {v[ {ŜǊǾŜǊύΧ  
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Administrator connects to the 
Unconstrained service

PoC
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ÅThis results in 
!ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ¢D¢ ǎǘƻǊŜŘ 
within Web01

ÅIf we control that server, we 
can dump that Ticket and 
impersonate Administrator
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ÅWe can also leverage certain 
RPC calls or methods to force 
arbitrary principals to 
connect to the service

ÅExample1: Impersonating a 
Domain Controller allows 
you to DCSync

ÅExample2: Impersonating 
any Computer allows you to 
configure RBCD
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Interesting Links 

ÅWill Schroeder - Not A Security Boundary: Breaking Forest Trusts

Åhttps://www.harmj0y.net/blog/redteaming/not-a-security-boundary-breaking-forest-trusts/

ÅDirk-Jan Mollema -άwŜƭŀȅƛƴƎέ YŜǊōŜǊƻǎ - Having fun with unconstrained delegation

Åhttps://dirkjanm.io/krbrelayx-unconstrained-delegation-abuse-toolkit/

ÅRoberto Rodriguez ςHunting in Active Directory: Unconstrained Delegation & Forests Trusts

Åhttps://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-71f2b33688e1

ÅCrummie5 - Kerberos Unconstrained Delegation: Compromising a Computer Object by its TGT

Åhttps://www.crummie5.club/kerberos-unconstrained-tgt/

ÅCharlie Clark - Abusing Users Configured with Unconstrained Delegation

Åhttps://exploit.ph/user-constrained-delegation.html
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Constrained Delegation
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Due to IIS shenanigans with Constrained Delegation, I changed the 
configuration of the web application a bit
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IIS Shenanigans

https://forums.iis.net/t/1180031.aspx

IIS required setting up Constrained Delegation both in the account (CAP\sharebrowserSvc) and the server (Web01$)
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New Configuration

So I changed the Service Account to NT AUTHORITY\NetworkService, which acts as Web01$ in the network
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New Configuration (cont.)



www.crummie5.club

LƴǘǊƻŘǳŎƛƴƎ /ƻƴǎǘǊŀƛƴŜŘ 5ŜƭŜƎŀǘƛƻƴΧ
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Constrained Delegation

ÅRestricts the services to which the configured server can act on the behalf of a 
client 

ÅDoes not leverage TGTs as Unconstrained does

ÅTwo new Service-for-User (S4U) Kerberos extensions:

ÅThe Kerberos protocol transition extension, S4U2Self

ÅThe Kerberos constrained delegation extension, S4U2Proxy

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/8ee85a47-7526-4184-a7c5-25a5e4155d7d
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Constrained Delegation (cont.)

S4U2Self

ÅAllows a service to obtain a Service Ticket to itself as evidencethat a client has 
authenticated 

ÅAny service (account with SPN registered) can invoke S4U2Self. The resulting ST may 
vary depending on the rights of the service account

S4U2Proxy

ÅAllows a service to obtain a Service Ticket on behalf of a clientto a different service

ÅA Service Ticket is required as evidence that the client has authenticated

https://docs.microsoft.com/en-us/previous-versions/msp-n-p/ff650469(v=pandp.10)?redirectedfrom=MSDN
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Constrained Delegation (cont.)

ÅTwo ways for configuring this delegation:

ÅKerberos only: the service can delegate when the client authenticates using 
Kerberos (uses S4U2Proxy)

ÅProtocol transition: the service can delegate regardless of how the client 
authenticates (uses S4U2Self and S4U2Proxy)

ÅSetting up any of these configurations requires Domain or Enterprise Admin 
privileges 

ÅSeEnableDelegation
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[ŜǘΩǎ ŎƻƴŦƛƎǳǊŜ ƻǳǊ ǎŜǊǾƛŎŜ ǿƛǘƘ /ƻƴǎǘǊŀƛƴŜŘ 5ŜƭŜƎŀǘƛƻƴΥ Kerberos Only
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Kerberos Only

Services to which Web01 can delegate to are included within

its msDS-AllowedToDelegateTo attribute
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Logging iné
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IT WORKS!
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Kerberos Only

TGT

10.11.3.12     - WEB01

10.11.3.5       - DC01

10.11.3.112   - CLIENT

10.11.3.10     - SQL01

HTTP/sharebrowser.capsule.corp ST

ST + Authenticator

S4U2Proxy
TGT + Authenticator + ST

Listing \ \ sql01.capsule.corp \ ShareSupport \
AP-REP + HTTP 

Response
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Vegeta

AS

TGS

TS
Vegeta

NTDS

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS
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AS

TGS

TS 10:00

NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

encASRep
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AS

TGS
Auth

Auth

Auth

NTDS

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

Vegeta

HTTP CIFS

HTTP

encASRep Info
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AS

TGS

Auth

Info

Vegeta
15:00NTDS

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

Vegeta encTGSRep

HTTP CIFS
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TGS
NTDS

VegetaInfo

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

encTGSRep
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TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

AuthAuth

Auth
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS
Auth Vegeta

15:00

Info
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

Auth CIFS

AuthAuth
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CIFS Ticket ðTGS-REQ (S4U2Proxy)

Å²ŜōлмΩǎ ¢D¢ Ҍ !ǳǘƘŜƴǘƛŎŀǘƻǊ

ÅTarget SPN:

Åcifs/sql01.capsule.corp

ÅAdditional Ticket:

Å±ŜƎŜǘŀΩǎService Ticket (HTTP)

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/ddb2cafd-1f01-4834-b52a-d4a5b34cd960
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²ŜōлмΩǎ ¢D¢ Ҍ 
Authenticator

άtƭŜŀǎŜ ŎƘŜŎƪ ƛŦ w./5 
ƛǎ ŦŜŀǎƛōƭŜ ŀǎ ǿŜƭƭέ



www.crummie5.clubhttps://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/ddb2cafd-1f01-4834-b52a-d4a5b34cd960

άtƭŜŀǎŜ ŎƘŜŎƪ /ƻƴǎǘǊŀƛƴŜŘ 
5ŜƭŜƎŀǘƛƻƴέ

±ŜƎŜǘŀΩǎForwardable
HTTP ST

Asking for CIFS ST
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AS

TGS
NTDS

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

Vegeta

encTGSRep

HTTP CIFS

Auth

Info

Web01$
15:00

±ŜƎŜǘŀΩǎproof

Web01 can delegate 
to Sql01

msDS-AllowedToDelegateTo

CIFS/sql01.capsule.corp
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CIFS Ticket ðTGS-REP (S4U2Proxy)

ÅDC checks if Web01 can delegate to 
Sql01 (msDS-AllowedToDelegateTo)

ÅResponds with ±ŜƎŜǘŀΩǎST + Session 
Key
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±ŜƎŜǘŀΩǎForwardable
HTTP ST

Session Key and other info



www.crummie5.club

AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

encTGSRep Info
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

AuthAuth

Auth
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AP-REQ (SMB)

ÅAP-REQ through SMB on behalf of 
Vegeta

ÅCIFS ticket + authenticator
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NTDS

Vegeta
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Auth

Timestamp

Authenticator
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HTTP CIFS

Auth
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15:00
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TGS
NTDS
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TS

Auth

Timestamp
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HTTP CIFSTS TSTS
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AP-REP (SMB)

ÅAP-REP through SMB

ÅST encrypted with session key

ÅMutual authentication between 
Web01 and Sql01
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

TS

TS 15:00

TSTS
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AP-REP (HTTP)

ÅAP-REP through HTTP

ÅST encrypted with session key

ÅMutual authentication between 
the Client and Web01
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

TS 15:00
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TGT

10.11.3.12     - WEB01

10.11.3.5       - DC01

10.11.3.112   - CLIENT

10.11.3.10     - SQL01

HTTP/sharebrowser.capsule.corp ST

ST + Authenticator

S4U2Proxy
TGT + Authenticator + ST

Listing \ \ sql01.capsule.corp \ ShareSupport \
AP-REP + HTTP 

Response
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Abusing Kerberos Only

ÅKerberos Only requires an Additional Ticket as a requirement to invoke 
S4U2Proxy. This ticket must be Forwardable

ÅYou cannot use S4U2self in this configuration as the resulting ticket will be non-
Forwardable
ÅThe service is not TRUSTED_TO_AUTH_FOR_DELEGATION (refer to Protocol Transition)

Å! ŎƻƳƳƻƴ ǿŀȅ ǘƻ ŀōǳǎŜ άYŜǊōŜǊƻǎ hƴƭȅέ ǊŜǉǳƛǊŜǎ ȅƻǳ ǘƻ ƭŜŀǊƴ Ƙƻǿ w./5 ǿƻǊƪǎ 
ÅJump this section until you know how Protocol Transition and RBCD work!

EladShamir - Wagging the Dog: Abusing Resource-Based Constrained Delegation to Attack Active Directory



www.crummie5.clubhttps://github.com/Kevin-Robertson/Powermad/blob/master/Powermad.ps1

ÅFor this PoCwe need an account 
with at least one SPN
ÅPowermadcan help

ÅHaving compromised Web01, 
we can impersonate it through 
its credentials

PoC
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By default, any service account has rights to configure RBCD for itself 
²Ŝ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ²Ŝōлм ǘƻ ǘǊǳǎǘ ƻǳǊ άŀǘǘƭпǎέ ƳŀŎƘƛƴŜ
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We can use our attl4s machine to obtain a ST 
for Web01, impersonating Administrator 

(S4U2Self & S4U2Proxy)
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The resulting ST is Forwardable, 
thus can be used as an Additional 

Ticket for S4U2Proxy
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ÅLaunching S4U2Proxy with the 
previous ST

ÅWe obtain a Forwardable and 
legitimate ST for Sql01



www.crummie5.clubEladShamir - Wagging the Dog: Abusing Resource-Based Constrained Delegation to Attack Active Directory

If desired, the snameof the Ticket 
can also be substituted as it is in 
plaintext and the Ticket remains 

valid



www.crummie5.club

[ŜǘΩǎ ŎƻƴǘƛƴǳŜ ǿƛǘƘ ƻǘƘŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ƻŦ /ƻƴǎǘǊŀƛƴŜŘ 5ŜƭŜƎŀǘƛƻƴΧ
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What if the client could only authenticate using NTLM?
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Protocol Transition

ÅShort way of saying -άL ŘƻƴΩǘ ŎŀǊŜ Ƙƻǿ ǘƘŜ ŎƭƛŜƴǘ ŀǳǘƘŜƴǘƛŎŀǘŜǎέ

ÅIn Kerberos Only, the service could invoke S4U2Proxy using ±ŜƎŜǘŀΩǎST as an 
άŀŘŘƛǘƛƻƴŀƭ ǘƛŎƪŜǘέ

ÅWhat happens when the service wants to invoke S4U2Proxy but does not have an 
άŀŘŘƛǘƛƻƴŀƭ ǘƛŎƪŜǘέΚ
ÅSpoiler: S4U2Self to the rescue!

https://docs.microsoft.com/en-us/previous-versions/msp-n-p/ff650469(v=pandp.10)?redirectedfrom=MSDN



www.crummie5.club

Protocol Transition (cont.)

The webapp now only supports NTLM
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Protocol Transition (cont.)

Å Protocol Transition sets the

TRUSTED_TO_AUTH_FOR_DELEGATIONUAC setting

Å Services to which Web01 can delegate to are included within

its msDS-AllowedToDelegateTo attribute
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Logging iné
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IT WORKS!
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Protocol Transition (cont.)

10.11.3.12     - WEB01

10.11.3.5       - DC01

10.11.3.112   - CLIENT

10.11.3.10     - SQL01

NTLM Authentication

S4U2Self
TGT + 

Authenticator + 

Principal

S4U2Proxy
TGT + Authenticator + ST

Listing \ \ sql01.capsule.corp \ ShareSupport \HTTP Response
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

NTLM Auth



www.crummie5.club

AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

Auth Web01$

AuthAuth

Vegeta

Vegeta
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Web01$ Ticket ðTGS-REQ (S4U2Self)

Å²ŜōлмΩǎ ¢D¢ Ҍ !ǳǘƘŜƴǘƛŎŀǘƻǊ

ÅS4U data structures
ÅVegetais the target!

ÅTarget SPN:

ÅWeb01 itself (web01$)
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The Client did not send any ST, but the 
service at least knows his identity 

(Vegeta)

Web01 requests a ±ŜƎŜǘŀΩǎ
Forwardable ST for itself 

using S4U2Self
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AS

TGS
NTDS

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

Vegeta

encTGSRep

HTTP CIFS

Auth

Info

Web01$
15:00

Web01 is Trusted

TRUSTED_TO_AUTH_FOR_DELEGATION

VegetaWho?

HTTP CIFS
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Web01$ Ticket ðTGS-REP (S4U2Self)

ÅDC verifies Web01 is 
TRUSTED_TO_AUTH_FOR_DELEGATION

ÅResponds with ±ŜƎŜǘŀΩǎST + Session Key
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Å The resulting ST is Forwardable thanks to 
TRUSTED_TO_AUTH_FOR_DELEGATION

Å Invoking S4U2Self without that setting 
leads to non-ForwardableTickets
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3.2.5.1.2 KDC Replies with Service Ticket

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/ad98268b-f75b-42c3-b09b-959282770642?redirectedfrom=MSDN



www.crummie5.club

AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

encTGSRep Info



www.crummie5.club

AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

HTTP CIFS

Auth CIFS

AuthAuth



www.crummie5.club

CIFS Ticket ðTGS-REQ (S4U2Proxy)

Å²ŜōлмΩǎ ¢D¢ Ҍ !ǳǘƘŜƴǘƛŎŀǘƻǊ

ÅTarget SPN:
Åcifs/sql01.capsule.corp

ÅAdditional Ticket:
ÅS4U2Self ForwardableST
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Ticket is pointing web01$instead of 
HTTP/sharebrowser.capsule.corp
(proof that S4U2Self was used)



www.crummie5.club

AS

TGS
NTDS

TS

Auth

Timestamp

Authenticator

Session Key

Secret Key

Vegeta

encTGSRep

Auth

Info

Web01$
15:00

±ŜƎŜǘŀΩǎάǇǊƻƻŦέ

Web01 can delegate 
to Sql01

msDS-AllowedToDelegateTo

CIFS/sql01.capsule.corp

HTTP CIFS
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CIFS Ticket ðTGS-REP (S4U2Proxy)

ÅDC checks if Web01 can delegate to Sql01 
(msDS-AllowedToDelegateTo)

ÅDC checks if Additional Ticket is Forwardable

ÅResponds with ±ŜƎŜǘŀΩǎST + Session Key
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CIFS Ticket ðTGS-REP (S4U2Proxy)

ÅLŦ ǘƘŜ !ŘŘƛǘƛƻƴŀƭ ¢ƛŎƪŜǘ ǿŜǊŜƴΩǘ CƻǊǿŀǊŘŀōƭŜΣ ǘƘƛǎ ǿƻǳƭŘ ƘŀǾŜ ŦŀƛƭŜŘ 

ÅNon Forwardable ST + S4U2Proxy in Constrained Delegation = ERROR

Å¢ƘŜ Y5/ ǿƻǳƭŘΩǾŜ ǘǊƛŜŘ w./5 ŀǎ ŀ άŦŀƭƭōŀŎƪέ όǘƘŜ ōƛǘ ǿŀǎ ǎŜǘύΣ ōǳǘ ǿƻǳƭŘΩǾŜ ŦŀƛƭŜŘ ŀǎ ǿŜƭƭ όw./5 
ǿŀǎ ƴƻǘ ŎƻƴŦƛƎǳǊŜŘΧύ

Å²Ŝ ǿƛƭƭ ǎŜŜ ƳƻǊŜ ŀōƻǳǘ ǘƘƛǎ ƛƴ ǘƘŜ w./5 ǎŜŎǘƛƻƴΧ

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/6d76bf10-3c48-4e14-9992-df1bd456455e
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AuthAuth Auth
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AP-REQ (SMB)

ÅAP-REQ through SMB on behalf of 
Vegeta

ÅCIFS ticket + authenticator
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AP-REP (SMB)

ÅAP-REP through SMB

ÅST encrypted with session key

ÅMutual authentication between 
Web01 and Sql01
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AS

TGS
NTDS

Vegeta

TS

Auth

Timestamp
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Session Key

Secret Key

HTTP CIFS

HTTP 
Response

TS 15:00
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10.11.3.12     - WEB01

10.11.3.5       - DC01

10.11.3.112   - CLIENT

10.11.3.10     - SQL01

NTLM Authentication

S4U2Self
TGT + 

Authenticator + 

Principal

S4U2Proxy
TGT + Authenticator + ST

Listing \ \ sql01.capsule.corp \ ShareSupport \HTTP Response
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Abusing Protocol Transition

ÅAn account configured with Protocol Transition can invoke S4U2Self to 
impersonate any user and obtain a Forwardable ST to be used with S4U2Proxy

ÅEven if msDS-AllowedToDelegateTois configured with specific services of a 
service account, you can modify your Forwardable ST to target others from the 
same service account

ÅThe service name of a ST is in plaintext and can be subsituted

ÅExample: cifs/sql01.capsule.corp ĄHTTP/sql01.capsule.corp
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Rubeus first requests a TGT on 
behalf of Web01 using the 

specified credentials

PoC
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It then invokes S4U2Self to 
obtain a ST in the name of 

Administrator 
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The resulting ST is 
Forwardable
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ÅSince it is Forwardable, the ST can 
be used to invoke S4U2Proxy 

ÅThe snameof the Ticket can also 
be substituted as it is in plaintext 
and the Ticket remains valid
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Interesting Links 

ÅBen Campbell - Trust? Years to earn, seconds to break

Åhttps://labs.f-secure.com/archive/trust-years-to-earn-seconds-to-break/

ÅWill Schroeder & Lee Christensen - S4U2Pwnage

Åhttps://www.harmj0y.net/blog/activedirectory/s4u2pwnage/

ÅWill Schroeder & Lee Christensen - Another Word on Delegation

Åhttps://www.harmj0y.net/blog/redteaming/another-word-on-delegation/

ÅMatan Hart - Delegate to the Top

Åhttps://www.blackhat.com/docs/asia-17/materials/asia-17-Hart-Delegate-To-The-Top-Abusing-Kerberos-For-
Arbitrary-Impersonations-And-RCE.pdf
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Resource -Based Constrained 
Delegation
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RBCD

ÅClosely related to classic Constrained Delegation

ÅUses S4U extensions 

ÅSetting up this delegation does notrequire Domain or Enterprise Admin privileges 

ÅJust write rights over the msDS-AllowedToActOnBehalfOfOtherIdentity
attribute of a service account

ÅThe trust is configured on the service that receives delegated credentials
ÅIn other delegations, configurations were applied to Web01

ÅIn RBCD, we should configure Sql01 instead
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RBCD (cont.)

https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
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No Delegation for Web01


